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1 Reason for Contribution

Nokia would like to address and discuss two separate topics related to the current versions of OMA BCAST smart card profile specification;
1 Managing of long term keys, and 

2 Handling of authentication

as it is Nokia's belief that there are significant limitations with the current proposals regarding the two above points. Nokia would like to propose future proof and extendable mechanisms rather than the current proposals.
In addition Nokia has provided a list of problems with document 580 on introducing extensions to the MBMS authentication as well as some general shortcomings of the OMA BCAST that are very important to solve in order to have a good system.

2 Summary of Contribution

Managing of long term keys 

Number of keys: In 3GPP long term keys for GBA and MBMS are stored in a record based file which limit the number of keys to 254 (as this is the limit in a record based file). In 3GPP the content is defined for real-time services, hence the need to store keys for e.g. replay are not needed, hence the limitation may be acceptable – and anyway content is stored in clear in the terminal.

In OMA BCAST keys are stored for protecting content on the terminal where the content is encrypted and since one of the extensions in BCAST is the possibility to store several, e.g. movies or clips the solution in 3GPP is not sufficient for the user in the long term. Therefore a new mechanism that overcomes the 254 limit is needed.

Deletion of keys: all well-designed systems are able to handle the situation where the storage runs full, and the same goes for this system. The current proposal is based on a mechanism where the card determines which key is the oldest and deletes this one, which implies that the card may delete a user's right to see his favourite movie the number of times he/she has purchased since it is marked as say the oldest. This will lead to very unhappy customers and should be avoided. 

Nokia proposes to assign a textual label to each piece of content to uniquely identify (during the key generation phase) the item he/she has bought access rights to and map it to the associated key. If the user is then asked to delete a key he/she will be able to select which access right is the least important (if any) that he/she would like to replace with the new key.

Managing of content and keys: As the UICC can be moved between different terminals where as the content may or may not be moved the terminal shall not execute any "automatic" key deletion process when a "new" UICC is inserted based on the fact that the terminal is not able to associate the keys on the UICC with any content on the terminal. The keys on the UICC are still needed when the UICC is inserted in the terminal where the content is stored. If the keys on the UICC are removed by another terminal it is no longer possible to view the content when this UICC is inserted into the terminal where the content is stored. This issue should be covered for in the specification.
Handling of authentication

Authentication: the authentication command for the USIM has a scarce resource in parameter P2 as it is a 3 bit value where already 4 values are reserved. Using the MBMS security context as proposed in the LS from CT6 to OMA BCAST has the disadvantage that there is a need to coordinate the values for P2 used between OMA BCAST and CT6 which is not practically feasible. Nokia suggest that since 3GPP CT6#43 assigned a directory to contain OMA BCAST related files that all OMA BCAST related authentication is specified to be applicable only when the file pointer of the UICC points to the OMA BCAST directory (or any file or directory below) – in the same way as is done for EAP-SIM in ETSI TS 102 310. This will free up all P2 values and gives flexibility in future usage of the authentication command

Problems with 580

· It is based on the MBMS solution and thus it is limited to 254 keys

· It uses a P2 parameter in the authentication command and this leaves only 2 values for the remaining system for future extensions

· It is not possible to determine the consequence of deleting a particular key, i.e. unwanted contend may be deleted or become unavailable
· Many errors in the coding of the OMA BCAST extenstions

· Still many important issues are left unresolved, see below
· The method using the AUTHENTICATE command to retrieve key material data from the UICC is very strange and not appropriate

· There is no mechanism currently defined how the PIN verification status and the execution of the AUTHENTICATION command, else then that the execution is not performed, controls the execution based on the command parameters data as the proposal seems to imply.

General OMA BCAST problems

· 254 limit to the number of services that can be allocated

· Secure channel between terminal and UICC is far from ready in SA3, CT6 and SCP

· Labelling of content is missing and no means for the terminal to associate a key with it's content to be presented in a user understandable way
· Usage of the PIN verification mechanism for parental control in the current context
· How the user can set and modify the restrictions for parental control in the smart card is not defined

3 Detailed Proposal

Managing of long term keys
In stead of using a record based approach for OMA BCAST keys Nokia proposes to use two of  so-called  large files - the BER-TLV based EF – as specified in ETSI TS 102 221; one for the key material and one containing a textual description of each key entry.

The idea is that each entry (BER-TLV coded) in the key file is coded according to current proposal but with the exception that in stead of data being stored in record based files as in 31.102 the content for each Key ID is assigned a unique constructed Tag. In addition there is a TLV object in the keys file to indicate a reference to an entry in the textual description file, or the same tag is used for the associated text in the textual file.
The textual description file is updated when the key entry is first created or during recording where the content is taken from the service guide This can then be used to show to the user which content is present and what can be deleted.
The example below outlines the message flow when registering to a service for the first time.


[image: image1.emf]Terminal

Smart Card

The user has registered to a service 

and is receiving the MSK from the BS-SC

MBMS Procedure (MSK Update Mode) MIKEY()

MBMS Success/Failure, TAG for the new MSK key,

The Tag Parameter, in the response, is new 

compared to the current OMA BCAST 

specification. The TAG is generated by the 

smart card as a result of the storing of the new 

MSK  in the large file and it is used to identify

the stored key in the keys file.

The user retrives a label from the service 

guide or creates a menaingfull text 

Update Textual file (Text TLV)()

The user updates the textual file 

with a meaningfull label of the service

Success/Failure -of updating the textual file

If this operation is successfull the card 

has created a constructed  entry in the 

textual file with the same tag as in the 

keys file and a tag for the textual description

Registration to a new service

The example below outlines how the large files are used to store keys in one file and a textual description in another large file.


Example:

Scenario: the user has bough the right to watch BBC world for a month

The key file is updated according to current profile and the text file gets an entry saying something like "BBC World" – retrieved from the Service Guide (SG) – and a id to the key in the key file (K1)
The user now wants to record the 9 o'clock news. The key file is untouched but the text file gets another entry, again from the service guide, and a reference to K1.

If the card is now full and the user wants to add a new service the terminal would display something like "would you like to delete services "BBC  world" and BBC world 9 o'clock news?". This makes it easy for the user to see the consequences of his choice

When the user wants to replay the 9 o'clock news the terminal provides a list of the stored keys using the textual information associated with each key. The user then selects the key by means of selecting the textual information. The terminal then identifies the corresponding keys and performs the key generation required to be able to decrypt the 9 o'clock news content.

The example below outlines the communication for the example
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Recording a program

The example below illustrates the BBC World examle by showing how the large files are used to store keys in one file and a textual description in another large file.

Service Guide (SG)

Get SG info

Return SG info (BBC World, 9 'clock news)

New TLV entry in the Textual file

TAG  xx      (Text label)

LEN: X

VAL: "BBC World 9 o'clock news"

TAG: yy      (Duration of recording)

LEN: Y

VAL: "25 min"

Update textual file (BBC World 9 o'clock news TLV)

MBMS Procedure (MSK Update Mode copy Current MSK ID) MIKEY

MBMS Success/Failure, TAG for new recording MSK key, for BBC World 9 o'clock news

If the copy is successfull the 

card has created a new TLV 

entry in the keys file for 

storing the BBC World 

9 o'clock news and returns 

the TAG for this TLV


Management of textual descriptions: it should be possible for the user to update the content of the textual description if needed
The reason for separating the textual description from the keys file is that the keys file is handled as it is outlined in the current specification and the textual file is handled according to the procedures for the large file, as defined in ETSI TS 102 221
Handling of authentication
The authentication modifies the current proposal to state that it only applies in case the file pointer is in the OMA BCAST directory or below.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Nokia proposes to accept the concept of introducing the large files and update specifications accordingly
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The example below outlines how the large files are used to store keys in one file and a textual description in another large file.
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Success/Failure - of updating the textual file
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The example below illustrates the BBC World examle by showing how the large files are used to store keys in one file and a textual description in another large file.


Service Guide (SG)


Update textual file (BBC World 9 o'clock news TLV)


If the copy is successfull the 

card has created a new TLV 

entry in the keys file for 

storing the BBC World 

9 o'clock news and returns 

the TAG for this TLV


New TLV entry in the Textual file



TAG  xx      (Text label)

LEN: X

VAL: "BBC World 9 o'clock news"

TAG: yy      (Duration of recording)

LEN: Y

VAL: "25 min"





