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1 Reason for Change

There exist Token/LTKM Messages in Smartcard Profile Service Provisioning Messages. But the function of Token/LTKM Messages is identical with that of Token Messages, which is explained in the description of the messages. Furthermore, there also exists LTKM Request Procedure in Smartcard Profile Service Provisioning Messages. So it is suggested that Token/LTKM Messages in Smartcard Profile Service Provisioning Messages be changed to Token Purchase Messages, which include Token Request/Response.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Service spec.
6 Detailed Change Proposal
Change 1:  7.1 in Service spec
7.1 Service Provisioning

BCAST Terminal SHALL support Service Provisioning messages if it supports the interaction channel and if it supports service and/or content protection as defined in [BCAST10-ServContProt]. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 


· Requesting / subscribing to service related to a PurchaseItem


· Renewing a subscription related to already requested PurchaseItem


· Cancelling a subscription related to already requested PurchaseItem


· Requesting a token or LTKM


· Inquiring the status of an account


· Subscription and unsubscription to user-specific notifications


To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 

This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on   Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service Protection Function and Content Protection Function with the sub-elements and  Smartcard service provisioning message are specified for Terminal supporting  Smartcard profile.

The following two tables specify under which conditions each message is mandatory or optional to support for the general Service Provisioning message and  Smartcard Service Provisioning message respectively.


	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.5.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	‎5.1.5.1.2
	MANDATORY
	MANDATORY

	Service Request
	‎5.1.5.2.1
	MANDATORY
	MANDATORY

	Service Response
	‎5.1.5.2.2
	MANDATORY
	MANDATORY

	Service Completion
	5.1.5.2.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.5.3.1
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Response
	5.1.5.3.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.5.3.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.5.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.5.4.2
	MANDATORY
	MANDATORY

	Token Purchase Request
	5.1.5.5.1
	OPTIONAL
	OPTIONAL

	Token Purchase Response
	5.1.5.5.2
	OPTIONAL
	OPTIONAL

	Token Purchase Completion
	5.1.5.5.3
	OPTIONAL
	OPTIONAL

	Account Inquiry Request
	5.1.5.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.5.6.2
	MANDATORY
	MANDATORY


Table 2: Summary General Service Provisioning messages 

	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.6.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.6.1.2
	MANDATORY
	MANDATORY

	Service Request
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Completion
	5.1.6.2.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.6.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Response
	5.1.6.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.6.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Token Request
	5.1.6.5.1
	MANDATORY 
	MANDATORY 

	Token Response
	5.1.6.5.1
	MANDATORY 
	MANDATORY

	Account Inquiry Request
	5.1.6.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.6.6.2
	MANDATORY
	MANDATORY


Table 3: Summary Smartcard Service Provisioning messages 

Change 2:  5.1.6.5 in service spec
5.1.6.5 Token Messages
5.1.6.5.1 Token Request and Response

These messages are the same as those specified in Section 5.1.5.5.
Change 3:  5.4.7.2.2 in AD spec
5.4.7.2.2 Service Provisioning Messages Secured Using HTTP Digest

After the establishment of SMK in BSP-C and BSP-M, the BSP-C can now send to the BSP-M any of the following types of Service Provisioning messages which require the use of HTTP Digest for message authentication and integrity protection:

· Service Request

· Subscription Renewal

· Unsubscribe Request

· Token Request

Change 4:  6.8.1.3 in SvcCntProtectio spec
6.8.1.3 Permissions Management using the Smartcard Profile for Content Protection of Streams

If the EXT BCAST payload is not present in the LTKM, the SEK/PEK in Smartcard Profile is based on an implicit "play once" permission.  This “play once” functionality can be used by the BSM to enable more complex constraints relating to the use of a SEK/PEK, e.g. unlimited access to the appropriate SEK/PEK for a given time period or controlled access to the SEK/PEK for a given number of times.  In all cases, where the EXT BCAST payload is not present in the LTKM, the Smartcard Profile terminals are forced to request a new SEK/PEK for every access to content.

If the EXT BCAST payload is also present in the LTKM, the security_policy_extension value defines the rights applicable to the LTKM. The security_policy_ext enables the provision of extended rights such as Pay Per View (PPV) and Pay Per Time.  The types of extended rights that can be offered are described in Section ‎6.6.2. In order to request the tokens and / or consumption rules required to provide PPT and PPV functionality, the "Token Purchase Request" message defined in BCAST in [BCAST10-Services] SHALL be used.

If broadcast streams are protected and need content protection consumption rules, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM. For the Smartcard Profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard Smartcard BSM authentication (Section ‎13), before the delivery of the LTKM.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1.
Identify the Permissions Issuer URI and SEK/PEK ID

2.
Initiate mutual terminal BSM authentication (see Section ‎6.5)

3.
Initiate mutual Smartcard BSM authentication (see Section ‎6.11.2)

4.
Establish / enable the secure authenticated channel between the Smartcard and terminal (see Section ‎6.11.2)

5.
Request the appropriate SEK or PEK using the "Token Request" message in [BCAST10-Services] (see Section ‎6.6).  The requested key identifier is the SEK / PEK ID.
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