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1 Reason for Change

The structure of the SchemeInformationBox(‘schi’) that is described in the XBS Specification is different from that in the OMA DRM DCF specification. In the OMA DRM DCF specification, the SchemeInformationBox includes exactly one OMADRMKMSBox(‘odkm’), as the first sub-box. But, In the XBS Specification, The SchemeInformationBox includes the OMADRMCommonHeaders box (‘ohdr’), as the first sub-box and the OMADRMAUFormatBox (‘odaf’), as the second sub-box. The structure of the SchemeInformationBox in XBS Specification should be modified according to the OMA DRM DCF specification because the XBS specification is saying that the adapted PDCF has full backward compatibility with the original PDCF file format except the OMA STKM track.
2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  Adapted File Format Section
13.3.4 OMA DRM Signalling Information

As specified in the OMA DRM v2.0 DCF specification [DRMCF-v2], the ISO ProtectionSchemeInfoBox ‘sinf’ with its sub-boxes is used to carry DRM key management system specific information, thus it is only a container box. 

Table 13: PDCF scheme type for OMA DRM

	scheme_type
	Value
	Semantics

	OMA DRM
	‘odkm’
	OMA DRM is used for key management in the PDCF.


Table 24: PDCF scheme version for OMA DRM

	scheme_version
	Value
	Semantics

	OMA BCAST 1.0
	0x00000300
	OMA DRM version is 2.0 extended for BCAST

(version 2.0 does not allow the STKM track)


For PDCF files conforming to this specification, in the ISO SchemeTypeBox ('schm') the SchemeType MUST be the 4CC ‘odkm’, and SchemeVersion MUST be 0x00000300. The file MUST contain at least one OMADRMKMSBox. A PDCF MUST support only OMA DRM for the key management system.

The ISO ProtectionSchemeInfoBox ('schi') is used to carry DRM key management system specific information. For this specification, this box MUST include exactly one OMADRMKMSBox (‘odkm’), as the first sub-box. The OMADRMKMSBox includes the OMADRMCommonHeaders box ‘ohdr’, as the first sub-box and the OMADRMAUFormatBox, as the second sub-box.
For more details on the information included in the OMADRMCommonHeaders box refer to [DRMCF-v2]. In this version of the specification the EncryptionMethod field in the OMADRMCommonHeaders box is extended with the value 0x03 to contain the additional AES_128_BYTE_CTR algorithm.
In this version, the OMADRMAUFormatBox MUST be present. The value of the fields in the OMADRMAUFormatBox are described below.
aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {


bit(1) SelectiveEncryption;


bit(7) reserved;


unsigned int(8) KeyIndicatorLength;


unsigned int(8) IVLength;

}

Table 35: OMA sample format box fields

	Field name
	Type
	Purpose

	SelectiveEncryption
	bit(1)
	Indicate whether selective encryption is used or not

	Reserved
	bit(7)
	Reserved, SHOULD be set to 0.

	KeyIndicatorLength
	unsigned int(8)
	Size of the key indicator in bytes

	IVLength
	unsigned int(8)
	Size of the IV in bytes


The SelectiveEncryption bit MAY be set either to 1 or to 0. If the selective encryption bit is set to 0 then all content to which the ISO ProtectionSchemeInformationBox applies is encrypted and no "encrypted" field is present in OMABCASTAUHeader. If the selective encryption bit is set to 1 then the OMABCASTAUHeader preceding Access Units indicates whether or not a particular AU is encrypted.
The KeyindicatorLength describes the size of the key indicator in bytes. In this version of the specification, the value of KeyIndicatorLength does not have to be set to 0.
Change 2:  PDCF box structure example
C.18 PDCF box structure example (Informative)

This informative section presents a non-exhaustive example of the PDCF box structure, including the boxes defined by ISO in [ISO14496-12] and the OMA boxes defined in [DRMCF-v2] and in this specification.

In both Tables below additional boxes may be necessary. The nesting order of the boxes is as follows: on the left is the parent and on the right, the child. 

Table 56 shows an example of the ‘ftyp’ and ‘moov’ part of the PDCF box structure when a protected audio or video track is defined. Note, that the OMA information is specified per track. The file format structure corresponds to OMA DRM v2.0 [DRMCF-v2] and is not modified in this specification. It is fully ISO compliant.

Table 56: partial box structure of a PDCF file with a single protected track

	Data type/value
	
	
	
	
	
	
	
	
	
	
	Field purpose

	‘ftyp’
	
	
	
	
	
	
	
	
	
	
	ISO File header ( fixed File Type box)

	‘moov’
	
	
	
	
	
	
	
	
	
	
	ISO movie box

	
	‘mvhd’
	
	
	
	
	
	
	
	
	
	ISO movie header box

	
	‘trak’
	
	
	
	
	
	
	
	
	
	ISO track box

	
	
	‘tkhd’
	
	
	
	
	
	
	
	
	ISO track header

	
	
	‘tref’
	
	
	
	
	
	
	
	
	ISO track reference

	
	
	‘mdia’
	
	
	
	
	
	
	
	
	ISO media information box

	
	
	
	‘mdhd’
	
	
	
	
	
	
	
	ISO media header

	
	
	
	‘hdlr’
	
	
	
	
	
	
	
	ISO handler

	
	
	
	‘minf’
	
	
	
	
	
	
	
	ISO media information container

	
	
	
	
	‘stbl’
	
	
	
	
	
	
	ISO sample table box, container for the time/space map

	
	
	
	
	
	‘stsd’
	
	
	
	
	
	ISO sample descriptions
‘soun’ for audio tracks

‘vide’ for video tracks

	
	
	
	
	
	
	‘encv or 'enca'
	
	
	
	
	ISO protected sample entry

	
	
	
	
	
	
	
	‘sinf’
	
	
	
	ISO protection scheme information box (always present)

	
	
	
	
	
	
	
	
	‘frma’
	
	
	ISO original format (always present)

	
	
	
	
	
	
	
	
	‘schm’
	
	
	ISO SchemeTypeBox (when used to apply to single track)

	
	
	
	
	
	
	
	
	'schi'
	
	
	ISO SchemeInformationBox (if applies to this ‘trak’ only)

	
	
	
	
	
	
	
	
	
	‘odkm’
	
	OMA DRM KMS Box

	
	
	
	
	
	
	
	
	
	
	‘ohdr’
	OMA DRM Common Headers box (when used to apply to single track)

	
	
	
	
	
	
	
	
	
	
	'osfm'
	OMA Sample format Box (when used to apply to single track)


Table 57 below shows an example of the OMA STKM track structure inside a PDCF file.

Table 57: part of the box structure of a PDCF file showing OMA STKM track

	Data type/value
	
	
	
	
	
	
	
	
	
	
	Field purpose

	
	‘trak’
	
	
	
	
	
	
	
	
	
	ISO track box

	
	
	‘tkhd’
	
	
	
	
	
	
	
	
	ISO track header

	
	
	‘tref’
	
	
	
	
	
	
	
	
	ISO track reference

	
	
	‘mdia’
	
	
	
	
	
	
	
	
	ISO media information box

	
	
	
	‘mdhd’
	
	
	
	
	
	
	
	ISO media header

	
	
	
	‘hdlr’
	
	
	
	
	
	
	
	ISO handler

	
	
	
	‘minf’
	
	
	
	
	
	
	
	ISO media information container

	
	
	
	
	‘stbl’
	
	
	
	
	
	
	ISO sample table box, container for the time/space map

	
	
	
	
	
	‘stsd’
	
	
	
	
	
	ISO sample descriptions

'meta' for OMA STKM track (Metadata track)

	
	
	
	
	
	
	‘oksd’
	
	
	
	
	OMA key sample description box
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