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1 Reason for Change

During LTKM Request Procedure, MIKEY message is sent from BSM to UE over UDP. But this can not be achieved for the situation that terminal is in private network, while BSM is in public network. Because NAT/PAT is needed when terminal sends messages to BSM or receive messages from BSM. BSM can only know the public IP address allocated by NAT equipment, and can not know the real private IP address of terminal.  So when MIKEY message is delivered to NAT equipment using that public address, NAT equipment can not know to which this message should send.

So it is recommended that we give another choice to BSM that MIKEY message (LTKM) of each requested SEK/PEK can be included in the message body of HTTP 200 OK Authentication-info response in LTKM Request Procedure. Currently for both BCAST and MBMS, this response body (which carries the status code of each requested SEK/PEK) is an MBMS MSK Response XML document of MIME type "application/mbms-msk-response+xml" and defined in section 11.8 of TS 26.346. Including MIKEY message(s) in this response body can be done in different ways:
1. Design in a BCAST namespace a BCAST SEK/PEK response replacing MBMS MSK response ( this option breaks compatibility with MBMS 

2. Change the structure of response body to a multipart/mixed, one body part being the MBMS MSK response today defined, and the other part(s) being the MIKEY message(s) ( this option breaks compatibility with MBMS (Content-Type of response body no longer "application/mbms-msk-response+xml" but “multipart/mixed’).
3. Since in the XML schema of MSK response, the <Response> element providing the status code contains a wildcard “##other”, take advantage of this 3GPP extensibility hook and insert at this location in the instance a new <bcast:LTKM> element carrying the MIKEY message ( this option does not break compatibility with MBMS, and is therefore proposed by this CR.
In BCAST namespace "urn:oma:xml:bcast:pr:orderqueries:1.0" (holding service provisioning message definitions already), the new <LTKM> element can be defined as follows:

<xs:element name="LTKM" type="LTKMType"/>

<xs:complexType name="LTKMType">

   <xs:simpleContent>

      <xs:extension base="xs:base64Binary">

         <xs:attribute name="version" type="xs:unsignedByte" use="optional"
                       default="0" />

      </xs:extension>

   </xs:simpleContent>     

</xs:complexType>
An MSK response payload including two LTKMs (one for each requested SEK/PEK) would look like this:

<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKResponse
   xmlns="urn:3GPP:metadata:2005:MBMS:mskResponse"

   xmlns:bcast=" urn:oma:xml:bcast:pr:orderqueries:1.0"

   xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance
   xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:mskResponse">
   <Response>

      <MSK>

         <keyDomainID>uHCd</keyDomainID>
         <MSKID>aMkAAA==</MSKID>
      </MSK>
      <ResponseCode>200 OK</ResponseCode>
      <bcast:LTKM>...</bcast:LTKM>
   </Response>
   <Response>
      <MSK>
         <keyDomainID>uHCd</keyDomainID>
         <MSKID>JMtEAA==</MSKID>
      </MSK>
      <ResponseCode>200 OK</ResponseCode>
      <bcast:LTKM>...</bcast:LTKM>
   </Response>
</mbmsMSKResponse>
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Service spec.
5.2.1.1 LTKM Request Procedure
Upon the completion of the subscription/purchase transaction (as defined by the Service Request messages in Section 5.1.5.2), or once the lifetime of the current SEK/PEK in the Smartcard has expired, the required new SEK/PEK can be obtained via the LTKM Request procedure.  This can occur:
· When the BCAST Terminal has missed a SEK/PEK key update procedure, due to, for example, being out of coverage;.

· In response to a BM-SC solicited pull procedure.

For the Smartcard Profile, this procedure is the MBMS MSK request procedure as defined by [3GPP TS 33.246], in which the key identification information comprises a list of one or more Key Domain ID – SEK/PEK ID pairs, subject to the following clarification.  For the (U)SIM Smartcard Profile terminal, the SRK used in the HTTP digest authentication of the subscriber corresponds to the MBMS Request Key (MRK); for the (R-)UIM/CSIM Smartcard Profile terminal, the SRK is the BCMCS Authentication Key (Auth-Key).

In network configurations where LTKM delivery over UDP cannot succeed (e.g. NAT existence between terminal and BSM), the LTKMs carrying the requested SEKs/PEKs MAY be included in the message body of the BSM response successfully ending the HTTP flow of LTKM Procedure Request (HTTP 200 OK, Authentication-Info header present, MBMS MSK Response payload as a message body). The MBMS MSK Response, which provides the status code of each requested SEK/PEK, is an XML document defined in [3GPP TS 26.346 v7] in a 3GPP MBMS namespace. BCAST LTKM inclusion in this MBMS MSK Response SHALL follow the rules below:

· Each included LTKM SHALL be encoded as one <LTKM> BCAST XML element, defined in Table X below:
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKM
	E
	
	
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message).
	base64Binary

	version
	A
	O
	0..1
	Version of this message.
0x00 identifies BCAST 1.0
Default value: 0x00.
	unsignedByte


Table X: Structure of LTKM element 
· In <mbmsMSKResponse> element, each <Response> element containing the successful response code “200 OK” SHALL contain exactly one <LTKM> child element. <Response> elements containing other response codes SHALL NOT contain any <LTKM> elements.

· When <LTKM> element is included, its location in the sequence of child elements of <Response> element SHALL correspond to the wildcard defined in <Response> element type.

· When <LTKM> element is included, values of <keyDomainID> and <MSKID> contained in <MSK> sibling element SHALL match Key Domain ID and MSKID sub-payloads of MBMS EXT payload in LTKM.
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