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1 Reason for Change

There are a number of typos, inaccuracies and unclear descriptions in Sections 6.6 and 6.7 (LTKM and STKM, respectively) of the Service and Content Protection spec.  This CR proposes fixes to those. 
Impact on Backward Compatibility

None. 
2 Impact on Other Specifications

None.
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

This CR is presented to OMA BCAST for agreement.
5 Detailed Change Proposal

Change 1:  Proposed changes to Section 6.6 (LTKM)
6.6 Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section ‎6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to the Smartcard Profile Trigger message [BCAST10-Services]. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246 v7].
When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.

· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage.  The terminal SHALL use the “LTKM Request” message, as defined in [BCAST10-Services], to request the missed LTKM.  Note that the “LTKM Request” message corresponds to the MBMS “MSK Request message”, as defined in [3GPP TS 33.246 v7].
· The BSM MAY trigger the terminal to request the current LTKM for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246 v7]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Registration Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Registartion Request”  message;  
· the UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK
When a terminal has successfully unsubscribed from a BCAST service using an “Unsubscribe Request”, as defined in [BCAST10-Services], or via other means like a web shop, the BSM MAY invalidate the SEK/PEKs on the terminal that are associated with the relevant purchaseItemID and that are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK or TimeStamp values. 

Note that once a purchaseItemID has expired, i.e. the content associated with this purchaseItemID has been broadcast, the terminal SHALL remove the purchaseItemID from all subsequent “RegistrationRequest” and “Deregistration request” messages, as defined in [BCAST10-Services], sent to the BSM.
Table 8 below shows the MIKEY message format used for LTKMs in the Smartcard Profile.  The message structure SHALL be identical to the MIKEY message used by MBMS to deliver the MBMS Service Key (MSK) (defined by [3GPP TS 33.246 v7]) apart from the addition of the (optional) EXT BCAST payload as defined in [draft-mikey-oma].  The EXT BCAST payload is described in Section 6.6.2. 
Table 8: The Logical Structure of the MIKEY Message used for LTKMs. The use of brackets is according to section 1.3 of RFC 3830 (MIKEY)

	Common HDR

	EXT MBMS

	{EXT BCAST}

	TS*

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC



* The TS (timestamp) field in the LTKM pertains strictly to the LTKM, for the purpose of LTKM replay detection.  It is not the same timestamp that exists in the STKM (the latter serves for replay detection of STKMs).

The structure of the EXT MBMS payload, depicted in Table 8 above, is defined in Section 6.4.4 “General extension payload” of [3GPP TS 33.246 v7] and reproduced below for convenience. For the Smartcard Profile LTKM the EXT MBMS payload is the extension payload defined in [3GPP TS 33.246 v7] for use with MBMS MIKEY MSK message.
Table 9: The Logical Structure of the EXT MBMS Payload

	Key Domain ID sub-payload

	Key Type ID sub-payload (MSK ID)


All fields in the Smartcard Profile LTKM, with the exception of the EXT BCAST payload and the modifications defined in this section, SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.  The mappings described in Section 6.2 for the Smartcard Profile parameters SHALL be used, i.e. SEK/PEK ID is mapped to MSK ID and SEK/PEK is mapped to MSK.

All fields in the BCAST MIKEY LTKM SHALL be populated as defined in [3GPP TS 33.246 v7] with the above mapping for BCAST parameters.

The EXT BCAST for LTKMs SHALL be populated as defined in Section ‎6.6.2.  If the LTKM message includes the EXT BCAST payload and the security_policy_ext_flag is set to LTK_FLAG_TRUE or the consumption_reporting flag is set to LTK_FLAG_TRUE, then the Key Validity data subfield of the KEMAC payload in the LTKM defines the Key Validity interval for the SEK/PEK in terms of a specified interval of STKM Timestamp values:

From (32-bits): 
Lower limit of STKM Timestamp (“TS low”) 

To (32bits):
Upper limit of STKM Timestamp (“TS high”) 

It should be noted that the use of STKM Timestamps to define Key Validity, as described above, is a deviation from the MBMS Security specification.
SP is present only when the LTKM addresses a streaming service which uses SRTP.  If the LTKM message does not include the EXT BCAST payload or when the security_policy_ext_flag is set to LTK_FLAG_FALSE and the consumption_reporting flag set to LTK_FLAG_FALSE, the standard Key Validity data is constructed as per [3GPP TS 33.246 v7], i.e. the Key Validity data subfield in the KEMAC payload is defined in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is a 16 bits identifier).  

In the sections below, the following terms are used: (Note that, collectively, these apply to both LTKM and STKM processing)
Resending check: Resending LTKMs with the same key material is allowed provided the 32-bit counter timestamp in the TS field is increased, as mandated by MBMS [3GPP TS 33.246 v7].

Replay detection processing or verification: This procedure is used to detect replay attempts for both LTKMs and STKMs, and for the case of STKM, presence of terminal intent to play back recorded content. This procedure operates by comparing the TS field in either the STKM or LTKM with the corresponding replay detection counter in the Smartcard.  LTKM or STKM whose TS field is less than or equal to the current counter raises a key freshness failure. Depending on the security_policy_extension type, this failure results in a discard of the message or a detection of intent to play back recorded content.

Replay detection verification failure (or freshness failure): This occurs when LTKM or STKMs contains a corresponding TS field value which is less than or equal to the current replay detection counter.

Replay protection: This is the function which processes the replay detection verification.

Key Validity Data check: The Key Validity Data check verifies that the SEK/PEK key is still valid. This procedure uses the Key Validity Data field in the KEMAC payload of the LTKM. For MBMS key management the Key Validity Data is defined as an interval of sequence number (i.e. lower limit of MTK ID and upper limit of MTK ID). For BCAST key management (LTKM with a security-policy-extension in the OMA BCAST EXT payload), the Key Validity Data is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS low”) and Upper limit of Timestamp (“TS high”). A failure occurs when the timestamp in the STKM received is higher than the TS high or lower than the TS low.

Message validation: The Message Validation check consists of the verification of integrity of the message, using the SMK for the LTKM and SEK/PEK for STKM. This procedure is described in the Section 7.1.1.6 for MSK messages and Section 7.1.1.8 for MTK messages of the [3GPP TS 31.102 v6].

Play-back counter: An internal counter in the USIM that contains the number of play-backs authorized.
SEK/PEK key group: A group of SEK/PEKs that are identified by the same Key group part of the SEK/PEK ID. The SEK/PEK key group is uniquely identifiable by its Key Domain ID and Key group part of the SEK/PEK ID.

Note: Although Section 6.6 pertains to LTKM, anti-replay detection and message validation procedures apply equally to processing of LTKM and STKM.  Therefore references to STKM for these functions are also indicated in the above.  Section 6.7.2 describes in detail the Smartcard Profile security policies which depend jointly on the contents of the LTKM and STKM.

6.6.1 BSM Solicited Pull Procedure Initiation over SMS Bearer
The first message in the BSM solicited pull procedure referenced in Section 6.6 is sent over UDP, requiring the terminal to have a valid IP address. In networks in which it cannot be guaranteed that terminals maintain a valid IP address the BSM MAY trigger a solicited pull procedure by sending a LTKM over SMS to the terminal. That LTKM SHALL NOT include an MSK, but it SHALL be encoded according to this specification, with MSK ID Key Number part = 0, KEMAC Encr Data Len = 0, and V-bit in HDR not set. The SMS SHALL satisfy the following conditions:

· The SMS carries a WAP connectionless push (WDP/WSP encoding) as defined in [OMA Push] ;
· The WSP content type header contains the Content Type code registered by OMNA for ‘application/mikey’, i.e. the binary value 0x52;
· The WSP X-Wap-Application-Id header contains the binary code registered by OMNA for the PUSH Application ID identifying the BCAST Push client, as specified in [BCAST10-Distribution].

The terminal SHALL process this LTKM carried over SMS exactly as it processes the LTKMs carried over UDP that initiate a BSM solicited pull procedure. That means the message SHALL trigger the terminal to pullrequest the currently used MSKs for the specified Key Group over UDP.

Support for this BSM solicited pull procedure initiation over SMS bearer is:

· for the BSM: optional;

· for BCAST terminal: mandatory if Smartcard Profile using (U)SIM is supported, optional otherwise.
6.6.2 EXT BCAST for LTKM
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. For LTKMs this payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionality:
· Pay-Per-View

· Pay-Per-Time

· Number of times the SEK/PEK can be used

· Send tokens to be added  to a purse in the USIM

· Service/program termination for a user and SEK/PEK ID key deletion
The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs. The Smartcard MAY support the use of the EXT BCAST for LTKMs.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830] and reproduced below for convenience: 

Table 10: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


Note that the same fields are present in the EXT BCAST for LTKMs and the EXT BCAST for STKMs (defined in Section 6.7.1). The difference between the two EXT BCAST payloads is the Payload Data that they contain.
For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): This field SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 11.
Table 11: Format of Smartcard Profile LTKM Management Data
	Smartcard Profile Management Data
	Length (in bits)
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

Consumption_reporting_flag
	1
	bslbf

	

reserved_for_future_use
	1
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

access_control_flag
	1
	uimsbf

	

reserved_for_future_use
	2
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07 || 0x08 || 0x09)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	         If (access_control_flag == LTK_FLAG_TRUE) {
	
	

	
     
        Reserved_for_future_use
	8
	bslbf

	
     
        number_of_access_control_descriptors
	8
	uimsbf

	
     
        access_control_descriptor_loop() {
	
	

	
     
                    access_control_descriptor()
	
	

	
     
                   }
	
	

	
     
        }
	
	

	

}
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

PermissionsIssuerURILength
	8
	uimsbf

	

PermissionsIssuerURI
	8*PermissionsIssuerURILength
	bslbf

	

}
	
	

	if (Consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

reserved_for_future_use
	4
	uimsbf

	

}
	
	

	}
	
	


6.6.2.1 Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
6.6.2.2 Coding and Semantics of Attributes
protocol_version (4 bits):  This field indicates the protocol version of this LTKM.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. LTK_FLAG_FALSE indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7] applies (i.e. according to the parameters carried in the SP payload in Table 8), and LTK_FLAG_TRUE indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies. 
Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attempts and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the purse, the number of playbacks and the cost value of the content associated to the SEK/PEK ID and the security policy defined in the consumption_reporting extension.

terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (4 bits): This field indicates the security policy extension.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

In the table below:

Purse associated to a service means that the purse is associated to a SEK/PEK key group.

User purse means that the purse is associated to the SMK key
It is assumed that TEK decryption is performed only as long as the associated SEK/PEK is deemed valid (i.e. the TS value in the received STKM is within the range of the key validity data stored in the Smartcard).
Table 12: Security Policy Extension Values
	Value
	Description

	0x00
	Pay Per Time with purse associated to a service and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x01
	Pay Per Time with purse associated to a service and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x02
	Pay Per Time with user purse and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x03
	Pay Per Time with user purse and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x04
	Subscription mode for a single play of content

In this mode the LTKM is processed as defined for MBMS in [3GPP TS 33.246 v7] but using the OMA BCAST STKM replay protection mechanism and key validity data format. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed. STKM replay protection is enabled.  

	0x05
	Subscription mode for unlimited play-back of content 

In this mode The LTKM is processed as defined for MBMS in [3GPPTS 33.246] but using the OMA BAST key validity data format and with STKM replay protection disabled. This allows a user to watch recorded content an unlimited number of times, provided that the SEK/PEK is not deleted. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed.  

	0x06
	Pay Per View with purse associated to a service and deduction of tokens prior to play-back of content 

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with the value number_play_back 

	0x07
	Pay Per View with user purse and deduction of tokens prior to play-back of content

In this mode, the Smartcard decreases the purse associated with SMK by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with value number_play_back 

	0x08
	Pay Per View with purse associated to a service and play-back of content allowed

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the cost_value when a freshness failure is detected.

	0x09
	Pay Per View with user purse and play-back of content allowed

In this Pay per view mode, the Smartcard decreases the purse associated with the SMK by the cost_value when a freshness failure is detected.

	0x0A
	Service/Program termination

In this mode, a service/program termination is identified by the smart card through the equal to zero values of upper and lower limits of the Timestamp interval applicable to a certain SEK/PEK ID.  As a result, the USIM/(R‑)UIM/CSIM deletes all the previously stored SEK/PEK and related key material corresponding to that SEK/PEK ID.

	0x0B …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16 bits):  If the security_policy_extension is set to 0x00 or 0x01 or 0x02 or 0x03, the cost_value field indicates the number of tokens per TEK decrypted by the USIM to decrement from the associated purse.  If the security_policy_extension is set to 0x06 or 0x07 or 0x08 or 0x09, the cost_value field indicates the number of tokens per play-back to decrement from the associated purse. For security_policy_extension values 0x04, 0x05 this field is not used.

Number_play_back (8bit): If the security_policy_extension is set to 0x06 or 0x07, or 0x08 or 0x09 the number_play_back field indicates the maximum number of times content recorded under a SEK/PEK can be played back, otherwise this field is not used.

purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM. LTK_FLAG_FALSE indicates no purse data is present, LTK_FLAG_TRUE indicates purse data is present and the USIM SHALL perform appropriate update of the purse indicated by the purse_mode. 

purse__mode (1 bit): This field indicates the purse update mode.

Table 13: Purse Update Mode Indication

	Value
	Description

	0x00
	Set mode

In this mode, the purse SHALL be set to token_value.

	0x01
	Add mode

In this mode, the token_value SHALL be added to the purse.


In order to detect overflow in the purse when an update occurs, the following SHALL apply:

When the purse is present in LTKM (purse_flag = LTK_FLAG_TRUE) and the purse_mode is set, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section 6.6.3.
token_value (31 bits): This field indicates the number of tokens to be added or set (according to purse_mode value) in the purse.

access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_control_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_control_descriptor is present in the LTKM.

Server MAY support access_control_descriptor. In case server doesn’t support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
Number_of_access_control_descriptor (8bits):  This field indicates the number of access_control_descriptor present in the LTKM
Access_control_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access controls associated to access_criteria carried in STKM in future versions of this specification. The secure function SHALL ignore Access Criteria Descriptors that it doesn’t support.  It is OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.
A single Access Criteria Descriptor can carry one or more access controls.

The following Access Criteria Descriptors have been defined:

parental_control – This descriptor enables an access restriction based on a content rating. The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 14: parental_control Access Criteria Descriptor
	parental_control descriptor
	Length
	Type

	update_mode
	1
	

	parental_control_PIN_flag
	1
	

	Reserved_for_future_use
	1
	

	number_of_rating_types
	5
	uimsbf

	For (i=0; i < number_of_rating_types; i++) {
	
	

	rating_type
	8
	uimsbf

	level_granted
	8
	uimsbf

	
}
	
	

	if (parental_control_PIN_flag == LTK_FLAG_TRUE) {
	
	

	parental_control_PIN
	128
	uimsbf

	}
	
	


update_mode (1 bit): This field indicates whether the rating_value and rating_type pairs should be added to or deleted from the list stored in the secure function. If the update mode is set to LTK_FLAG_TRUE the rating_value and rating_type pairs are added to the list. If the update mode is set to LTK_FALG_FALSE the rating pairs are deleted from the list.

parental_control_PIN_flag (1 bit): This field indicates the presence of a pincode in the message.

number_of_rating_types (5bits): this field indicates the number of rating types transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. See Table 31 in Section ‎7.1 for the coding of this field. 
level_granted (8 bits): This field is an integer with the meaning that is dependent on the rating_type. 
For rating_type different from 0x00, this level_granted is the maximum rating_value authorized to the user. The rating values are defined in Table 31 in Section 7.1.
The level_granted associated to the rating_type 0x00 is the age of the user and for this case the coding of rating_value is two digits in 4-bit Binary Coded Decimal (BCD)

As an example 11 year’s old is coded as “0x11”
parental_control_PIN (128 bits): The parameter is used to initialize of the UNBLOCK PIN for the parental control PINCODE in the secure function. The UNBLOCK PIN is used if the parental PINCODE has been forgotten by the user. This field contains the cryptogram of the PIN. 

The ciphering of the PIN SHALL be based on the SMK. 

The ciphering algorithm used SHALL be AES-CM-128

The input message SHALL consist of the UNBLOCK PIN padded with 0 for the 64 Most Significant Bits to obtain an input message of 128 bits: 0 (64 bits) || PIN

TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section 12 for further details.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURILength (8 bits):  This field specifies the length in bytes of the Permission Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURI (Variable Length):  This field is the URI of the Permission Isssuer that can be contacted to obtain the Terminal Binding Key. See Section 12 for further details.  This field is ignored by the USIM as it is used only by the terminal.
6.6.3 LTKM Verification Message Structure
The processing described in this section is handled by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard Profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.

If the V-bit in the MIKEY common header is equal to 1 in a LTKM, the secure function SHALL send a verification message as a response. If the EXT BCAST payload is not present in the incoming LTKM, then the verification message SHALL be constructed as defined in [3GPP TS 33.246 v7]. Otherwise the following applies:

The verification message shall consist of the following fields: HDR || EXT BCAST || TS || IDr || V 

Table 15: Logical Structure of the LTKM Verification Message

	Common HDR

	EXT BCAST

	TS

	Idr

	V


The MAC included in the verification payload (V), shall be computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9].

The terminal SHALL forward the LTKM verification messages received from the secure function to the BSM/Permissions issuer.

 The EXT BCAST payload of the verification message SHALL be formatted as follows 

Table 16: Format of the EXT BCAST of the Verification Message 
	Verification_Message_BCAST Extension

_Description
	Length (in bits)
	Type

	Verification_message_BCAST extension() {
	
	

	

	
	

	

Consumption_reporting_flag
	1
	bslbf

	

Overflow_flag
	1
	bslbf

	

Reserved_for_future_use
	6
	uimsbf

	
	
	

	

if (Consumption_reporting flag == LTK_FLAG_TRUE) {
	
	

	


Security_policy_extension
	4
	uimsbf

	


purse_flag
	1
	bslbf

	


reserved_for_future_use
	3
	uimsbf

	


	
	

	


Cost_value
	16
	uimsbf

	        


 if (security_policy_extension == 0x06 || 0x07 || 0x08 || 0x09)  {
	
	

	

     

   Number_play_back
	8
	uimsbf

	

      

  }
	
	

	       


  if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
     

   reserved_for_future_use
	1
	bslbf

	

     

   token_value
	31
	uimsbf

	     

    
   }
	
	

	
    
   }
	
	

	
   }
	
	


The Overflow flag shall be set to LTK_FLAG_FALSE except when explicitly required by the processing of the LTKM (Section 6.6.4). 

The Security_policy_extension shall be a copy of the Security_policy_extension received in the LTKM message.

The purse flag shall be set to LTK_FLAG_TRUE if the Security_policy_extension is 0x00, 0x01, 0x02, 0x03, 0x06, 0x07, 0x08 or 0x09. Otherwise, it shall be set to LTK_FLAG_FALSE.

The Cost_value shall be a copy of the Cost_value received in the LTKM message.

If present, the Number_of_play_back shall be the remaining number of play-back allowed after the LTKM processing.

If present, the token_value shall be the remaining number of tokens after the LTKM processing.

6.6.4 OMA BCAST LTKM Processing
LTKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
When the OMA BCAST LTKM arrives at the terminal, the terminal first checks whether an EXT BCAST payload is present. If the EXT BCAST payload is not present or the EXT BCAST payload is present and the security_policy_extension_flag is set to 0x00, the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7]. In all other cases the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7] omitting the MBMS replay protection check, i.e. the terminal SHALL NOT check the Time Stamp (TS) payload in the LTKM against the stored replay detection counter associated with the given SMK. If the terminal processing of LTKM is successful the LTKM shall be transported to the secure function for further processing.  If the LTKM does not include an EXT BCAST payload, the secure function performs the MBMS security procedure (MSK Update Mode) according to Section 6.5.3 of [3GPP TS 33.246 v7].  Otherwise, the following procedure applies:
First, the secure function performs the message validation using the SMK (MUK) as described in [3GPP TS 31.102 v6].  If the message validation is successful, then the TEK replay detection counter associated with the SEK/PEK carried in this LTKM (for subsequent detection of attempted STKM replay) SHALL be initialized with the value “TS Low” in the Key Validity Data subfield of the KEMAC payload in the LTKM.  In addition, the secure function processes the LTKM based on the value of the security_policy_extension as follows:

· If the consumption_reporting flag equals to 1, the only action to perform is to send a Verification message as described in Section 6.6.3. The Overflow flag SHALL be set to LTK_FLAG_FALSE. This mode allows the server to retrieve in the secure function, remaining tokens associated to a given purse, cost_value of a given SEK/PEK and/or remaining play-back number without change and update of SEK/PEK.

Otherwise:

· If the security_policy_extension is set to 0x00 or 0x01, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If the purse_flag is set to 1, the secure function then updates the purse associated with the SEK/PEK Key Group with the “token_value” according to the received purse_mode value.   If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF), then the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.
· If the security_policy_extension is set to 0x02 or 0x03, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If purse_flag is set to 1, the secure function then updates the purse associated with the SMK with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF), then the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.
Let, in the following, CxN be the value computed as “cost_value" times "number_play_back".

· If the security_policy_extension is set to 0x06, check the purse-flag first. If the purse_flag is set to 1, then the secure function SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.

Otherwise, if the purse_flag is set to 0 and adequate token balance exists, then the secure function SHALL decrease the purse associated with the SEK/PEK Key Group ID by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SEK/PEK Key Group (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the secure function SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension, and SHALL set the SEK/PEK play-back counter to number_play_back value.
Otherwise, should this operation fail due to insufficient token balance in the purse associated with the SEK/PEK Key Groups, the secure function SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see Appendix E) with a status code corresponding to ‘lack of credit in the service purse’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

In this mode, the purse associated with SEK/PEK Key Group is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a service-level purse, with its tokens valid for consumption of a specific service under the subscription.

· If the security_policy_extension is set to 0x07, check the purse-flag first. If the purse_flag is set to 1, then the secure function SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.

Otherwise, if the purse_flag is set to 0 and adequate token balance exists, the secure function SHALL decrease the purse associated with the SMK by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SMK (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the secure function SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension and SHALL set the SEK/PEK play-back counter to number_play_back value.
Otherwise, should this operation fail due to insufficient balance in the associated SMK token purse, the secure function SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see Appendix E) with a status code corresponding to ‘lack of credit in the service purse’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

In this mode, the purse associated with SMK is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a user-level purse, with its tokens valid for consumption of any service accessible by the user.
· If the security_policy_extension is set to 0x08, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the cost_value, and sets the play-back counter to number_play_back value.  If the purse_flag is set to 1, then the secure function updates the internal purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.
In this mode, the purse associated with SEK/PEK is decreased only at the consumption of the content (at each play-back). The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x09, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the secure function updates the internal user purse associated with the SMK with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.
In this mode, the purse associated with SMK is decreased only at the consumption of the content (at each play-back). The purse is a user purse, not associated to a specific service.

· 
· If the security_policy extension is set to 0x0A, and the Key Validity Data subfield in the KEMAC payload of the OMA BCAST MIKEY LTKM message indicates the Key Validity interval for a given SEK/PEK ID is “TS high”= “TS low”=0,  the (U)SIM/(R-)UIM/CSIM SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID and their related key material (i.e: key validity data, security policy extensions, number_play_back and cost_value).
· If access_control_flag is set to LTK_FLAG_TRUE, the LTKM contains at least one access_control_descriptor. For the present specification, only one access_control_descriptor is defined for LTKM: the Parental_control_descriptor. 

· If the parental_control_descriptor is present in the LTKM, 

If update_mode is set to LTK_FLAG_TRUE, the rating_type and associated level_granted transmitted in the LTKM are added to any rating_type and associated level_granted values that exist in the secure function. For a given rating_type received in the LTKM, if a level_granted value is already stored for this same rating_type, the incoming level_granted value SHALL replace the old one. 

If the update_mode is set to LTK_FLAG_FALSE, all rating_type values stored in the secure function that match a rating_type value transmitted in the LTKM SHALL be erased. Deleting a rating_type from the secure function SHALL also erase the associated level_granted value. 

This list of rating_type/level_granted pairs is associated to the SMK used to protect the LTKM. 

A default setting for rating_type/level_granted pairs specific to service provider MAY be possible during the card manufacture. 

If the parental_control_PIN is present in the message (parental_control_PIN_flag set to LTK_FLAG_TRUE, the secure function re-initializes the UNBLOCK PIN of the PIN used for parental control with the deciphered value of parental_control_PIN received in LTKM.

The response of the AUTHENTICATE command in the case of parental_control_descriptor is present in the LTKM with an update of the list of rating_type/level_granted pairs is the  response of AUTHENTICATE  command corresponding to an MSK Update Mode for OMA BCAST operation for security_policy_extension operation (see ‎Appendix E) with the list of the rating_type and level_granted values stored in the Smartcard after this update. 

Finally, if the V-bit in the HDR field of the received LTKM is set then the secure function SHALL produce a LTKM Verification Message as described in Section 6.6.3.
After the LTKM processing by the secure function, if the terminal didn’t receive an error due to integrity or validation or bootstrapping failure, and if the terminal_binding_flag of the LTKM is set to 1, the terminal stores the TerminalBindingKeyID and the PermissionsIssuerURI.

NOTE: The first STKM sent by the network (BSD/A) for the associated SEK/PEK SHALL contain a timestamp value equal to or greater than “TS Low” + 1

NOTE:  The Key Validity Data subfield in the KEMAC payload in the LTKM defines the Key Validity interval for SEK/PEK in terms of STKM Timestamp interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

NOTE:  There is one internal TEK replay detection counter per SEK/PEK to support replay protection for STKM delivery

NOTE:  To avoid security failures during the key validity data and replay detection verifications, the Timestamp field (TS) in STKM associated with a SEK/PEK key group SHALL only be reset when the SEK/PEK is updated.

NOTE:
If the secure function is located on the Smartcard, for SEKs/PEKs without a defined security policy extension, the policy of deleting SEK/PEK records to free up space in the file in EFMSK SHALL be controlled by the Terminal, e.g. the Terminal SHOULD delete any SEKs/PEKs that are no longer needed. How the terminal decides which SEKs/PEKs are no longer needed is implementation specific. Note that the file EFMSK is only used for SEKs/PEKs without a defined security policy extension.  For SEKs/PEKs with a defined security policy extension it should be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair in the Smartcard. In the case where a security policy extension is defined for a SEK/PEK, the management (deletion) of the SEKs/PEKs is implementation specific.
The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM and SEK/PEK, SEK/PEK key group, or SMK, i.e. it indicates which parameters can be linked to which key identifiers.

Table 17: Association between Smartcard Profile Parameters and Key Identifiers
	
	SEK/PEK
	SEK/PEK key group
	SMK

	SEK/PEK ID
	X
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	

	Security_policy_extension
	X
	
	

	Cost_value
	X
	
	

	SEK/PEK Key data
	X
	
	

	Play_back_counter
	X
	
	

	Replay detection counter
	X
	
	

	Token purse
	
	X
	X


For example, Cost_value and Play-back_counter can only be linked to a specific SEK/PEK, whereas Token purse can be either linked to a SEK/PEK key group or an SMK. Note that a Token purse linked to an SMK can therefore be used for all SEK/PEKs linked to that SMK.
6.6.5 Service purses and global purse

The pay-per-view and pay-per-time modes use purses in the Smartcard. 

Several purses are defined:

1. Purse associated to a service and then linked to a SEK/PEK key group

2. Global purse linked to the SMK that has been established during the registration step

According to security-policy-extension value, the purse associated to the service or the purse associated to the SMK will be used either during the LTKM processing and/or STKM processing (see Section 6.6.4 and Section 6.7.2).

If security policy extensions stored for a same SEK/PEK  ID imply that service purse or global purse could be used (e.g. security-policy-extension 0x00 and 0x02 available for a SEK/PEK), the service purse SHALL be used before the SMK purse.

If for some reason, the SMK (established during the last GBA run) is renewed, the remaining purse value associated to the old SMK SHALL be copied and associated to the new SMK.

Update of the purses is made at the reception of a LTKM with a security-policy-extension and when the purse_flag is set.

In this case the number of token indicated in the token_value will be 

· added to the purse indicated by the security-policy-extension and the SEK/PEK ID, if the purse_mode is 0x01 

· or used to set the purse if the purse_mode is 0x00

This update SHALL not be executed if:

· security_policy_ext_flag is set 

· AND purse_flag is set

· AND purse_mode is set

· AND V-bit flag in the MIKEY common header is set

· AND token_value is set to 0x7FFFFFFF

· AND cost_value is set to 0xFFFF

· AND no KEMAC Key Data sub-payload

Such case is used for the reporting of token consumption (see Section 6.6.3).
Change 2:  Proposed changes to Section 6.7 (STKM)
6.7 Layer 3: Short Term Key Message - STKM

Unless specified in this section, terms defined in the LTKM section also apply to this section. The following applies for STKMs:

Resending check:  Resending of the same STKM/TEK SHALL be detected by the terminal using the TEK_ID (MTK ID) field of the MBMS EXT payload.  The terminal SHALL NOT forward duplicate STKMs to the Smartcard.

This shall not be confused with the detection of TEK replay attempts which uses the TS field in the STKM message. 

Resending of the same STKM/TEK allows faster changing of channels because the terminal does not have to wait for the arrival of a new STKM/TEK. For example, a new STKM/TEK may only be sent every minute, but the STKM/TEK is resent every 500ms meaning that the terminal has to wait much shorter for a matching STKM/TEK after a channel change.

In MBMS for each STKM sent the TS field is increased, even if this STKM carries the same TEK as the previous STKM message.

However, in BCAST the server MAY resend the same STKM, containing the same TEK, without increasing the TS field. This avoids the need for generating new STKMs within the same crypto period.

Note: this is an improvement to the MBMS specification version 6 since BM-SC handling needs less processing for building subsequent authenticated STKM with the same key material included.

Filtering at the terminal side keeps the solution consistent with the MBMS replay protection, since in the terminal resending of the STKM/TEK is detected by checking the TEK_ID (MTK ID) field of the MBMS EXT payload.

The table below shows the MIKEY message format used for STKMs in the Smartcard Profile. The message structure SHALL be identical to 
 the MIKEY message used by MBMS to deliver the MBMS Traffic Key (MTK), as defined by [3GPP TS 33.246 v7], with the addition of the EXT BCAST payload.  The EXT BCAST payload is described in Section 6.6.2.

Table 18: Logical Structure of the MIKEY Message Used
	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


The EXT MBMS payload, depicted in Table 19, is defined in section 6.4.4 “General extension payload” of [3GPP TS 33.246 v7] and reproduced below for convenience. For the Smartcard Profile STKM the EXT MBMS payload is the extension payload defined in [3GPP TS 33.246 v7] for use with MBMS MIKEY MTK message.

Table 19:  EXT MBMS Used within the MBMS MTK Message

	Key Domain ID sub-payload

	Key Type ID sub-payload (MSKID)

	Key Type ID sub-payload (MTK ID)


All fields within the STKM SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MTK message, with the exception of the EXT BCAST payload. The mappings described in Section 6.2 for the Smartcard Profile parameters, i.e. SEK/PEK ID is mapped to MSK ID and SEK/PEK is mapped to MSK, TEK ID is mapped MTK ID and TEK is mapped to MTK.
Each STKM stream MUST only be secured using a single SEK/PEK. In some cases multiple STKM streams can deliver the same TEKs secured by different SEKs/PEKs. The Terminal MUST use the Service Guide (SG) to locate the relevant STKM stream for the encrypted traffic stream it needs to decrypt.
The EXT BCAST payload SHALL be populated as defined in Section 6.7.1.
6.7.1 EXT BCAST for STKMs
To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload (described in Section 6.6.2) is included in the STKM. For STKMs this payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.  

The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle Smartcard based access criteria enforcement:

· For the Smartcard based parental control enforcement, the terminal SHALL implement PINCODE requested processing (described in the requesting PINCODE part in Section 6.7.2.1), operation on PINCODE (described in the operation on PINCODE in Smartcard part in Section 6.7.2.1)  and associated messaging to handle Smartcard parental control with the related processing as defined in Section 6.7.2 and Section  6.7.2.1 (i.e: proactive command DISPLAY TEXT, response of AUTHENTICATE  command corresponding to OMA BCAST operation for parental control operation (see Appendix E), VERIFY PIN, CHANGE PIN, UNBLOCK PIN defined in [ETSI TS 102.221]).

· For Smartcard based location_based_restriction enforcement, the terminal SHALL support the proactive command PROVIDE LOCAL INFORMATION, the proactive command DISPLAY TEXT and the response of AUTHENTICATE  command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E).
The terminal SHALL support the processing of the all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor.  If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria (if it is transmitted in the EXT BCAST for STKM) as defined in Section 6.7.2.  Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] ignore the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.
If the Parental Rating access criteria are transmitted in the STKM the following applies:

· If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of parental rating, parental rating enforcement SHALL be done by the Smartcard as explained in Section ‎6.7.2.1. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria. 

· If the Terminal supports the enforcement of the Parental Rating Access Criteria Descriptor it SHALL do so by not sending an STKM to the Smartcard if the STKM contains a rating more restrictive than that which the user of the device is authorised to access. Whether or not Terminal enforcement is used is implementation specific. For example a terminal MAY choose to enforce the Parental Rating Access Criteria when it identifies that the Smartcard does not support the EXT BCAST payloads.  Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism to provide an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

If the location_based_restriction access criteria are transmitted in the STKM the following applies:

· If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of location_based_restriction, this enforcement SHALL be done by the Smartcard as explained in Section 6.7.2.2. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria.

For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): Per [RFC 4909] this field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 


Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): This field SHALL contain Smartcard Profile STKM Management Data defined in Section 6.7.1.1.
6.7.1.1 STKM Management Data

The format below SHALL be used for the Smartcard Profile STKM Management Data.
Table 20: Format of Smartcard Profile STKM Management Data
	Smartcard Profile STKM Management Data
	Length (in bits)
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


6.7.1.2 Coding and Semantics of Attributes
Section 7 introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile. Any Smartcard Profile specific attributes are introduced below.
terminal_binding_flag – indicates whether or not terminal binding is required for the Smartcard Profile. 0 indicates it is not required, 1 indicates it is required.

6.7.2 OMA BCAST STKM Processing
STKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
When the STKM arrives at the terminal, the terminal SHALL perform the resending check according to 3GPP MBMS [3GPP TS 33.246 v7] before sending the STKM to the secure function, i.e. if the TEK ID extracted from the EXT MBMS payload is less than or equal to the current TEK ID (associated to the SEK/PEK used to protect the STKM) buffered in the terminal, the message SHALL NOT be sent to the secure function.  The terminal SHALL NOT perform the MBMS replay protection check (defined in section 6.4.3 of [3GPP TS 33.246 v7]), i.e. the terminal SHALL NOT check the Time Stamp (TS) payload of the STKM against the stored TEK replay detection counter associated with the given SEK/PEK. Note that unlike MBMS this check is completed by the secure function. 

If the resending check is passed, the STKM is sent to the secure function and the following procedure applies:

On reception of the STKM, the secure function first retrieves, from the EXT MBMS payload, the SEK/PEK with the Key Domain ID and the SEK/PEK ID.  It then performs the message validation according to [RFC3830].  If the message validation is successful, the secure function checks for the presence of a stored security policy extension associated to the SEK/PEK used to process the STKM. 

If several security policy extensions are available for the given SEK/PEK ID, the following priorities SHALL apply on the security policy extension used to handle the incoming STKM:

1. Policy extension for a subscription mode (0x04 or 0x05) 

2. Policy extension for a pay-per-view mode (0x06 or 0x07 or 0x08 or 0x09)

3. Policy-extension for a pay-per-time mode (0x00 or 0x01 or 0x02 or 0x03)

If a purse associated to the SEK/PEK is available, this purse will be used for the pay-per-time or pay-per-view before the global purse (associated to the SMK). Hence the following priority SHALL apply on the pay-per-view and pay-per-time security-policy-extension:

· Security-policy-extension 0x00 will take precedence over 0x02

· Security-policy-extension 0x01 will take precedence over 0x03

· Security-policy-extension 0x06 will take precedence over 0x07

· Security-policy-extension 0x08 will take precedence over 0x09

If no security policy extension is present for the SEK/PEK ID extracted from the STKM, the SEK/PEK is processed according to [3GPP TS 33.246]; otherwise the following procedure applies:

First, the secure function checks the presence of access criteria in the message and controls that the access criteria are met using internal information. This internal information depends on the type of access criteria. For the current version of the specification, access criteria defined are for parental control and location based restriction. See Section 6.7.2.1 for the enforcement of parental control and Section 6.7.2.2 for the enforcement of location based restriction. 

If the processing of the parental control access criteria ends with failure the secure function SHALL abort the processing of the STKM. If the secure function is located on the Smartcard it SHALL either send a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix E) with a status code corresponding to ‘User not authorized’ and with the rating_type corresponding to the rating_type of the current program and the level_granted for this rating_type stored in the Smartcard, or SHALL send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user of the following:

· of the level_granted stored in the card for the rating_type received in the STKM 

· and that the user is not allowed to view this service as he/she is not authorized to view services with the associated rating transmitted in the STKM 

The terminal SHALL support the proactive command ‘DISPLAY TEXT’.

If the processing of the parental control access criteria ends with success, the secure function performs a key validity data check by comparing the received Time Stamp field (TS) in the STKM with the stored key validity data, in the form of Timestamp interval “TS low” and “TS high” of the associated SEK/PEK. If the received TS is lower than “TS low” or is greater than “TS high”, then the secure function SHALL return a failure to the terminal. If the secure function is located on the Smartcard, the return message shall take the form of the status word '6985' (Conditions of use not satisfied).  In this section, it is presumed that the SEK/PEK is always deemed valid upon the key validity check.

If the location based restriction ends with the status ‘blackout’, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E) with a status code corresponding to ‘blackout’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A]) in order to inform the user that the program can not be displayed in this area.  The terminal SHALL support the proactive command ‘DISPLAY TEXT’.

If the location based restriction ends with the status ‘need specific permissions’, then the secure function checks if a security_policy_extension for a PPV is available for this content.  Two cases result from this check:

· If a security_policy_extension for a PPV is available for this content, then the processing of the STKM continues as as we discuss below.
· If a security_policy_extension for a PPV is not available for this content, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E) with a status code corresponding to ‘need specific permissions’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A]) in order to inform the user that the program can not be displayed in this area without a specific permission. The terminal SHALL support the proactive command ‘DISPLAY TEXT’.

If the security_policy_extension is equal to 0x00 or 0x02 or 0x04, the secure function SHALL compare the received Time Stamp field (TS) with the stored value of the TEK replay detection counter for the associated SEK/PEK. If the received TS is equal or lower than the internal stored counter value, then the secure function SHALL return a failure to the terminal. If the secure function is located on the Smartcard, the return message shall take the form of the status word '9865' (Key freshness failure). Otherwise, the stored TEK replay detection counter SHALL be set to the received TS value in the STKM.

Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded.

If the security_policy_extension is equal to 0x06 or 0x07 or 0x08 or 0x09, the secure function SHALL perform the replay detection verification described above except that the Key freshness failure SHALL NOT be returned to the terminal, since playback of recorded content is allowed for these values of security_policy_extension.  The specific action performed by the Smartcard depends on the actual security_policy_extension value as indicated below.

If the security_policy_extension equals to 0x00 or 0x01 or 0x02 or 0x03, the secure function SHALL decrement the purse associated with the SEK/PEK key group or SMK by the stored cost value associated with that SEK/PEK. Then, the secure function returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x04 or 0x05 then, the secure function returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x06 or 0x07 and the play-back counter is not equal to zero and an STKM replay attempt is detected by the secure function, the play-back counter SHALL be decreased by one and the TEK replay detection counter for the associated SEK/PEK SHALL be set to the lower limit (TS low) of the Key Validity data subfield of the KEMAC payload in the previously received LTKM. Then, the secure function returns the decrypted TEK and Salt key (if Salt key is available). The secure function SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a Key freshness failure is detected, this situation occurring when all play-back allowed are already consumed and a new play-back occurs.

If the security_policy_extension is equal to 0x08, then

If the play-back counter is not equal to zero, and a STKM replay attempt is detected by the secure function, then

· If the purse associated with the SEK/PEK Key Group contains adequate balance, the following operations SHALL take place:
· That purse SHALL be decremented by the cost_value,

· the play-back counter SHALL be decreased by one,

· the TEK replay detection counter for the associated SEK/PEK SHALL be set to the lower limit (TS low) of the associated key validity data (Key Validity data subfield of the KEMAC payload in the LTKM), and

· the secure function returns the decrypted TEK and Salt key (if Salt key is available). 

· Otherwise (i.e. the token balance is less than the cost_value), the purse SHALL NOT be decremented, the Smartcard SHALL NOT return the decrypted TEK and Salt.  In addition, the Smartcard SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of inadequate credit.
Otherwise, if the play-back counter equals zero, then regardless of token balance or occurrence of key freshness failure, the secure function SHOULD delete the SEK/PEK. 

If the security_policy_extension is equal to 0x09, then

If the play-back counter is not equal to zero, and a STKM replay attempt is detected by the secure function, then

· If the purse associated with the SMK contains adequate balance, the following operations SHALL take place:
· That purse SHALL be decremented by the cost_value, 

· the play-back counter SHALL be decreased by one, 

· the TEK replay detection counter for the associated SEK/PEK is set to the lower limit (TS low) of the key validity data (Key Validity data subfield of the KEMAC payload in the LTKM), and

· the Smnartacrd returns the decrypted TEK and Salt key (if Salt key is available). 

· Otherwise (i.e. the token balance is less than the cost_value), the purse SHALL NOT be decremented, the Smartcard SHALL NOT return the decrypted TEK and Salt.  In addition, the Smartcard SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of inadequate credit.
Otherwise, if the play-back counter equals zero, then regardless of token balance or occurrence of key freshness failure, the secure function SHOULD delete the SEK/PEK. 

For the security_policy_extension modes using the purse or the play-back counter, the secure function SHALL ignore the nominal operation in cases whereby the purse cannot be decreased by the cost_value, or play-back counter equals zero.  If the secure function is located on the Smartcard, when the purse of the service cannot be decreased the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for security_policy_extension operation (see Appendix E) with a status code corresponding to ‘lack of credit in the service purse’.  When the user purse cannot be decreased the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for security_policy_extension operation (see Appendix E) with a status code corresponding to ‘lack of credit in the user purse’.  When the play-back counter is invalid or equals zero, the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for security_policy_extension operation (see ‎Appendix E) with a status code corresponding to ‘Play_back counter invalid or equal to zero’.

The secure function SHALL NOT send a verification message as a response to an STKM even in the case where the V-bit in the STKM message is equal to 1. 

When the TEK is returned by the secure function to the terminal, the TEK is in the clear unless the secure function is located on the Smartcard and the Terminal Binding Key (TBK) is used, in which case the TEK is wrapped by the TBK.
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