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1 Reason for Change

ProtectionKeyID only indicates the KeyID in Service, Content, Access and Purchase Item, but not the timestamp range, hence a terminal can not really know whether or not it already has a valid LTKM for a given Content declared in Content fragment or an offer declared in the Purchase Data fragment i.e. the user may well try and purchase rights for something that he/she already has or won't know whether a given "content" is accessible or not!
ProtectionKeyID is thus added at PurchaseData level, adding the option of indicating TS min and TS max allows the terminal to determine whether or not the user already has rights to the PurchaseData. ProtectionKeyID information at the other fragment level is not "purchase specific" or event specific.
Key validity is also added to the Content fragment as these may be part of a subscription containing multiple content items, hence key validity at PurchaseData may not be 

The text describing using ProtectionKeyID in multiple fragments is changed.
Note that I'm unsure about not being to mix fragments in which ProtectionKeyID is used.
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2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  add TS min and TS max in Content fragment
5.1.2.3Content 

NOTE TO EDITOR NOTHING CHANGED IN REST OF FRAGMENT
	Name
	Type
	Category 
	Cardinality 
	Description
	Data Type

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.
Contains the following attribute:

type
min_max_length

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	min_max_length
	A
	NM/TM
	0..1
	length of min / max values in bytes

For type 0, min_max_length = 4 bytes.
	unsignedByte

	min
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the lowest timestamp (4 bytes) of an STKM needed to access the service / content.
	binary

	max
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the highest timestamp (4 bytes) of an STKM needed to access the service / content.
	binary

	
	
	
	
	Start of program guide 

The program guide elements of this fragment are grouped between the Start of program guide and end of program guide cells in this fragment. 

The program guide elements are for user interpretation. This enables the content creator to provide user readable information about the service. The terminal SHOULD use all declared program guide elements in this fragment for presentation to the end-user. The terminal MAY offer search, sort etc functionalities.

The Program Guide consists of the following elements:

Name

Description

StartTime

EndTime

AudioLanguage
TextLanguage

Length

ParentalRating

TargetUserProfile 
Genre

Extension
	


Change 2:  add ProtectionKeyID and TS min and TS max in Purchase Data fragment

5.1.2.7 Purchase Data
NOTE TO EDITOR NOTHING CHANGED IN REST OF FRAGMENT
The Purchase Data fragment serves the following purposes:

· To express from which purchase channel a certain purchase item can be purchased

· To express all information about a purchase item that is specific for the purchase channel (which can include the price information)

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PurchaseData
	E
	
	
	‘PurchaseData’ fragment

Contains the following attributes:

id
version
validFrom
validTo

Contains the following elements:

Description

PriceInfo

PromotionInfo

Extension

PurchaseItemReference

PurchaseChannelReference

PreviewDataReference
TermsOfUse

PrivateExt
	

	id
	A
	NM/
TM 
	1
	ID of the ‘PurchaseData’ fragment. The the value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	
	
	
	
	Start of program guide 

The program guide elements in this fragment are grouped between the Start of program guide and end of program guide cells in this fragment. 

The program guide elements are for user interpretation. This enables the content creator to provide user readable information about the service. The terminal SHOULD use all declared program guide elements in this fragment for presentation to the end-user. The terminal MAY offer search, sort etc functionalities.

The Program Guide consists of the following elements:

Description

PriceInfo

PromotionInfo
Extension


	

	Description
	E1
	NM/

TM
	0..N
	Description of the purchase data, possibly in multiple languages. The language is expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	PriceInfo
	E1
	NM/
TM
	0..1
	Specifies the price information of the purchase item associated with this ‘PurchaseData’ fragment

If the price is not given, it will be negotiated with the user as part of the purchase transaction. In this case, the ‘PurchaseData’ fragment merely reflects that a certain purchase item can be purchased from the purchase channel.

Contains the following attribute:

subscriptionType

Contains the following elements:

MonetaryPrice

TotalNumberToken

SubscriptionPeriod
ProtectionKeyID
	

	subscriptionType
	A
	NO/
TM
	1
	The type of subscription offered. Possible values:

0 – one-time subscription: the subscription will last for as long as the ‘SubscriptionPeriod’ element indicates, and the user will be charged for the amount indicated by the ‘MonetaryPrice’ element.

1 – open-ended subscription: the subscription will be valid until the user unsubscribes. In this case the subscription period, if present, indicates the frequency at which the user will be charged for the amount specified by the Price element.

2-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte

	MonetaryPrice
	E2
	NM/
TM
	0..N
	Specifies the monetary value of the price for subscribing to the associated purchase item if ‘SubscriptionPeriod’ is present, or the monetary value of a token package if ‘TotalNumberToken’ is present.

Only one ‘MonetaryPrice’ per currency SHALL be defined.

Contains the following attribute:

currency
	decimal

	currency
	A
	NM/
TM
	1
	Specifies the monetary currency codes defined in ISO 4217 international currency codes. 
	string

	TotalNumberToken
	E2


	NM/
TM
	0..1
	Specifies the number of tokens which can be acquired as a token package for consumption of the associated purchase item.

Note: the value of ‘MonetaryPrice’ divided by the value of ‘TotalNumberToken’ is the cost per token, the terminal can calculate and display this information to the user if necessary. 

Contains the following attributes:

tokenType

consumptionAmount
consumptionUnit
maxReplay
When ‘tokenType’=2 or 3, the value of this element divided by the value of ‘consumptionAmount’ represents the number of tokens consumed per instance of play.

When ‘tokenType’=4 or 5, the value of this element divided by the value of ‘consumptionAmount’ represents the number of tokens consumed per time unit of play.
	unsignedShort

	tokenType
	A
	NM/
TM
	1
	Specifies the type of tokens. Possible values are:

0 – unspecified

1 – tokens for the DRM Profile

2 – time tokens for service purse of Smartcard Profile

3 – time tokens for user purse of Smartcard Profile

4 – play tokens for service purse of Smartcard Profile

5 – play tokens for user purse of Smartcard Profile

6-127 – reserved for future use

128-255 – reserved for proprietary use

Note: type 1 tokens are applicable only to DRM Profile, whereas types 2-5 tokens are applicable only to Smartcard Profile.  Time tokens are deducted according to length of time of content consumption (i.e. PPT) whereas play tokens are deducted based on number of plays of content (i.e. PPV).

For a definition of user purse and service purse, see section 6.6.2.2 and section 6.6.5 of [BCAST10-ServContProt].
	unsigneByte

	consumptionAmount
	A
	NM/TM
	0..1
	Represents the amount of permitted consumption corresponding to this token package.

When ‘consumptionUnit’ = 0 or 1 or 2, this provides the total view time corresponding to the total number of tokens specified by ‘TotalNumberToken’.

When ‘consumptionUnit’ = 3, this provides the total number of plays or views corresponding to the total number of tokens specified by ‘TotalNumberToken’.

This attribute SHALL be present when the amount of permitted consumption corresponding to this token package is a fixed number.  When that is not the case, due to variable cost per play instance or per time unit, as expressed in the LTKM for a given SEK / PEK ID, this attribute SHALL NOT be present.
	unsignedShort

	consumptionUnit
	A
	NM/TM
	1
	Describes the type of consumption unit.

Allowed values are:

0 – time in seconds, used for ‘tokenType’ = 2 or 3

1 – time in minutes, used for ‘tokenType’ = 2 or 3

2 – time in hours, used for ‘tokenType’ = 2 or 3

3 – number of plays, used for ‘tokenType’ = 4 or 5

4 -127 reserved for future use

128-255 reserved for proprietary use
	unsignedByte

	maxReplay
	A
	NM/
TM
	0..1
	This attribute indicates the maximum number or time of plays for this purchase item, as an integer multiple of ‘consumptionAmount’. It informs the user of the practical limit on the number of token packages that can be requested in the Token Purchase Request message (as indicated by the value of ‘purchaseUnitNum’) defined in section 5.1.5.5.1 of [BCAST10-Services]. How this is managed by the BSM is out of scope.

If this attribute is not present, it means there is no limitation on number or time of plays.
	unsignedShort

	SubscriptionPeriod
	E2
	NM/
TM
	0..1
	Specifies the time duration of the subscription period of the purchase item referenced by this ‘PurchaseData’ fragment.

e.g. 1 year as P1Y, 2 month as P2M, 1 hour as P1H, etc.
This element is only applicable for subscription-based consumption, not applicable for PPV/PPT based consumption. 
	duration

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.
If min and max values are present, these can be used by the terminal to determine whether or not acces to the service / content is possible given the current permissions..
The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.
Contains the following attribute:

type
min_max_length

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	min_max_length
	A
	NM/TM
	0..1
	length of min / max values in bytes

For type 0, min_max_length = 4 bytes.
	unsignedByte

	min
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the lowest timestamp (4 bytes) of an STKM needed to access the service / content.
	binary

	max
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the highest timestamp (4 bytes) of an STKM needed to access the service / content.
	binary

	PromotionInfo
	E1
	NO/
TO
	0..N
	Information of the promotion activities/coupons related to the PurchaseItem.

If ‘TargetUserProfile’ sub-element is present, then PromotionInfo can be displayed if the profile of the terminal user meets the requirements described by ‘TargetUserProfile’.

Contains the following attributes:

id

validFrom

validTo

Contains the following elements:
Title

TargetUserProfile
Description
PromotionExtension
	


Change 3:  ProtectionKeyID in PurchaseItem fragment

NOTE TO EDITOR NOTHING CHANGED IN REST OF FRAGMENT
	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.
Contains the following attribute:

type
min_max_length

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 


Change 4:  ProtectionKeyID in Service fragment
NOTE TO EDITOR NOTHING CHANGED IN REST OF FRAGMENT
	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem','PurchaseData' or 'Access' fragments, but not mixed.
Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 


Change 5:  ProtectionKeyID in Access fragment
NOTE TO EDITOR NOTHING CHANGED IN REST OF FRAGMENT
	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem','PurchaseData' or 'Access' fragments, but not mixed.
Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 
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