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1 Reason for Change

There are some incomplete text and inaccuracies in Sections 5.1, 5.1.5 and 5.1.6 of the Services TS regarding Service Provisioning messages which this CR intends to correct.
R01 incorporates corrections and clarifications proposed by Nokia, as well as some comments from Samsung from email discussions.  For greater clarity, changes to the original CR version are shown by strike-through, bolded and highlighted text.
R02 incorporates changes related to the correction, as indicated by Orange over email, that Subscription Renewal messages pertain only to DRM Profile.
R03 incorporates changes proposed by Nokia and Orange in recent email discussions, and added them as co-signers.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to OMA BCAST for agreement.

6 Detailed Change Proposal

Change 1
Service Provisioning Message tables

5.1 Service Provisioning

BCAST Terminal SHALL support Service Provisioning messages if it supports the interaction channel and if it supports service and/or content protection as defined in [BCAST10-ServContProt]. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 


· Requesting / subscribing to service related to a PurchaseItem


· Renewing LTKMs related to already requested PurchaseItem


· Cancelling a subscription related to already requested PurchaseItem


· Requesting a token or LTKM


· Inquiring the status of an account


· Subscription and unsubscription to user-specific notifications


To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 
This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on   Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service Protection Function and Content Protection Function with the sub-elements and  Smartcard service provisioning message are specified for Terminal supporting  Smartcard profile.

The following two tables specify under which conditions each message is mandatory or optional to support for the general Service Provisioning message and  Smartcard Service Provisioning message respectively.


	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.5.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	Error! Reference source not found.
	MANDATORY
	MANDATORY

	Service Request
	5.1.5.2.1
	MANDATORY
	MANDATORY


	Service Response
	Error! Reference source not found.
	MANDATORY
	MANDATORY

	Service Completion
	5.1.5.2.3
	MANDATORY
	MANDATORY

	LTKM Renewal Request
	5.1.5.3.1
	MANDATORY
	MANDATORY

	LTKM Renewal Response
	5.1.5.3.2
	MANDATORY
	MANDATORY

	LTKM Renewal Completion
	5.1.5.3.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.5.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.5.4.2
	MANDATORY
	MANDATORY

	Token Purchase Request
	5.1.5.5.1
	OPTIONAL
	OPTIONAL

	Token Purchase Response
	5.1.5.5.2
	OPTIONAL
	OPTIONAL

	Token Purchase Completion
	5.1.5.5.3
	OPTIONAL
	OPTIONAL

	Account Inquiry Request
	5.1.5.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.5.6.2
	MANDATORY
	MANDATORY


Table 1: Summary General Service Provisioning messages 

	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.6.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.6.1.2
	MANDATORY
	MANDATORY

	Service Request
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Completion
	5.1.6.2.2
	MANDATORY
	MANDATORY

	LTKM Renewal Request
	5.1.6.3
	MANDATORY
	MANDATORY

	LTKM Renewal Response
	5.1.6.3
	MANDATORY
	MANDATORY

	LTKM Renewal Completion
	5.1.6.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Token Request
	5.1.6.5.1
	MANDATORY 
	MANDATORY 

	Token Response
	5.1.6.5.1
	MANDATORY 
	MANDATORY

	Account Inquiry Request
	5.1.6.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.6.6.2
	MANDATORY
	MANDATORY

	Registration Procedure
	5.1.6.7
	MANDATORY
	MANDATORY

	LTKM Request Procedure
	5.1.6.8
	MANDATORY
	MANDATORY

	Deregistration Procedure
	5.1.6.9
	MANDATORY
	MANDATORY


Table 2: Summary Smartcard Service Provisioning messages 
Change 2
General Service Provisioning messages
5.1.5 General Service Provisioning Messages
This section specifies the General Service Provisioning Messages.  As described, many of the messages in this category support the Service Provisioning function of both the Smartcard Profile and DRM Profile BCAST Terminals, whereas others specifically pertain to Service Provisioning for DRM Profile terminals.  The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].
Change 3
General Service Provisioning – Service Request
5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. This message is applicable to both the DRM Profile and Smartcard Profile. If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Also, if the price is not specified for one or more of the purchase items  in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
Change 3
General Service Provisioning – Subscription Renewal – actually LTKM renewal
5.1.5.3         LTKM Renewal Messages
The following messages in this section are specific to the DRM Profile.  For the Smartcard Profile, the equivalent messages and procedures pertaining to LTKM renewal are defined in Section 5.1.6.3. 
5.1.5.3.1 LTKM Renewal Request (DRM Profile only)
The Long-term Key Message Renewal request message is sent if a user wants to renew the LTKM(s) associated to a certain Purchase Item or group of purchase items. It is only applicable to the DRM Profile
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalRequest
	E
	
	
	Long Term Key Message Renewal Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the LTKM renewal request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	A list of Purchase Items that the user wants to renew. 
Contains the following attribute:

   globalIDRef

	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID to identify this PurchaseItem, found in the PurchaseItem fragment.

	anyURI

	
	
	
	
	



	

	
	
	
	
	
	


Table 10: Structure of LTKM renewal request  in General Service Provisioning Message
5.1.5.3.2 LTKM Renewal Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalResponse
	E
	
	
	Long Term Key Message Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding LTKM request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of LTKM Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	M
	1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

Contains the following attributes:

idRef

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile. Note that as this message is only applicable for DRM profile, this element SHALL always  be present for successful responses.
Contains the following elements: 

Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	RoapTrigger


Table 11: Structure of LTKM renewal response  in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
5.1.5.3.3 LTKM Renewal Completion
This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the LTKM Renewal Response. The network SHALL reply with a HTTP 200 OK response message when this message is received.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalCompletion
	E
	
	
	Long-Term Key Message Renewal Completion Message

Contains the following attributes:

   requestID

Contains the following elements:

   LongTermKeyID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding LTKM request message.
	unsignedInt

	LongTermKeyID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	string


Table 12: Structure of LTKM renewal completion  in General Service Provisioning Message 

Change 4
General Service Provisioning - Unsubscription
5.1.5.4         Unsubscription Messages

These messages pertain to the request and response for cancellation of the existing subscription to the purchase item as identified by the‘globalIDRef attribute’ of PurchaseItem or the notification as identified by the ‘globalIDRef attribute’ of Service.  These messages are applicable to both the DRM Profile and Smartcard Profile.
When the device unsubscribing supports the smartcard profile, some additional actions need to occur upon successful completion of the unsubscribe procedure. The device SHALL remove the purchaseItemIDs from which it has unsubscribed from subsequent MBMS user registration or deregistration messages to the BSM. The BSM MAY also invalidate SEKs associated with the relevant purchase ID on the unsubscribing device which are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK IDs or TimeStamp values.

Change 5
General Service Provisioning – Account Inquiry
5.1.5.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information.  These messages are applicable to both the DRM Profile and Smartcard Profile.  The AccountInquiry Element in the Account Inquiry Request message (Section 5.1.5.6.1) indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.
Change 6
Smartcard Profile Service Provisioning – General Description
5.1.6 Smartcard Profile Service Provisioning Messages
This section specifies the Smartcard Service Provisioning Messages. These messages support the Service Provisioning function of BCAST Terminals with Smartcard Profile capability. The messages in Sections 5.1.6.1, 5.1.6.2 and 5.1.6.4 through 5.1.6.6 below are identical to General Service Provisioning Messages.  The messages in Section 5.1.6.3 are somewhat unique as described in the corresponding section below.  The messages in Sections 5.1.6.7 through 5.1.6.9 are unique to the Smartcard Profile (i.e. no counterparts for these exist in the General Service Provisioning Messages).
The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].
Change 7
Smartcard Profile Service Provisioning – Service Completion
5.1.6.2.2 Service Completion

The Service Completion message corresponds to the MIKEY acknowledgement message as defined in [3GPP TS 33.246].  Specifically, and subject to request by the BSM, this message is sent by the BCAST Terminal to the BSM to confirm, following the successful reception of the Service Response message, the subsequent reception of the each LTKM sent by the BSM, after it has received the Service Response message.  The BSM MAY request a MIKEY acknowledgement message from the Terminal as part of the LTKM message.
Change 8
Smartcard Profile Service Provisioning – Subscription Renewal Messages – actually LTKM related
5.1.6.3          LTKM Renewal, Response and Completion Messages

LTKMs can be explicitly renewed with a Registration Procedure (Section 5.1.6.7), the LTKM Request Procedure (Section 5.1.6.8) or implicitly renewed via MSK delivery procedure as described in [3GPP TS 33.246]..
Change 9
Smartcard Profile Service Provisioning – Token LTKM Message – no longer any LTKM in the message name
5.1.6.5 Token Messages 

5.1.6.5.1 Token Request and Response
These messages are the same as those specified in Section 5.1.5.5.

Change 9
Smartcard Profile Service Provisioning – Account Inquiry
5.1.6.6 Account Inquiry Messages

These messages are the same as the General Service Provisioning Account Inquiry messages as specified in Section 5.1.5.6.
5.1.6.6.1 

5.1.6.6.2 
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