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1 Reason for Change

In section 6.9.1, the TS from STKM cannot be submitted to BSM through the “Token Purchase Request”, so I suggest deleting step 6, 7. furthermore, the server cannot  realise the finer management of right. so the sentence “The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the program defined by the TEK ID.” also should be deleted.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to OMA BCAST for agreement.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

6.9Recording

Please refer to Section ‎8 for details on recording.
6.9.1Playback of Content Protected Recorded Streams
This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM track can be re-read locally. Content protection is indicated to the terminal by the protection_after_reception value in the STKM.  The Smartcard Profile mechanisms for service protection can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.  The description below mentions only GBA_U, but GBA_ME can be used also for Content Protection of recorded material using the (U)SIM.
1. Read the first STKM from the STKM track and send it to the Smartcard if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and Smartcard as defined in [ETSI TS 102.484] and [3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎5
2. If the TEK is returned then decrypt the encrypted content.  Otherwise, go to step ‎4.  Note: This condition indicates that the SEK/PEK corresponding to the desired TEK is not available at the Smartcard, such that the terminal must request its delivery from the BSM.
3. Repeat ‎1 to ‎2 until the end of the file or until the TEK is not returned (this is indicated by a failure message sent by the Smartcard)

4. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the BSM for the service and the User Service ID (this is the GlobalPurchaseItemID || PurchaseDataID) and KeyDomainID.

5. Identify the SEK/PEK from the recorded STKM track
6. 
7. 
8. Mutually authenticate with the Permissions Issuer (BSM) and establish an HTTPS tunnel as described in Section ‎6.11
9. Request the SEK/PEK from the BSM using the “Token Purchase Request” message, as defined in [BCAST10-Services].
10. Receive the LTKM with the requested SEK/PEK from the BSM

11. Read the first STKM from the STKM track and send it to the Smartcard if using GBA_U.

12. Receive the TEK and decrypt the encrypted content
13. Read the next STKM from the STKM track and send it to the USIM if using GBA_U

14. Receive the TEK and decrypt the encrypted content

15. Repeat ‎13 to ‎14 until the end of the file
The following must be noted when using the above mechanism:

· The “Token Purchase Request” message in step ‎9 above is specific to a BCAST client and can only be understood by a BCAST BSM. Hence the Service Provider must ensure the RightsIssuerURL allows the BSM to know the request is from a BCAST client.  The LTKM containing tokens and / or PPV / PPT permissions, received in response to the “Token Purchase Request” message, has to be understood by the Smartcard.
· The MBMS replay protection mechanisms mean any “rewind” forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.
· The OMA General Extension and the new Smartcard security policies permit to authorize replay content according the security policy associated to the SEK/PEK.
· 
· The Permissions Issuer (BSM) must keep a history of SEK/PEKs.

· The delivery of the STKM must only be done through a Secure Authenticated Channel to ensure TEKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional.
The above mechanisms SHOULD be implemented for terminals using content protection with the Smartcard Profile (see Section ‎6).
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