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1 Reason for Change

In the XBS TS, the expansion of BCI is given wrongly as Broadcast Content Identifier while it is Binary Content Identifier
2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  BCI as Binary Content Identifier from Broadcast Content Identifier
8.4.3.1 Recording Broadcast Content 

The device makes a recording of broadcast content that is accessed through an asset, that identifies the Binary Content Identifier (service_BCI or program_BCI), and which is associated with either a Service Encryption Key or a Program Encryption Key. In the following sections, BCI refers to the binary content identifier of that asset, and KEY refers to either the SEK or the PEK, whichever is associated with that asset.

	
	Asset contains program_BCI and PEK
	Asset contains service_BCI and SEK

	BCIservice/program
	program_BCI
	service_BCI

	KEYsek/pek
	PEK
	SEK


The device MUST include a GroupID box in the new asset that is to hold the recorded content. The GroupID in that box is derived from BCIservice/program, and MUST be as specified in Table 33.

The content of the created asset MUST be encrypted with a key CIEK. The GroupKey stored in the box MUST be the key CIEK that is encrypted with KEYsek/pek.

The EncryptionAlgorithm field in the GroupID box MUST identify the AES-CBC mode algorithm. The recording device MUST generate a suitable CIEK value at random. This allows superdistribution to be achieved without distribution of the SEK/PEK in the RO which gives access to the superdistributed content. The initialisation vector MUST be randomly generated by the device:


CIEK
:=
random 128-bit AES key     or     KEYsek/pek

IV
:=
random 128 bit number


GroupKey
:=
IV || AES-CBC{ KEYsek/pek }(CIEK) 

Table 35: Fields in the GroupID box

	Field
	Contents

	GKEncryptionMethod
	MUST be AES-CBC.

	GroupID
	Shall equal the following string in case of a service:

"cid:service_BCI@" || base64Binary( service_BCI )

Shall equal the following string in case of a program:

"cid:program_BCI@" || base64Binary( program_BCI )

NOTE: The double quote characters above are string identifiers and are not put in the GroupID.

	GroupKey
	Contains the result of applying the encryption algorithm defined by GKEncryptionMethod to the CIEK key as plaintext, using KEYsek/pek as encryption key and a randomly selected initialization vector. This initialization vector MUST be prefixed to the resulting ciphertext.


The CommonHeaders box MUST contain a unique ContentID, as well as a proper RightsIssuerURL. 

Table 36: CommonHeaders box fields

	Field
	Contents

	EncryptionMethod
	Determined by the recording device.

	PaddingScheme
	Determined by the recording device.

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.

	ContentIDLength ContentID[]
	MUST equal:

GroupID + base64(recording timestamp)

Note that GroupID is defined in Table 33.

	RightsIssuerURLLength RightsIssuerURL[]
	MUST equal:

RightsIssuerURL + "?rib=" + base64(recording information block)

Where the RightsIssuerURL is retrieved from the service guide, using its association with the service_CID (in case the asset holds a service_BCI) or the program_CID (in case the asset holds a program_BCI).

The recording information block holds the BCIservice/program, the recording timestamp, the CIEK (but salted and encrypted with the KEYsek/pek) and an integrity protection.

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).

	ExtendedHeaders[]
	Contains the GroupID box.


In the definition of these fields, the base64() operation is defined by [RFC2045], the ‘+’ denotes concatenation, the recording timestamp is defined by Section 8.4.3.2 and the recording information block is defined in Section 8.4.3.3.

Based on the values of the ‘rib’, the rights issuer can determine and verify the integrity of the recording information, including the CIEK. This then allows the rights issuer to issue GROs to the saved asset or to the whole group of recorded content (that share the same GroupId).
Change 2:  BCI as Binary Content Identifier from Broadcast Content Identifier
10.3.4.4 
    Subset Addressing

If the BCRO is addressed to two or more, but not all devices in a subscription group and the zero-message broadcast encryption scheme is used, the IEK is equal to the Deduced Encryption Key (DEK), which is computed using the concatenated device keys associated with the revoked devices as follows:


IEK = DEK
=
HMAC-SHA1-128{ DKa || DKb || DKc ||… || } ( BCI )

Where DKa, DKb, DKc, … are the device keys of the devices that have a '0' in the addressing bitmask and therefore must not be allowed to access the asset.

Each node key NKi is associated with a node number. The nodes from the subscriber group key derivation tree are sequentially numbered in a breadth-first manner, starting from the root node with number 0. See Appendix C.17.1 for more details on the node numbering.
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Figure 31 Subscriber group node (and node key) numbering

Each device gets a set of node keys ((F)SGKs) such that it can apply the key derivation functions ‘left’ and ‘right’ to compute the node keys of all leaf nodes except for the leaf node that is associated with its own position. The Device can also derive all keys that are in the path from an SGK to a leaf node. The relation between subscriber position and associated leaf node number is:


leaf node number = subscriber position + subscriber group size – 1

Each node in the subscriber group key tree can be associated also with a depth in the tree. The root node has depth 0, its child nodes 1 and 2 have depth 1. In general, the child nodes of a node with depth d have depth d+1. With this defined, the set of node keys has the following property: all nodes associated with the node keys given to a device have different depth, and the root node is not part of this set.

If NKi denotes the key associated with node i, then the key derivation functions ‘left’ and ‘right’ are defined as:


NK2i+1 := left(i) := AES-128-ENCRYPT{ NKi }( ( 2i+LEFT_CONSTANT ) mod 2128 )


NK2i+2 := right(i) := AES-128-ENCRYPT{ NKi }( ( 2i+RIGHT_CONSTANT )mod 2128 )

Where LEFT_CONSTANT = 0x01010101010101010101010101010101 and RIGHT_CONSTANT = 0x02020202020202020202020202020202.
Example:

The very small subscriber group from Figure 31 consists of 8 devices (numbered 0 to 7, associated with nodes 7 to 14). A Rights Issuer randomly generates a key for the root of the key tree. From that root key, all other keys in the tree are computed using the key derivation functions. 

Then:

	i
	NKi
	Derivation

	0
	0123456789abcdef0123456789abcdef
	( not derived, randomly determined by the rights issuer , never send to devices)

	1
	e50ae5f0c279c65ec332d9bcc1117e92
	=AES{0123456789abcdef0123456789abcdef } ( 01010101010101010101010101010101 )

	2
	1c55d4149103150fc10da6800dd5884a
	=AES{0123456789abcdef0123456789abcdef } ( 02020202020202020202020202020202 )

	3
	4d8249b05af00c67ee7b600927a75eb6
	=AES{e50ae5f0c279c65ec332d9bcc1117e92} ( 01010101010101010101010101010103 )

	4
	a9f5aa423ca8d1efbbcf50014be61b82
	=AES{e50ae5f0c279c65ec332d9bcc1117e92} ( 02020202020202020202020202020204 )

	5
	bad128a946f85174d66ffc326fe5f9e8
	=AES{1c55d4149103150fc10da6800dd5884a} ( 01010101010101010101010101010105 )

	6
	811adb84ab42947df9028444448aa7e4
	=AES{1c55d4149103150fc10da6800dd5884a} ( 02020202020202020202020202020206 )

	7
	b4bdbf499b8c43e184d270fe198f08df
	=AES{4d8249b05af00c67ee7b600927a75eb6} ( 01010101010101010101010101010107 )

	8
	660967ab0c5d5960652b484af71ecba8
	=AES{4d8249b05af00c67ee7b600927a75eb6} ( 02020202020202020202020202020208 )

	9
	8e465d379f5cfc324a9c0f3eacb92ee1
	=AES{a9f5aa423ca8d1efbbcf50014be61b82} ( 01010101010101010101010101010109 )

	10
	3527bdd7eaccb5c0e6d89a7004d603d8
	=AES{a9f5aa423ca8d1efbbcf50014be61b82} ( 0202020202020202020202020202020a )

	11
	c0d7b5c58b9732b5480dc4c54093c738
	=AES{bad128a946f85174d66ffc326fe5f9e8} ( 0101010101010101010101010101010b )

	12
	49916d5d931a68ce2e99bf6726098f2e
	=AES{bad128a946f85174d66ffc326fe5f9e8} ( 0202020202020202020202020202020c )

	13
	3dd317bc38087c3f310c238861958706
	=AES{811adb84ab42947df9028444448aa7e4} ( 0101010101010101010101010101010d )

	14
	0433bc21b1d5ca5b2b0778475c2ca5ba
	=AES{811adb84ab42947df9028444448aa7e4} ( 0202020202020202020202020202020e )


The key NK0 is the root key from which all other keys are derived. It is randomly selected by the rights issuer and is never distributed to any device. A device that knows NK0 can compute all device exclusion keys, also its own, and hence circumvent being excluded.

The keys 7 to 14 in bold are the keys associated with the devices 0 to 7 respectively.

To effectively disallow devices 1,6 and 7 to access a certain asset, the rights issuer derives a DEK by concatenating the device revocation keys (NK8, NK13 and NK14) , and using this concatenation as key for computing a MAC over the binary content identifier BCI as retrieved from the BCRO:

DEK
=
HMAC-SHA1-128{ DK1 || DK6 || DK7} (BCI)

=
HMAC-SHA1-128{ NK8 || NK13 || NK14} (BCI)

Device 2 (that is not excluded) has been given the following node keys { NK10, NK3, NK2 }


DK1
=
NK8


= 
right( NK3 )


DK6
=
NK13


=
left( NK6 )



=
left( right ( NK2 ) )


DK7
=
NK14


=
right( NK6 )



=
right( right( NK2 ) )

And note that in computing DK6 the device already computes NK6, that is also applied in the computation of DK7.

An attempt by e.g. device 7 to compute the DEK will fail because it will be given the key set { NK13, NK5, NK1 }, and although that is sufficient to calculate DK1 and DK6, it cannot compute its own key.


DK1
=
NK8


= 
right( NK3 )



=
right( left( NK1 ) )


DK6
=
NK13

DK7
=
NK14


=
right( NK6 )



=
right( right( NK2 ) ) 

=
right( right( right( NK0 ) ) ) 

At that point, there is no more key derivation function available to compute the unknown key NK0 (which is the root key, and is never distributed to devices!). Because device 7 cannot compute DK7 it cannot construct the key DK1 || DK6 || DK7 that is needed to compute the DEK for this BCRO.
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