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1 Reason for Change

The Figure 14 – Mutual Authentication, sending BCAST_Client_ID and TBK exchange shows that TBK is delivered by Rights Issuer but the explanation corresponding to the figure describes the delivery of TBK by the Permissions Issuer. 

The explanation is correct and the figure has the wrong terminology. TBK is essentially delivered by the Permissions Issuer and not the Rights Issuer.  Hence the figure has been modified to make way for this change.
2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

12.4 TBK Acquisition
The PI SHALL deliver any requested TBK value to any requesting Terminal, as long as the Terminal was successfully authenticated and was positively identified as a Terminal that has not been revoked.

The protocol by which TBK values are delivered is initiated by the Terminal at any time, typically when an SG entry indicates the requirement for a TBK that is not cached by the device.

To obtain a TBK value, the Terminal starts an HTTPS session with the PI server (see Section ‎6.11.2 for the Smartcard Profile). The HTTPS session SHALL be based on mutual authentication using both client and server certificates. The server SHALL verify the authenticity and the validity of the client certificate and SHALL consider the identity of the Terminal to be the one indicated by the certificate. 

Following the HTTPS session establishment, the Terminal SHALL send the BCAST_Client_ID (see Section ‎6.11.2). The PI server MAY use this ID information, but if doing so it SHALL assure that the identity of the terminal as reflected in the BCAST_Client_ID matches the identity indicated by the client certificate mentioned above.

If the terminal ID that is supplied in the BCAST_Client_ID does not match the ID indicated by the client certificate, or if the ID reflects a device that has been revoked, or if the identification failed, or if the HTTPS session failed, then the PI server SHALL close the connection without providing the requested TBK but while returning a “Forbidden” error instead.

If the version number sent in the BCAST_Client_ID reflects an inadequately old version, the PI server SHALL close the connection without delivering the requested TBK, and MAY indicate the URI at which an update or further information can be found (see response table).

If none of the above conditions was met, then the PI server SHALL return the required TBK over the secure connection and close the connection.

Upon reception of the requested TBK, the terminal MAY cache it. The policy and size of this cache is implementation specific.

The Figure below illustrates the steps explained above.
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Figure 14 – Mutual Authentication, sending BCAST_Client_ID and TBK exchange

The BCAST_Client_ID and TBK request SHALL be sent using the following notation:

POST / HTTP/1.1

User-Agent:BCAST_Client_ID=BCAST_Client_ID

TBK_request=TerminalBindingKeyID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

"TBK_request=" is text allowing the server to identify the TBK request and TerminalBindingKeyID is the ID of the TBK key being requested.

TerminalBindingKeyID is Base64 encoded.

The Permissions Issuer response, if successful SHALL be sent using the following notation:

HTTP/1.1 200 OK
Server: BCAST Permissions Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT

TBK=TBK
Where:

"TBK=" is text indicating the TBK follows.

TBK is the actual Terminal Binding Key

TBK is Base64 encoded.

If the Permissions Issuer refuses to issue the TBK it SHALL send the following response:

HTTP/1.1 403 Not acceptable

Server: BCAST Permissions Issuer
Date: Thu, 08 Jan 2004 10:13: GMT

Or:

HTTP/1.1 403 Not acceptable

Server: BCAST Permissions Issuer

Date: Thu, 08 Jan 2004 10:13:18 GMT

Update_URI=Update_URI

Where:

"Update_URI=" is text indicating that the URI where update or further information can be obtained, follows.

Update_URI is the URI where an update or further information can be obtained.

Update_URI is Base64 encoded.
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