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1 Reason for Change

This CR tackles PR 0012:
“It seems there is problem in interoperability between BCAST and OMA standards.DRM standard mandates that a trigger element must always begin with roap:roapTrigger element,but as part of Service Response in OMA Bcast roapTrigger is included in the Trigger element and there is no constraint that it should start with the element name roap:roapTrigger inside the main Trigger element. Now the problem is terminal clients are expecting roapTrigger element within the Trigger element of ServiceResponse.But as par OMA Bcast Schema its not applicable if the trigger is included in the root element named Trigger.Servers are sending the trigger within the Trigger element and it doesn't include a trigger element named roap:roapTrigger which is valid according to Bcast Schema definitions. In short the question is within root element "Trigger" should there be another element starting with "roap:roapTrigger" in case of ServiceResponse.This should be clarified in the standard.“
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

In the XMl Schema “OMA-SUP-XSD_bcast_pr_orderqueries”, all ROAP trigger instances to be changed as follows:

<xs:element ref="roap:roapTrigger" minOccurs="0"/>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement.
6 Detailed Change Proposal

5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart


	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	adaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

false– indicates Generic adaptation mode

true – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalDRef
   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   roapTrigger
	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	roapTrigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 
	reference to “roapTrigger” element as defined in OMA DRM 2.0 XML namespace


Table 1: Structure of Service Response in General Service Provisioning Message 
** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].
5.1.5.3.2 Subscription Long-Term Key Renewal Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalResponse
	E
	
	
	Subscription Long Term Key Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Subscription request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of Subscription LTK Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference
In case the globalIDRef attribute of the PurchaseItem element has been set equal to “oma-bcast-allservices” in the corresponding request message, the reply message SHALL contain a list of those PurchaseItem elements which the terminal has already purchased (e.g. via out of band means), but has not received key material for.
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	M
	1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

Contains the following attributes:

idRef

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 

roapTrigger
	

	roapTrigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	reference to “roapTrigger” element as defined in OMA DRM 2.0 XML namespace


Table 2: Structure of Subscription Long Term Key renewal response  in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].
5.1.5.5.2 Token Purchase Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase Request. This message is applicable to both the DRM Profile and Smartcard Profile. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseResponse
	E
	
	
	Token Purchase Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   DrmProfileSpecificPart
   SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – TokenPurchaseResponse SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt

	globalStatusCode
	A
	M
	1
	The outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile..

Contains the following elements: 
roapTrigger
	

	roapTrigger
	E2
	O
	0..1
	If the token purchase succeeded, the response SHALL include a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions.  
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.
	reference to “roapTrigger” element as defined in OMA DRM 2.0  XML namespace

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following element:

   TokensGranted
	

	
	
	
	
	
	

	TokensGranted
	E2
	O
	0..1
	Granted tokens in response to the token purchase request.

It contains the following attributes:

  type

  amount

  chargingType

Note: The element TokensGranted simply represents the information on the outcome of the token purchase request. The actual token delivery is fulfilled by the MIKEY LTKM.
	

	type
	A
	M
	1
	Specifies the type of tokens granted in the token purchase transaction.

Allowed values are:

0 – reserved

1- tokens for DRM Profile

2 – time tokens, service purse

3 – time tokens, user purse

4 – play tokens, service purse

5 – play tokens, user purse

6-127 reserved for future use

128-255 reserved for proprietary use

Note: type 1 tokens are applicable only to DRM Profile, whereas types 2-5 (time and play) tokens are applicable only to Smartcard Profile.  Time tokens are deducted according to length of time of content consumption (i.e. PPT) whereas play tokens are deducted based on number of plays of content (i.e. PPV)
	unsignedByte

	amount
	A
	M
	1
	Specifies the number of tokens granted in the token purchase transaction.

For type 0, the value corresponds to the number of tokens granted for DRM Profile

For type 1, this value corresponds to the granted  number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to for a specific program, or any one or more program(s) under a specific service.

For type 2, this value corresponds to the granted number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to for any one or more program(s), service(s), or combination thereof, accessible to the user.

For type 3, this value corresponds to the granted number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to a specific program, or to any one or more program(s) under a specific service.

For type 4, this value corresponds to the granted number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to any one or more program(s), service(s), or combination thereof, accessible to the user.
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging to be associated with the token purchase transaction.  The following values are defined:

0 – unspecified

1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
	unsignedByte


Table 4: Structure of Token Purchase Response in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. They are defined in [DRMDRM-v2.0]. Implementation in XML schema will be done by referenceing the “roap:RoapTrigger” element from the OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own respective messages to the corresponding fields.
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