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1 Reason for Change

In the current specification the parental control feature is underspecified.
Change 1 and 2: align the wording: access_control_descriptor and access_control_descriptor loop are re-named in access_criteria_descriptor and access_criteria_descriptor loop, such that the EXT BCAST for LTKM are preserved in the format as before BUT the access_criteria_reflector does NOT reference to parental control anymore – for this a new EXT BCAST for parental control is introduced in Change 4. The access_criteria_flag and the access_criteria_reflector in Table 11 are moved out of the SPE dependency. Note, access criteria may be added later. 
Change 3 removes the parental control access descriptor from the LTKM message. The now so-called access_criteria_descriptor is kept in LTKM but is NOT used for parental control. Instead parental control is handled in Change 4 as a new MIKEY message. Note, because of this, currently no access_criteria for LTKM is defined in this specification.

Change 4 defines a new MIKEY message for parental control resulting in a new RFC, which makes RFC 4909 obsolete.

Change 5 updates the LTKM processing section according to change 4. i.e. currently no access_criteria for LTKM is defined in this specification
Change 6 – deletes a section and moves it to be included in change 7
Change 7 Editorial -- Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9

Change 8: Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9 (part parental control). Four status information have been included to be used in the response from the smartcard to the terminal in the AUTHENTICATE command.
Change 9: Editorial -- Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9 (part location restriction) – just moving text together. The deleted text is part of Change 8
Change 10: Add support for parental control messages on the Terminal/USIM interface based on CR0580R11 Appendix E.1 and E.2

Modifications in Revision 1:

Includes agreed modifications from BCSAT conference call (Oct 24) and add also a “recommendation”
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes
6 Detailed Change Proposal

The group is kindly asked to accept the inclusions that detail parental control.
Change 1:  Align the wording in Table 11, Section 6.3.3 which uses access_control_descriptor and access_control_descriptor loop while in 6.6.3.2 access_criteria_descripter and access_criteria_descriptor_loop is used.
Table 11 (note for the editor add a link to the corresponding section): Format of Smartcard Profile LTKM Management Data
	Smartcard Profile Management Data
	Length (in bits)
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

Security_policy_ext_flag
	1
	bslbf

	

Consumption_reporting_flag
	1
	bslbf

	

access_criteria_flag
	1
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	
	
	

	

reserved_for_future_use
	3
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07 || 0x08 || 0x09)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	}
	
	

	if (access_criteria_flag == LTK_FLAG_TRUE) {
	
	

	
     
Reserved_for_future_use
	8
	bslbf

	
     
number_of_access_criteria_descriptors
	8
	uimsbf

	
     
 access_criteria_descriptor_loop() {
	
	

	
     
           access_criteria_descriptor()
	
	

	
     
}
	
	

	}
	
	

	
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

PermissionsIssuerURILength
	8
	uimsbf

	

PermissionsIssuerURI
	8*PermissionsIssuerURILength
	bslbf

	

}
	
	

	if (Consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

reserved_for_future_use
	4
	uimsbf

	

}
	
	

	}
	
	


Change 2:  Wording as in Change 1 – Section 6.6.3.2

access_criteria_flag (1bit): This field indicates whether or not an access_criteria_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_criteria_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_criteria_descriptor is present in the LTKM.

Server MAY support access_criteria_descriptor. In case server doesn’t support access_criteria_descriptor, the access_criteria_flag SHALL be set to LTK_FLAG_FALSE.
number_of_access_criteria_descriptor (8bits):  This field indicates the number of access_criteria_descriptor present in the LTKM
Change 3:  Remove the parental control access descriptor from the LTKM message (in Section 6.6.3.2)
access_criteria_descriptor_loop
	Tag
	8
	Uimsbf

	Length
	8
	Uimsbf

	Value
	8xlength
	Bit string


The access_criteria_descriptor_loop element provides an extension mechanism to allow the addition of new access_criteria_descriptor elements carried in LTKM in future versions of this specification. The secure function SHALL ignore access_criteria_descriptor elements, which it does not support.  It is OPTIONAL for the BCAST Terminal to support access_criteria_descriptor. A single access_criteria_descriptor can carry one or more access criteria. Currently no access_criteria for LTKM is defined in this specification.



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	














Change 4:  Include a new section (before “6.6.4 LTKM Verification Message Structure”) for creation of a new type of LTKM for carrying the parental control data.
6.6.4 Parental Control Message Structure and Processing
A MIKEY message for parental control is introduced. The parental control message SHALL be formatted as defined below:
	Common HDR

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	KEMAC


Table xx: Logical Structure of the parental control message.
The terminal SHALL forward the parental control message to the secure function. Values in the message are as follows:

· In the Common HDR, if the V-bit is set to 1 to request, the secure function SHALL send a verification message, as described in Section 6.6.3.1.
· In the EXT BCAST the parental_control_management_data are carried as defined in the section below.
· TS, MIKEY RAND, IDi, IDr payloads SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.
· In the KEMAC, the “Encr data len” SHALL be equal to 0 if no PINCODE is carried in this message, otherwise this is 16 bytes. The material to be encrypted is a PINCODE (64 bits) padded to 128 bits with 1 for the 64 most significant bits. As a convention, the most significant bit is on the left hand side of the string, i.e. the PINCODE part of the message (64 least significant bits) is constructed as specified for PIN and PIN2 in [3GPP TS 31.111 v6]. The mechanism for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK in a LTKM. The key used for the AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the same message). In the Key data sub-payload, the type is 2 and there is no KV data.
·  The MAC (included in the KEMAC) is computed over the full message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9]. As an example, pincode “020579” is decoded as follows:

	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	00
	02
	00
	05
	07
	09

	Bit 0
	Bit 127


6.6.4.1 EXT BCAST Parental Control
The EXT BCAST parental control data payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830]. The Subtype is equal to 4 as defined in RFC XXX (note to editor: reference to the RFC that is overwriting the RFC 4909).
NOTE THAT SUBTYPE PAYLOAD 4 does NOT CURRENTLY EXIST IN RFC
The Subtype specific data SHALL be populated as follows

Beginning of moved text from the access criteria descriptor (deleted text from Change 3)

Table xx: : Format of the Smartcard Profile parental_control management data
	Smartcard Profile Parental Control Management Data
	Length (bits)
	Type

	
	
	

	parental_control_management_data() {
	
	

	
	
	

	
	
	

	
reserved_for_future_use
	3
	

	
Number_of_rating_types
	5
	uimsbf

	
for (i=0; i < number_of_rating_types; i++) {
	
	

	

rating_type
	8
	uimsbf

	

level_granted
	8
	uimsbf

	
}
	
	

	}
	
	

	
	
	

	
	
	

	
	
	




number_of_rating_types (5bits): This field indicates the number of rating types transmitted within the descriptor.
rating_type (8bits): This field indicates the rating_type. Possible values are given in Table 31 in Section 7.1 .
level_granted (8 bits): This field is an integer defining the maximum authorized value with a coding that is dependent on the rating_type.
	
	

	
	

	
	






End of moved text from the access criteria descriptor (deleted text from Change 3)
Parental Control Message Processing
When receiving the parental control message , if the secure function supports the enforcement of the parental control, it:
· Extracts the list of rating_type/level_granted pairs. 
· 
· This list of pairs is a user specific setting and is associated to the SMK used to protect the parental control message. If a list is already present, it SHALL be deleted and the newly received list SHALL replace it.
·  Note: A default setting for rating_type/level_granted pairs specific to a service provider may be possible during the Smartcard manufacture.

· If the encrypted PINCODE is present in the KEMAC of the message, the secure function decrypts the PINCODE, unblocks the PIN if blocked, and replaces the current PINCODE value with the received value. The PINCODE SHALL be associated to the BCAST functionality (there is only one parental control PINCODE regardless of the BSM).

If the secure function is located in the Smartcard, the command used to transmit the parental control message from the terminal to the Smartcard is the AUTHENTICATE Command in MBMS security context and MSK update mode. T
he response to the AUTHENTICATE command is as described in E.1.2.
· If the enforcement of the parental control is supported, the Smartcard SHALL return the new list of the rating_type/level_granted pairs. Additionally, the Smartcard SHALL include in this response message the status 0x0F, 0x10, or 0x11. if either PINCODE or rating_type/level_granted pair or both have been successfully changed. The terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more usable
· If the enforcement of the parental control access criteria is not supported, the response message includes the status 0x0E “Parental control not supported”.
6.6.5 LTKM Verification Message Structure

Change 5:  Update to the processing of the parental control. The following text is extracted from CR 633; delete parental_control_descriptor text, moved to Change 4
6.6.6 OMA BCAST LTKM Processing

……………..
If access_criteria_flag is set to LTK_FLAG_TRUE, the LTKM contains at least one access_criteria_descriptor. For the present specification, no access_criteria_descriptor is defined for LTKM.







……………..

Change 6:  Based on OMA-TS-BCAST_SvcCntProtection-V1_0-20070907-C.doc the following section should be removed: “6.7.2.1 Enforcement of Parental Control” (it will be moved to another place with modifications of the parental control text as shown in Change 7)

Note to the Editor – please delete this section
Change 7:  Editorial -- Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9

6.7.2.9 Access criteria

The secure function checks the presence of access criteria in the message and controls that the access criteria conditions are met using internal information. This internal information depends on the type of the access criteria. For the current version of the specification, access criteria defined are for parental control and location based restriction. 
The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle Smartcard based access criteria enforcement.
Change 8:  Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9 (part parental control)
6.7.2.9.1 Parental control

Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.
In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.


If the parental_control access criteria are transmitted in the STKM and if the secure function is in 
the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal 
MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

The result of the whole parental control checking process is:
Note to the editor: swap rows to be consistent with 682R03

· 

· 
	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.
If the secure function is located on the Smartcard, it SHALL send
 an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix E) 
If the secure function is located on the Smartcard, it MAY send  the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that 
the level_granted stored in the card for the rating_type received in the STKM does
 not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


	
	


	
	
· 
· 


Parental control management in the Smartcard
Start: Deleted text from the top of this section was moved here (indicating changes)
If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in Appendix E), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK_PIN and proactive command DISPLAY_TEXT.
End of moved text
Start: Add the text from Change 6



The enforcement of the parental control is divided in several processing phases

· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

· Check if the PINCODE has been verified. 

· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

· Unblock a locked Parental Control PINCODE, if applicable.
The following gives details on these different steps
Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.
The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard. 
 If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:
	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.
If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content.





The following table gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in Table 31) is taken as an example.
	
	

	
	
	
	
	
	

	

	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	




X means that the secure function stops processing the STKM unless a valid PINCODE is provided.
O means that the secure function accepts processing the STKM without requesting a PINCODE.
	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is indicated in the rating_type table in order to indicate explicitly how these should be rated.

Table 1 shows the order of restrictiveness for each of the rating_types range of rating_values.The meaning of the rating_value is defined in Table 31 in Section Error! Reference source not found..

Table 1: Order of Restrictiveness

	rating_type
	rating_value in order of increasing restrictiveness

	0
	1, 2, 3, 4, 5,…etc

	1
	4, 1, 2, 3

	2
	6, 5, 4, 3, 2, 1

	3
	6, 1, 2, 3, 4, 5

	4
	6, 5, 4, 3, 2, 1

	5
	2, 1

	6
	6, 5, 4, 3, 2, 1

	7
	7, 1, 2, 3, 4, 5, 6

	8
	6, 5, 4, 3, 2, 1

	9
	1, 2, 3, 4, 5

	10
	0x00, ….0xFF


· Check if PINCODE has been verified

A PINCODE is defined in the Smartcard as a local PIN (as defined in [ETSI TS 102.221]). It is assigned for the parental control function at the manufacture of the Smartcard. This defines a key reference to be used in the VERIFY PIN and UNBLOCK_PIN commands between the Smartcard and the terminal. The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the USIM for the parental control function. The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.
	Success
	If the PINCODE has been previously verified with success, the parental control ends with success and the processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM), if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID.

	Failure
	If the PINCODE has not been verified or the verification process ended with failure, the Smartcard proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard
If the Smartcard needs to request a PINCODE, the following applies:




The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix Appendix E) with:

A status code corresponding to 'PINCODE blocked' if the Parental control PIN has been previously blocked and with the key reference corresponding to the PIN used for parental control or
A status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing.
At the reception of this response, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.
The result of the VERIFY PIN command is success or failure.
	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the remaining needed processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE. 3 false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE
If the PINCODE is blocked in the Smartcard, the terminal MAY unblock it. This happens when the user forgets the PINCODE and has entered the wrong PINCODE 3 times in the verification process. In this case, the terminal may ask the user to unblock the PINCODE. 

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK_PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK_PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK_PIN value uses out-of-bound mechanism, e.g. by post or by calling to operator’s customer service center.




End of added text from Change 6

Change 9:  Editorial -- Modification to the processing section when receiving information in the STKM – based on CR 0682R03 Section 6.7.2.9 (part location restriction) – just moving text together. The deleted text is part of Change 8
6.7.2.9.2 Location restriction

· For Smartcard based location_based_restriction enforcement, the terminal SHALL support the proactive command PROVIDE LOCAL INFORMATION, the proactive command DISPLAY TEXT and the response of AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E).

If the location_based_restriction access criteria are transmitted in the STKM the following applies:

· If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of location_based_restriction, this enforcement SHALL be done by the Smartcard as explained in Section Error! Reference source not found.. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria.

	· 
	· 
· 
· 
· 

	· 
	· 


	Location control failure
	If the location based restriction ends with the status ‘blackout’, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E) with a status code corresponding to ‘blackout’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A]) in order to inform the user that the program can not be displayed in this area.

The terminal SHALL support the proactive command ‘DISPLAY TEXT’.

	Location control success
	If the location based restriction ends with the status ‘need specific permissions’, then the secure function checks if a security_policy_extension for a PPV is available for this content.  Two cases result from this check:

· If a security_policy_extension for a PPV is available for this content, then the processing of the STKM continues as as we discuss below.

· If a security_policy_extension for a PPV is not available for this content, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for location based restriction operation (see Appendix E) with a status code corresponding to ‘need specific permissions’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A]) in order to inform the user that the program can not be displayed in this area without a specific permission. The terminal SHALL support the proactive command ‘DISPLAY TEXT’.


Change 10:  Add support for parental control messages on the Terminal/USIM interface based on CR0580R11 Appendix E.1 and E.2
Appendix E. Terminal/USIM interface (Normative)

E.1 Extension of the MBMS Security Context
The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102, have been extended to enable BCAST information to be returned to the Terminal.

Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context, defined in 3GPP TS 31.102, is extended with one additional OMA BCAST mode that comprises one sub-mode:

The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

Other sub modes could be defined for future extension of the BCAST specification.

The following table contains the definition of Operation Status code used for the operations defined in the following sections.

Operation Status code coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed

	0x10
	rating_type/level-granted pair has been successfully changed

	0x11
	PINCODE and rating_type/level-granted pair has been successfully changed

	0x12
	Security policy extension not supported


E.1.1 MTK Generation Mode

In case of BCAST successful operation in the processing of MTK Generation Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

In case of failure in the BCAST processing of MTK Generation Mode, the additional parameters and data defined here after for the response of the Authenticate Command SHALL be used.

If the BCAST processing of MTK Generation Mode fails during operation on Security Policy Extension (i.e. during the update of purses, TEK counter and Playback counter), the OMA BCAST operation response for security policy extension operation described below, SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on parental control enforcement, the OMA BCAST operation response for parental control operation described below SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on location based restriction enforcement, the OMA BCAST operation response for location based restriction operation described below SHALL be returned to the Terminal.

E.1.1.1 OMA BCAST operation response: BCAST management_data operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	 A+2+B+1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	A+2+B+2
	BCAST management_data response Data Object length (1)
	
	1

	A+2+B+3
	BCAST management_data  response Data Object 
	
	1

	A+2+B+4
	TEK Data Object tag'86' (Note1)
	
	1

	A+2+B+5
	TEK Data Object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	TEK Data Object
	
	D

	(A+2+B+5+D)+1
	SALT Data Object tag ‘87’
	
	1

	(A+2+B+5+D)+2
	SALT Data Object Length (E)
	
	1

	(A+2+B+5+D)+3 to (A+2+B+5+D)+2+E
	SALT Data Object 
	
	E

	Note1: TEK will only be returned if the BCAST management_data is success full (0x00).

Note2: SALT will only be returned if present in the incoming MIKEY message


Coding of BCAST management_data Data Object tag'80'

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data Status code
	See Operation Status Code coding table in section E.1
	1


Coding of TEK Data Object tag'86'
	Byte(s)
	Description
	Coding
	Length

	1-D
	TEK
	See TS 33 246
	D


Coding of SALT Data Object tag'87'
	Byte(s)
	Description
	Coding
	Length

	1-E
	SALT
	See TS 33 246
	E


E.1.1.2 OMA BCAST operation response: Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B)+1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	(A+2+B)+2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B)+3
	BCAST management_data response Data Object 
	See “Operation Status code coding” table section E.1
	1

	(A+2+B+3) +1
	Parental control operation response Data Object  tag (‘88’)
	
	1

	(A+2+B+3) +2
	Parental control operation response Data Object length (3)
	
	1

	(A+2+B+3) + 3 to (A+2+B+3) +7
	Parental control operation Data Object 
	
	4


Coding of Parental control operation Data Object tag'88'
	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the second application PIN defined for the parental control
	See below
	1

	2
	Current rating_type 
	See below
	1

	3
	Current rating_value 
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the second application PIN:

The key references are defined in [ETSI TS 102.221]. The PINCODE used for the parental control SHALL be unique and SHALL be a second application PIN.

The value of the key reference is in the range of ‘81’ to ‘88’. As defined in Section 6.6.7.7.1 (note for the editor add a link to the corresponding section), the key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the USIM for the parental control function.

Current rating_type:

This field indicates the rating_type of the content streams currently in decryption. This rating_type is indicated in the incoming STKM and returned to the terminal in case of error. See the coding of this field in table 31(note for the editor add a link to the corresponding section). 
Current rating_value:

This field indicates the current rating_value for to the current rating_type. This rating_value is indicated in the incoming STKM. See the coding of this field in Table 31 (note for the editor add a link to the corresponding section).

level_granted value for the current rating_type:

This field indicates the level_granted value for the current rating_type. This value is stored in the Smartcard. See the coding of this field (rating_value column) in Table 31 (note for the editor add a link to the corresponding section).

E.1.1.3 OMA BCAST operation response: Location based restriction operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B ) +1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	(A+2+B) +2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B) +3
	BCAST management_data response Data Object 
	See below
	1


For the BCAST management_data Data Object tag'80' coding see the table “Operation Status code coding” in section E.1

For the location based restrictions operation, only the BCAST management_data response values 0x0B and 0x0C are allowed

E.1.2 MSK Update Mode

1. In case of BCAST successful operation in the processing of MSK Update Mode, the response parameters and data defined hereafter for the response of the Authenticate Command SHALL be used.
The following cases may be encountered depending of the content of the MIKEY message.
· If the MIKEY message is a parental control message and contains only a PINCODE update that ends successfully, the Operation Status code 0x0F ‘Parental control PINCODE has been successfully changed’ is returned. If it contains a PINCODE and rating_type/level_granted pairs update, the Operation Status code 0x11 is returned. If it contains only the rating_type/level_granted pairs update, the Operation Status code 0x10 is returned.
· In all other cases, 
· the Operation Status code ‘0x00’ ‘successful’ is returned.

2. In case of failure in the BCAST operation during the processing of MSK Update Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

The following failure may be encountered:
· If the Security Policy Extension in the EXT BCAST extension of the MIKEY message is not supported by the Smartcard, the Operation Status code ‘0x12’ ‘security policy extension not supported’ is returned.
· If the MIKEY message is a parental control message and the Smartcard does not support the parental control function, the Operation Status code 0x0E ‘Parental control not supported’ is returned.
E.1.2.1 OMA BCAST operation response:  BCAST management_data operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA_BCAST operation response tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  Length (L1)
	
	B

	A+2+B to A+2+B+L1
	OMA BCAST operation response Data Object  
	See below
	L1


Coding of OMA BCAST Operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	2
	BCAST management_data response Data Object length (L)
	
	1

	3
	BCAST management_data response Data Object
	See below
	1

	4
	Parental rating Data Object Tag (‘8A’) (NOTE 2)
	
	1

	5
	Parental rating Data Object Length
	
	1

	6 to 7
	Parental rating Data Object
	See below
	2

	3+4n+1
	SPE Type not supported Data Object Tag (‘8B’) (NOTE 3)
	
	1

	3+4n+2
	SPE Type not supported Data Object Length
	
	1

	3+4n+3
	SPE Type not supported Data Object
	See below
	1

	3+4n+4 
	MIKEY message Data Object Tag (‘8C’) (NOTE 1)
	
	1

	3+4n+5 to 3+4n+4+C
	MIKEY message Data Object Length (L1)
	
	C

	3+4n+4+C+1 to 3+4n+4+C+L1
	MIKEY Message Data
	
	L1

	NOTE 1:Data Object present if a MIKEY verification message is returned.

NOTE 2: The response data may contain none or multiple Parental Ratings Data Objects (n = number of Parental rating Data Objects) This number of data objects with tag ‘8A’ indicates the number of rating_type/level_granted pairs received in the current parental control message.
NOTE 3: This tag is present if the BCAST management_data response Data Object value is 0x0D
NOTE 4: Parental rating Data Object Tag present only if a MIKEY parental control message is included the AUTHENTICATE command. 

NOTE 5: SPE Type not supported Data Object Tag only present if a MIKEY LTKM is included the AUTHENTICATE command.


For the BCAST management_data Data Object tag '80' coding see the table “Operation Status code coding” in section E.1.
In this case, only the BCAST management_data response values 0x00, 0x0D, 0x0E, 0x0F, 0x10, 0x11 are allowed 

Coding of Parental rating Data object tag'8A'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	rating type
	M
	See table 31
	1

	2
	level_granted
	M
	See table 31
	1


Coding of SPE Type not supported Data object tag'8B'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Security Policy Extension 
	M
	Coded as defined in 6.6.2.2
	1


Security Policy Extension: 
This is the value of security policy extension received in the LTKM that is not supported by the Smartcard.

rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received parental control message or the originally stored default value. See the coding of this field in Table 31 (note for the editor add a link to the corresponding section).

level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received parental control message or the originally stored default value. The level_granted value is associated to the rating_type above. See the coding of this field (rating_value column) in table 31 (note for the editor add a link to the corresponding section).













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 19)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 15 (of 19)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

