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1 Reason for Change

During the discussion on CR580R11, Qualcomm sent a comment on section 8.5 “Signalling of Recording to the Smartcard in Smartcard Profile” concerning the term “content protected by a specific SEK/PEK”. This CR proposes a new wording.   
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071107-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 8.5
8.5 Signalling of Recording to the Smartcard in Smartcard Profile
In order to allow the efficient management of the SEKs/PEKs and SPE stored on the Smartcard, the terminal SHALL signal to the Smartcard the recording of streamed content or storage of downloaded content accessible with the use of  a specific SEK/PEK or SPE to the Smartcard using the OMA BCAST command in Record Signalling mode (AppendixE: ‎E.2.3). The terminal SHALL send this OMA BCAST command during the recording for each SEK/PEK Key number part involved in the protection of the recorded content.

The terminal introduces in the command the terminal identifier (specified by its terminal identifier type) and a Content_ID, as a unique identifier of the content. This content identifier is terminal specific and then its coding is implementation specific. This Content_ID could be for example the hash of the SEK ID, TEK ID and TS value of the first STKM in the key track along with some other unique identifier from the content file. Alternatively the terminal could simply create its own unique identifier. The terminal MAY send the same Content_ID for several Record Signalling command if these commands concern the same recorded content but for different SEK/PEK Key number part. This is the case when the recorded content covers several SEK/PEK IDs.

At the reception of the OMA BCAST Command in Record Signalling mode, the SPE used to access  the content is flagged as being required for the playback of recorded (or stored) protected content. This flag (UsedForRecording flag) MAY then be used to inform key deletion/management policies (see Section ‎6.7.3.8). In addition, the flag MAY be used to enforce a limit on the number of SEKs/PEKs and SPE that can be stored on the Smartcard to allow access to recorded/stored content, thereby ensuring that a certain number of SEKs/PEKs and SPE can be stored for access to live content.  The Smartcard stores the terminal identifier and the Content_ID received in the command and associates them to the SPEs used for the protection of the content and flagged internally in the Smartcard during the execution of this command.  A description of this command may be found in AppendixE: ‎E.2.3.

In the response of the Record Signalling command, the terminal discovers the number of remaining SPE records available for SPEs instance required for the playback of recorded/stored content after the execution of this command. The terminal receives also the description of SPEs flagged internally in the Smartcard. 

In case the recorded content or a part of the recorded content described in the input parameters of the command is not covered by an SPE in the Smartcard, the command fails, the status word ‘6A88’ (Referenced data not found) is returned, and none of the SPE is flagged as a SPE Used For Recording as described in E.2.3. In this case the terminal MAY ask the user if she wants to acquire the rights for the part of the content covered by the failed Record Signalling  and then a LTKM request SHOULD be sent to the BSM if applicable. The terminal SHOULD then re-send the Record Signalling command after reception of associated LTKM message until the Record signalling command ends successfully.

 The terminal MAY use the OMA BCAST command in Recording Audit mode, to retrieve all content identifiers with the associated flagged SPEs stored in the Smartcard. A description of this command may be found in AppendixE: ‎E.2.4.
When a content is erased by the user in the terminal, the Terminal MAY use the Authenticate command for the MBMS security context in OMA BCAST operation and in Recording Deletion Mode (AppendixE: ‎E.1.3.2) to delete the content identifier in the Smartcard and its association to the flagged SPEs.

NOTE: This signalling of recording is applicable for recorded contents only and not for time-shifted contents. In this latter case On-Live SPEs are used and not PLAYBACK SPEs.
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