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1 Reason for Change

Change1: 
In section 6.6.7.5: error of copy and paste: live_ppt_purse should be playback_ppt_purse
Change2:

In section 6.6.7.7, error of section reference

Change 3:

In section 6.6.7.12 table 19: missing 3 values of possible SPE for cost-value parameter
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071107-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 6.6.7.5

SPE = 0x01 (Token PPT Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, and the SPE and the cost_value. (See the Storage of SEK/PEK and associated data in the secure function paragraph below.)
	playback_ppt_purse
	The token_value is stored in the playback_ppt_purse associated to the SEK/PEK key group and SPE.

If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the playback_ppt_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the playback_ppt_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the playback_ppt_purse.

	playback_ppt_purse overflow
	If an overflow occurs on the playback_ppt_purse during this update (playback_ppt_purse > 0x7FFFFF), then:

· execute Section ‎6.6.7.8.


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section ‎6.7.3.
Change 2:  Change to section 6.6.7.7
6.6.7.7 Reporting Consumption using the LTKM Reporting Message
If an LTKM contains a consumption_reporting_flag set equal to LTK_FLAG_TRUE, the Verification bit of the MIKEY message SHALL be set equal to 0.  If the LTKM consumption_reporting flag is equal to LTK_FLAG_TRUE, the secure function SHOULD try and find a matching SEK/PEK ID, KV and SPE. 

The SEK/PEK ID, KV and the SPE of the received LTKM are used to identify a previously received LTKM. The stored data associated to the SEK/PEK ID, KV and the SPE values are sent back in the Reporting Message.
If successful, the secure function SHALL send a LTKM Reporting message as described in Section 6.6.6.2, with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_TRUE

· overflow_flag set to LTK_FLAG_FALSE

· unsupported_extension_flag set to LTK_FLAG_FALSE

· not_found_flag set to LTK_FLAG_FALSE

· security_policy_extension set to the SPE of the LTKM requesting the message

· relevant SPE-specific parameters
If no matching SEK/PEK ID, KV and SPE is found the secure function SHALL send a LTKM Reporting message as described in Section 6.6.6.2
, with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_FALSE

· overflow_flag set to LTK_FLAG_FALSE

· unsupported_extension_flag set to LTK_FLAG_FALSE

· not_found_flag set to LTK_FLAG_TRUE

This message exchange allows the server to retrieve the relevant stored parameters for the given SPE value (as defined in Table 18) from the secure function, without updating the SEK/PEK.
Change 3:  Change to section 6.6.7.12
6.6.7.12 Association between Parameters and IDs Stored in Secure Function

The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM and identifiers stored on the Smartcard, i.e. it indicates which parameters can be linked to which key identifiers (or identifier sub-parts).

Table 19: Association between Smartcard Profile Parameters and Key Identifiers

	
	SEK/PEK ID, KV and SPE
	SEK/PEK ID key group part and SPE
	SEK/PEK ID
	SMK ID
	NAF ID part of SMK ID

	SMK 
	
	
	
	X
	

	SEK/PEK 
	
	
	X
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	
	
	

	SPE
	
	
	X
	
	

	cost_value
	0x00, 0x01, 0x02, 0x03, 0x08, 0x09
	
	
	
	

	playback counter
	0x07
	
	
	
	

	kept TEK counter
	
	0x0C
	
	
	

	TEK counter
	0x0C, 0x0D
	
	
	
	

	LTKM replay detection counter
	
	
	
	X
	

	STKM replay detection counter
	
	
	X
	
	

	current_TS_counter
	0x07, 0x08, 0x09
	
	
	
	

	user_purse
	
	
	
	
	0x02, 0x03, 0x08, 0x09

	live_ppt_purse
	
	0x00
	
	
	

	playback_ppt_purse
	
	0x01
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