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1 Reason for Change

The description of the Unsubscription procedure in TS-Services (section 5.1.5.4) states that for Smartcard Profile, a terminal shall remove the unsubscribed purchase item from subsequent registrations. This implies that the subscription is terminated at the moment the unsubscribe response is received, and no more keys are delivered to the terminal.
In practice, the actual subscription termination may occur long after the unsubscribe request is sent. For example, the user may be paying the subscription in monthly installments, and request the unsubscription while the amount paid so far still entitles to several days of service usage. In this case the terminal should still receive keys and register to the purchase item until the actual end of the subscription.

A similar problem exists for DRM profile, as nothing is said about how the LTK renewal messages should continue after an unsubscription procedure is executed.

Finally, section 5.1.6.9 states that unsubscribe implicitly includes deregistration. This however is not true, as the subscription may still be valid for the reasons above.
To solve these problems, the following changes are introduced:

1. A “subscribedUntil” attribute is added to the unsubscribe response. For each purchase item, this indicates when the subscription is actually terminated
2. The normative statement for smartcard profile is modified to require that registrations to the purchase item continue until the time returned in the new “subscribedUntil” attribute
3. A normative statement is added for DRM profile, requiring that LTK renewals continue until the time returned in the new “subscribedUntil” attribute
4. The text stating that unsubscribe includes deregistration is removed
2 Impact on Backward Compatibility

- none
3 Impact on Other Specifications

- none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is kindly asked to accept this change as part of BCAST 1.0
6 Detailed Change Proposal

Changes in the description of the unsubscription procedure
5.1.5.4 Unsubscription Messages

This message is sent by the terminal to the BSM to request cancellation of the existing subscription to the purchase item as identified by the ‘globalIDRef attribute’ of PurchaseItem or the notification as identified by the ‘globalIDRef attribute’ of Service.
Depending on the specific situation, a subscription could still be valid after this procedure has been successfully executed, for example because the user has already paid a non-refundable amount for a time span that is yet to elapse. In this case, the subscription is to be considered valid until the time indicated in the “subscribedUntil” attribute of the response.
A device supporting the DRM Profile SHALL continue to renew keys with the LTK renewal procedure while the subscription is still valid, even if the user has unsubscribed.
When the device unsubscribing supports the smartcard profile, some additional actions need to occur upon successful completion of the unsubscribe procedure. The device SHALL remove the purchaseItemIDs from which it has unsubscribed from subsequent MBMS user registration or deregistration messages to the BSM, but not before the time indicated by the “subscribedUntil” attribute in the unsubscribe response. The BSM MAY also invalidate SEKs associated with the relevant purchase ID on the unsubscribing device which are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK IDs or TimeStamp values.

Changes in the unsubscribe response message

5.1.5.4.2 Unsubscribe Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeResponse
	E
	
	
	Unsubscribe Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem
   
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Unsubscribe request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.
· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.
· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	The ID of the Purchase Item to which the message is related. 
Contains the following attribute:
   globalIDRef
   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	itemwiseStatusCode
	A
	M
	1
	Indicates the results of the Unsubscribe Request message.  If Value is successful, it means relevant PurchaseItem is unsubscribed. GlobalStatusCode specified in section 5.11 will be used for this code.
	unsignedByte

	subscribedUntil
	A
	O
	0..1
	The date and time until which the subscription is still valid. If missing, the subscription is to be considered terminated immediately. 

For DRM profile, this is the time until which the terminal SHALL continue to issue LTK renewal requests for the purchase item.
For Smartcard Profile, this is the time until which the terminal SHALL continue to include the purchase item in subsequent registration requests.
This field is expressed as the first 32bits integer part of NTP time stamps.
	unsignedInt


Table 1: Structure of Unsubscribe Response   in General Service Provisioning Message 

Changes in the description of the de-registration procedure

5.1.5.5 Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs. The Deregistration message SHALL contain the IDs of all  the purchase items to which the terminal is currently subscribed.  
For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs is given by the concatenation of GlobalPurchaseItemID and the PurchaseDataReference.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.
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