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1 Reason for Change

In the context of the location restriction function the smartcard needs to check the country code contained in an STKM against the code of the current country retrieved from terminal using the PROVIDE LOCAL INFORMATION command.

Because countries are encoded differently in STKMs compared to PROVIDE LOCAL INFORMATION commands this CR changes the coding format used in STKMs to the Mobile Country Code scheme used in the PROVIDE LOCAL INFORMATION command to allow the card to perform the check.

For alignment reasons the same change is applied to the “country_code” within the “parental_rating_descriptor”. 

In addition the reference for the new coding is added to the list of Normative References.

Note:
With “2007-0863-CR_Country_in_TermsOfUse” the same change has been agreed for the “TermsOfUse” element in the Service Guide specification during the London meeting.

 R01:

· Change to the new reference to reflect comments received from Kevin Holly.
(Note that the access characteristics of the old reference – publicly availabe, reasonable charging – also apply to new one.)

· Removal of old reference for “country code” because no longer used.

2 Impact on Backward Compatibility

<statement describing the scope and nature of impacts of the change on the compatibility with previous versions of the document>

3 Impact on Other Specifications

<statement describing impacts on other specifications, this may relate to dependencies (either way), or on related requirements or technology material covered in other documents

if changes are required in other documents describe the plan to handle these (e.g. companion CRs being submitted for those docs, liaisons with owning groups are proposed, etc.)>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Change 1:  Addition of new reference and removal of no longer used old one
2. References

2.1 Normative References

The version and release numbers specified for the 3GPP and 3GPP2 references in this section are the minimum version and release numbers that can be used. The references are not meant to be restricted to these versions and releases; subsequent versions and releases can also be used because they are required to be backward compatible.  For example, the minimum version of 3GPP TS 33.222 is the release 6 but the use of the relesae 7 is acceptable as well.

[3GPP TS 23.003 v6]
“Numbering, Addressing and Identification (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.003, 
URL: http://www.3gpp.org/

[3GPP TS 23.032 v6]
“Universal Geographical Area Description (GAD) (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.032, 
URL: http://www.3gpp.org/

[3GPP TS 26.346 v7]
“Multimedia Broadcast/Multicast Service (MBMS), Protocols and codecs (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP TS 26.346, 
URL: http://www.3gpp.org/

[3GPP TS 31.101 v6]
“UICC-terminal interface; Physical and logical characteristics (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101, 
URL: http://www.3gpp.org/

[3GPP TS 31.102 v6]
“Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, 
URL: http://www.3gpp.org/

[3GPP TS 31.103 v6]
"Characteristics of the IP Multimedia Services Identity Module (ISIM) application (Release 6)", 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.103, 
URL: http://www.3gpp.org/

[3GPP TS 31.111 v6]
“Universal Subscriber Identity Module (USIM) Application Toolkit (USAT) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.111, 
URL: http://www.3gpp.org/

[3GPP TS 33.220 v6]
“Generic Authentication Architecture, Generic Bootstrapping Architecture (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, 
URL: http://www.3gpp.org/

[3GPP TS 33.222 v6]
“Generic Authentication Architecture, Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222, 
URL: http://www.3gpp.org/

[3GPP TS 33.246 v7]
“3G Security; Security of Multimedia Broadcast/Multicast Service (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP 33.246, 
URL: http://www.3gpp.org/

[3GPP TS 51.011 v4]
“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface (Release 4)”, rd Generation Partnership Project, Technical Specification 3GPP TS 51.011, 
URL: http://www.3gpp.org/

[3GPP2 C.S0002-0]
“Physical Layer Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0002-0, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0005-D]
“Upper Layer (Layer 3) Signaling Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0005-D, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0023-C]
“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0023-C, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0024-A]
“cdma2000 High Rate Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0024-A, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0035-A]
“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0035-A, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0054-0]
“cdma000 High Rate Broadcast-Multicast Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0054-0, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0065-0]
“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065-0, 
URL: http://www.3gpp2.org/

[3GPP2 C.S0069-0]
“ISIM Application on UICC for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0069-0, 
URL: http://www.3gpp2.org/ 

[3GPP2 C.S0072-0]
“Mobile Station Equipment Identifier (MEID) Support for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0072-0, 
URL: http://www.3gpp2.org/

[3GPP2 S.S0083-A]
“Broadcast-Multicast Service Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083-A, 
URL: http://www.3gpp2.org/

[3GPP2 X.S0022-A]
“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022-A, 
URL: http://www.3gpp2.org/

[BCAST10-Architecture]
"Mobile Broadcast Services Architecture", Open Mobile Alliance™, OMA-AD- BCAST-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-BCMCS-Adaptation]
"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-Distribution]
"File and Stream Distribution for Mobile Broadcast Services ", Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-DVBH-IPDC-Adaptation]
"Broadcast Distribution System Adaptation – IPDC over DVB-H", Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-MBMS-Adaptation]
"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-Services]
"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-SG]
"Service Guide for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_0, 
URL: http://www.openmobilealliance.org/

[BCAST10-XMLSchema-SPCP-Backend]
"Mobile Broadcast Services – XML Schema SP/CP Backend Messages", Open Mobile Alliance™,OMA-SUP-XSD_bcast_spcp_backend-V1_0, 
URL: http://www.openmobilealliance.org/

[DRM Enabler-v2.0]
OMA-DRM-V2_0 enabler, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/

[DRMCF-v2.0]
“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, 
URL: http://www.openmobilealliance.org/

[DRMDRM-v2.0]
“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, 
URL: http://www.openmobilealliance.org/

[ETSI EN 300 468 V1.6.1]
Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems, November 2004, 
URL: http://www.etsi.org/

[ETSI TS 102.221]
"Smart Cards; UICC-Terminal interface; Physical and Logical Characteristics", 
URL: http://www.etsi.org/ 

[ETSI TS 102.484]
"Secure Channel between a UICC and an End Point Terminal", ETSI SmartCard Platform, 
URL: http://www.etsi.org/ 

[FIPS197]
ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, 
URL: http://csrc.nist.gov/publications/fips/

[FIPS198]
The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, 
URL: http://csrc.nist.gov/publications/fips/

[IOPPROC]
“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/

[ISMACRYP11]
"ISMA 1.0 Encryption and Authentication, Version 1.1", release version, 
URL: http://www.isma.tv







[ITU-MCC]
“LIST OF MOBILE COUNTRY OR GEOGRAPHICAL AREA CODES”, ITU-T

TELECOMMUNICATION STANDARDIZATION SECTOR OF ITU

COMPLEMENT TO ITU-T RECOMMENDATION E.212 (05/2004)
URL:  http://www.itu.int/dms_pub/itu-t/opb/sp/T-SP-E.212A-2007-PDF-E.pdf
Note: This List will be updated regularly by numbered series of amendments published in ITU Operational Bulletin. For the latest version see:
URL: http://www.itu.int/itu-t/bulletin/annex.html


[OMA MLP]
“Mobile Location Protocol 3.2”, Open Mobile Alliance™, OMA-TS-MLP-V3_2-20051124-C, 
URL: http://www.openmobilealliance.org/

...


Change 2:  Change of country coding in “parental_rating descriptor”

3. Short Term Key Message – Common Attributes

STKMs of the DRM Profile and the Smartcard Profile share a set of common attributes. These common attributes are introduced below.

Section 7.1 introduces the descriptors for access_criteria_descriptor_loop. Section Fehler! Verweisquelle konnte nicht gefunden werden. introduces used constant values. Section Fehler! Verweisquelle konnte nicht gefunden werden. introduces coding and semantics of the common STKM attributes.

3.1 Descriptors for access_criteria_descriptor_loop

Tag
8
uimsbf

Length
8
uimsbf

Value
8xlength
bit string

The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore Access Criteria Descriptors that it doesn’t support.  It is OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.

A single Access Criteria Descriptor can carry one or more access criteria.

The following Access Criteria Descriptors have been defined:

· Parental_rating

· Location_based_restriction

7.1.7 Parental_rating_descriptor

This descriptor is for the parental rating of the program.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 1: parental_rating Access Criteria Descriptor

parental_rating descriptor
Length (in bits)
Type

rating_type
7
uimsbf

country_code_flag
1
uimsbf

rating_value
8
uimsbf

if (country_code_flag == TKM_FLAG_TRUE) {




number_of_country_codes
8
uimsbf


for (i = 0; i < number_of_country_codes; i++) {





mobile_country_code
24
uimsbf


}



}



The optional list of mobile_country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 3 digit  ascii-character value that must be compliant with [ITU-MCC].

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.  Some values of the rating_type are reserved for future use.

[...]

Change 3:  Change of country code in “location_based_restriction descriptor”

7.1.8 Location_based_restriction_descriptor

This descriptor is for the location-based restrictions on the rendering of content based on [BCAST10-SG].  

An alternative service can be specified in the service guide [BCAST10-SG]. It is possible to specify an alternative service as a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle in 3GPP Timed Text format as described in [BCAST10-Services].

If a terminal supporting a location_based_access_descriptor receives an STKM with this descriptor and the terminal is not able to obtain its current location or is not able to process the STKM, then the terminal MUST NOT decrypt the Traffic Key and possible Program Key contained in this STKM and MUST NOT decrypt the corresponding content.  A terminal MAY be capable of determining at least its cell ID using a native bearer signalling mechanism.  A terminal MAY in addition utilize a suitable position location protocol to determine its position.  Examples are SUPL [OMA SUPL] or MLP [OMA MLP].  In the case that a terminal is not capable of determining location information other than a cell ID, additional location information (other than a list of blacked out cell IDs) provided in the location_based_restriction Access Criteria Descriptor MAY be ignored.  In the case that the terminal is able to detect multiple cell IDs using native bearer signalling mechanisms, for the purpose of checking against a possible blackout it MAY select the same cell ID that is being used to receive the protected service.

The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:

Table 2: location_based_restriction Access Criteria Descriptor

location_based_restriction descriptor
Length
Type

version
32
Uimsbf

interpretation
1
Uimsbf

override
1
Uimsbf

reserved_for_future_use
6
Bslbf

number_of_target_areas
8
uimsbf

for (i=0; i < number_of_target_areas; i++) {



    target_area_type
4
bslbf

    reserved_for_future_use
4
bslbf

    if (target_area_type == 0x1) {



        shape()



    }



    if (target_area_type == 0x2) {



        mobile_country_code
24
uimsbf

    }



    if (target_area_type == 0x3) {



        name_area_length
8
uimsbf

        name_area
8*name_area_length
bslbf

    }



    if (target_area_type == 0x4) {



        zip_code_length
8
uimsbf

        zip_code
8*zip_code_length
bslbf

    }



    if (target_area_type == 0x5) {



        cell_target_area()



    }



    hor_acc
16
uimsbf

}



interpretation – flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override – flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary permissions (e.g., PPV Rights Object for the corresponding Program Key).

The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.

version – tells the terminal if the contents of this descriptor have changed since the last STKM.  When the version number is the same as in previous STKMs and the terminal has already processed a descriptor with this same version number, it MAY ignore the contents of this descriptor and assume that geographical restrictions are the same as in previous STKMs with this same descriptor version number. 

number_of_target_areas – the number of TargetAreas that define the geographical area. TargetArea is specified in OMA Service Guide for Mobile Broadcast Services [BCAST10-SG] as an XML element. It is adapted here with modifications such that it can be used for blackout restrictions.

target_area_type – specifies the type of area as specified in [BCAST10-SG]. The following values are possible:

0x1 =
shapes used to represent a geographic area as defined by the shape descriptor below

0x2 =
mobile country code, 3 ASCII digits, e.g. 276 for Albania as specified in [ITU-MCC]
0x3 =
geopolitical name of area such as “Seoul” as specified in [OMA MLP]

0x4 =
zip code
0x5 = 
a set of “cell_area_values” as defined by the cell_target_area descriptor below.
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