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1 Reason for Change

Report No.  : 0018

Problem Statement:

The "Service and Content Protection for Mobile Broadcast Services" 

document dated 2007-12-18 references ?Generic Authentication Architecture, Generic Bootstrapping Architecture (Release 6)?, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220.  In this document the Ua Security Parameter is defined as

[0x01 0x00 0x00 0x00 0x01] and is appended to the NAF ID.  However 3GPP TS 33.220 (Release 8) dated 2007-12-17 defines the Ua Security Parameter as [0x03 0x00 0x00 0x00 0x01] specifically for BCAST. There are other document references that are trailing the current versions; this one is causing incompatibilities during the Montreal TestFest.

Should implementing organizations use the referenced documents or the most recent version of said documents?  How recent of documents should TestFest participants expect to use?

The 3GPP TS 33.220 (Release 8) dated 2007-12-17 doesn’t define a Ua protocol specifically for BCAST as the PR said. The annex H where Ua protocols are defined has not been changed since the release 6 on this aspect, and only Ua protocol for MBMS is defined [0x01 0x00 0x00 0x00 0x01], but not for BCAST. 
The spec in 6.5.1 says: The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are derived by running the GBA bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246 v7].
The Ua protocol used for this GBA is then the Ua protocol used for MBMS. We could just add a note to clarify this.
This CR clarifies the use of Ua protocol in section 6.5.1.

Report No.  : 0019

Problem Statement:

Is there any relation between the Ua protocol ID Organization octet and the UDP port the client has to listen to for LTKM delivrery ? Some client implementations expect the LTKM to be delivered to UDP port 4359 if and only if the protocol ID Organization octet has a value of 0x03, which corresponds to OMA. If they get an Organization octet value of

0x01 (3GPP MBMS), then they listen to the UDP port 2269 for LTKM delivery. My personal interpretation is that in BCAST, the 4359 UDP port is always used, whatever the Organization octet value is.
The Ua protocol used for BCAST is the same as the Ua protocol used for MBMS as we refer to MBMS spec for this protocol. 

For BCAST the port 4359 UDP port is then always used, whatever the organization octet value of the Ua protocol is.

No change is needed in the specification as nowhere we refer to this organization octet in the spec.
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071218-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 6.5.1
Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two shared keys to secure communication between the BSM and the terminal: The Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the terminal, and the Subscriber Request Key (SRK), which is used to secure communication between the terminal and the BSM. The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK), where the MBMS keys are as defined in [3GPP TS 33.246 v7]. 

The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are derived by running the GBA bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246 v7].  In particular the Ua protocol used for this GBA procedure is the Ua protocol defined for MBMS. The Ua protocol value is defined in annex H.3 of [3GPP TS 33.220]: (0x01 0x00 0x00 0x00 0x01): Ua security protocols according to TS 33.246.  The relationship of the BSM to the GBA NAF and BSF elements is described in Section 4.1.4.2 (Note for editor: add a link to this section)
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