Doc# OMA-BCAST-2008-0042-CR_Bug_Fix_to_SPE_Audit_Mode.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2008-0042-CR_Bug_Fix_to_SPE_Audit_Mode.doc
Change Request



Change Request

	Title:
	Bug Fix to SPE Audit Mode
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA BCAST WG

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20071218-D

	Submission Date:
	22 Feb. 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Byung-Rae Lee, Samsung Electronics, byungrae.lee@samsung.com
Jeongsik Cho, Samsung Electronics, jscho28@samsung.com
Joon-Ho Park, Samsung Electronics, keepsky@samsung.com

	Replaces:
	n/a


1 Reason for Change

This CR is for fixing bugs on lengths in the section E.1.1 of  SPE Audit Mode for the Smartcard Profile.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change
E.1.1 SPE Audit Mode

E.1.1.1 Command Description 
Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The response data of the OMA BCAST command in SPE Audit command is retrieved from the Smartcard using one or more separate SPE Audit APDUs with a chaining mechanism. The Smartcard performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in SPE Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in SPE Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the Smartcard has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the Smartcard shall answer with SW1 SW2 '90 00'.

In case the Smartcard does not receive the Key Domain ID TLV in the SEK/PEK Audit command, it SHALL return in the response data the list of all Key DomainID and SEK/PEK ID Key group part stored in the Smartcard.
In case the Smartcard receives the Key Domain ID and the SEK/PEK ID Key Group part in the SEK/PEK Audit command, it SHALL return in the response data all SEK/PEK ID and their associated parameters corresponding to the Key Group defined by this Key Domain ID and this SEK/PEK ID Key Group part.

If at least one SEK/PEK ID shall be returned in the response, the "Successful Key Availability Check operation" tag is returned. 

If there is no SEK/PEK ID to be returned in the response, the command fails and the status word '6A88' (Referenced data not found) is returned.

If P1 indicates "First block of data" 

Input:

‑
None or Key Domain ID and SEK/PEK ID Key Group part 

Output:

-
List of  SPE and their associated data  stored in the Smartcard or list of Key DomainID and SEK/PEK ID Key group part

If P1 indicates "Next block of data" 

Input:

‑
None

Output:

-
Remaining part of the List of SPE and their associated data stored in the Smartcard or remaining part of the list of Key DomainID and SEK/PEK ID Key group part

E.1.1.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘01’: SPE Audit mode, the command parameters shall be coded as follows:
Table 97: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	
	
	
	X
	X
	X
	X
	X
	RFU

	1
	0
	0
	-
	-
	-
	-
	-
	First block of data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of data


If P1 indicates "Next block of data", then Input Data field is absent.
If P1 indicates "First block of data", then the following coding holds:

Table 98: Coding when P1 indicates "First block of data"
	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 SPE Audit Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	A

	A+2 to A+6
	Key Domain ID TLV 
	See below
	O
	5

	A+7 to A+10
	SEK/PEK ID Key Group part TLV 
	See below
	O
	4


If one of the TLVs Key Domain ID TLV or SEK/PEK ID Key Group part TLV is present, then the following two TLVs SHALL be present.

Table 99: Coding of Key Domain ID TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'81'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	3


Table 100: Coding of SEK/PEK ID Key Group Part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Group part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


If the OMA BCAST command (SEK/PEK Audit mode) is successful the response parameters and data, SHALL be coded as follows:
Table 101: Coding of Response Parameters and Data if SEK/PEK Audit Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	SPE Audit operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit operation response Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	OMA BCAST Key Group description TLV or OMA BCAST SPE description TLV
	See below
	L1


In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are absent in the SPE Audit command, the OMA BCAST Key Group description TLV is returned.  One or more OMA BCAST Key Group description TLV are returned.
The OMA BCAST Key Group description TLV coding is as follow: 

Table 102: Coding of OMA BCAST Key Group Description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Key group description tag =  ‘A5’
	M
	1

	2
	OMA BCAST Key group description length
	M
	1

	3 to 7
	Key Domain ID TLV
	M
	5

	8 to 11
	SEK/PEK ID Key Group part TLV
	M
	4

	12 to 17
	User_Purse TLV
	O
	6

	18 to 23
	Live_PPT_Purse TLV
	O
	6

	24 to 29
	Playback_PPT_Purse TLV
	O
	6

	30 to 34
	Kept_TEK_Counter TLV
	O
	6


For the coding of Key Domain ID TLV and SEK/PEK ID Key Group part TLV, see above the tables of the input parameters.

User_Purse TLV, Live_PPT_Purse TLV, Playback_PPT_Purse TLV, and Kept_TEK_Counter TLV are present if they are present in the smartcard for this Key Group.

Table 103: Coding of User_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	User_Purse Tag
	'8A'
	M
	1

	Length
	4
	M
	1

	User_Purse Value
	
	M
	4


User_Purse Value is the number of tokens contained in the User_Purse.
Table 104: Coding of Live_PPT_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	Live_PPT_Purse Tag
	'8B'
	M
	1

	Length
	4
	M
	1

	Live_PPT_Purse Value
	
	M
	4


Live_PPT_Purse Value is the number of tokens contained in the Live_PPT_Purse associated to this Key Group.

Table 105: Coding of Playback_PPT_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	Playback_PPT_Purse Tag
	'8C'
	M
	1

	Length
	4
	M
	1

	Playback _PPT_Purse Value
	
	M
	4


Playback_PPT_Purse Value is the number of token contained in the Playback_PPT_Purse associated to this Key Group.

Table 106: Coding of Kept_TEK_Counter TLV

	Description
	Value
	M/O
	Length (bytes)

	Kept_TEK_Counter Tag
	'8D'
	M
	1

	Length
	4
	M
	1

	Number_TEK Value
	
	M
	4


Number_TEK Value is the number of TEK contained in the Kept_TEK_Counter associated to this Key Group.
In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are present in the SPE Audit command, The OMA BCAST SPE description TLV is returned. One or more OMA BCAST SPE description TLV are returned.

The OMA BCAST SPE description TLV coding is as follow:
Table 107: Coding of OMA BCAST SPE Description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST SPE description tag =  ‘A6’
	M
	1

	2
	OMA BCAST SPE description length
	M
	1

	3 to 7
	Key Domain ID TLV
	M
	5

	8 to 11
	SEK/PEK ID Key Group part TLV
	M
	4

	12 to 15
	SEK/PEK ID Key Number part TLV
	M
	4

	16 to 25
	Key Validity DataTLV
	M
	10

	26 to 28
	Key properties TLV
	M
	3

	29 to 31 
	Security_policy_extension TLV
	M
	3

	32 to 35
	Cost_value TLV
	C(NOTE)
	4

	36 to 38
	Play_back counter TLV
	C(NOTE)
	3

	39 to 44
	User_Purse TLV
	C(NOTE)
	6

	45 to 50
	Live_PPT_Purse TLV
	C(NOTE)
	6

	51 to 56
	Playback_PPT_Purse TLV
	C(NOTE)
	6

	57 to 61
	Kept_TEK_Counter TLV
	C(NOTE)
	6

	62 to 66
	TEK_Counter TLV
	C(NOTE)
	6

	NOTE: 

If Security_policy_extension is 0x00, 0x01, 0x02, 0x03, 0x08 or 0x09, the Cost_value TLV byte SHALL be present.

If Security_policy_extension is 0x07, the Play back counter TLV byte SHALL be present.
If Security_policy_extension is 0x00, the Live_PPT_Purse TLV SHALL be present, and the value is the content value of the live_ppt_purse associated to the SEK/PEK ID Key Group part and SPE.
If Security_policy_extension is 0x01 the Playback_PPT_Purse TLV SHALL be present, and the value is the content value of the playback_ppt_purse associated to the SEK/PEK ID Key Group part and SPE.
If security_policy_extension is 0x02, 0x03, 0x08, 0x09, the User_Purse TLV SHALL be present, and the value is the content value of the user_purse associated to the NAF_ID part of the SMK_ID.
If security_policy_extension is 0x0C, 0x0D, the TEK_Counter TLV SHALL be present, and the value is the content value of the TEK_counter associated to the SEK/PEK ID and KV and SPE.
If security_policy_extension is 0x0C, the Kept_TEK_Counter TLV SHALL be present, and the value is the content value of the Kept_TEK_counter associated to the SEK/PEK ID Key group part and SPE.


For the coding of KeyDomainID TLV, SEK/PEK ID Key group part TLV, User_Purse TLV, Live_PPT_purse TLV, Playback_PPT_purse, and Kept_TEK_counter TLV see above in the coding of OMA BCAST Key Group description TLV.
Table 108: Coding of SEK/PEK ID Key Number Part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Number part Tag
	'83'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


Table 109: Coding of Key Validity Data TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Validity Data Tag
	'84'
	M 
	1

	Length
	8
	M
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	8


Table 110: Coding of Key Properties TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Properties Tag
	'93'
	M
	1

	Length
	3
	M
	1

	Key properties
	See below
	M
	1


The Key properties byte shall be coded as follows:

Table 111: Coding of Key Properties Byte

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	X
	X
	X
	X
	X
	X
	X
	
	RFU

	-
	-
	-
	-
	-
	-
	-
	0
	Not used For Recording

	-
	-
	-
	-
	-
	-
	-
	1
	Used For Recording


Table 112: Coding of Security Policy Extension TLV

	Description
	Value
	M/O
	Length (bytes)

	Security Policy Extension Tag
	'85'
	M
	1

	Length
	1
	M
	1

	Security Policy Extension
	Coded as defined in ‎6.6.4.2
	M
	1


Table 113: Coding of Cost Value TLV

	Description
	Value
	M/O
	Length (bytes)

	Cost value Tag
	'91'
	M
	1

	Length
	4
	M
	1

	Cost value
	
	M
	4


Table 114: Coding of Playback counter TLV

	Description
	Value
	M/O
	Length (bytes)

	Playback counter Tag
	'92'
	M
	1

	Length
	4
	M
	1

	Playback counter Value
	
	M
	4


Table 115: Coding of TEK_counter TLV

	Description
	Value
	M/O
	Length (bytes)

	TEK_counter Tag
	'8E'
	M
	1

	Length
	4
	M
	1

	TEK_counter Value
	
	M
	4
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