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1 Reason for Change

One open dependency of BCAST 1.0 was the Secure Channel work in ETSI SCP. The Secure Channel specification TS 102 484 has been approved end of 2007. Vodafone took the task to investigate required modifications to the SPCP specification. 
This CR proposes to explicitly mention the usage of the Secure Channel as an option in the service protection context. We think it was always the intention to optionally use the Secure Channel also for protecting TEKs when applying service protection, however, it seems it was missed out to state this explicitly.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This is presented to OMA BCAST for agreement of revising the relevant specification as proposed.
6 Detailed Change Proposal

Change 1:  References
	[ETSI TS 102 484]
	" Secure Channel between Endpoints in a UICC and a Terminal ", ETSI SmartCard Platform, 
URL: http://www.etsi.org/ 


Change 2:  Clause 6.8 “Layer 4: Traffic Encryption”
7.1 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer model key hierarchy. The protection of data in case of streaming and file delivery respectively for both service and content protection is described for the Smartcard Profile. 

7.1.1 Streaming Delivery

5.2.1.1 Service Protection of Streams

Broadcast streams that are signalled as having service protection by the SG via the protection_after_reception field are encrypted by TEKs using IPsec, SRTP or ISMACryp.

How to obtain the relevant information from the SG to request the appropriate SEK or PEK (used for TEK protection) to access with the TEK the protected stream is explained in Section ‎6.10.  If the LTKM extension payload is absent, and the “protection_after_reception” field in the STKM = 0x03 (i.e. “Service Protection”), then upon obtaining the TEK from the Smartcard, the terminal can either store the TEK or record the content in the clear or do both.
BCAST related communication between the Smartcard and the Terminal MAY be protected using a Secure Channel as defined in ETSI TS 102 484. Using a Secure Channel ensures that the TEKs are not exposed in the clear over the Smartcard – Terminal interface. 
5.2.1.2 Content Protection of Streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Broadcast Permissions Issuer.

For terminals using the Smartcard Profile, the appropriate key material can be requested based on the Program or Service ID.

The Permissions Issuer can provide content protection for the Smartcard Profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / Smartcard, the terminal SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by a a security policy extension contained in the EXT BCAST payload in the LTKM (see Section ‎6.6.3). If the EXT BCAST payload is not present in the LTKM or does not contain a security policy extension, it SHALL not be possible to use the SEK/PEK to access the same content more than once. This is achieved through the processing described in Section ‎6.6.7. 

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the Smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-Smartcard interface SHOULD be secured.  This includes appropriate terminal authentication to the Smartcard.

For (U)SIM Smartcard Profile, the Smartcard-terminal interface SHOULD comply to [ETSI TS 102.484] and [3GPP TS 33.110].  For (R‑)UIM/CSIM Smartcard Profile terminals, the Smartcard-terminal interface is expected to comply to relevant 3GPP2 specifications to be developed.
5.2.1.3 Permissions Management using the Smartcard Profile for Content Protection of Streams
If the EXT BCAST payload is not present in the LTKM, the SEK/PEK in Smartcard Profile is based on an implicit "play once" permission.  This “play once” functionality can be used by the BSM to enable more complex constraints relating to the use of a SEK/PEK, e.g. unlimited access to the appropriate SEK/PEK for a given time period or controlled access to the SEK/PEK for a given number of times.  In all cases, where the EXT BCAST payload is not present in the LTKM, the Smartcard Profile terminals are forced to request a new SEK/PEK for every access to content.

If the EXT BCAST payload is also present in the LTKM, the security_policy_extension value defines the rights applicable to the LTKM. The security_policy_ext enables the provision of extended rights such as Pay Per View (PPV) and Pay Per Time.  The types of extended rights that can be offered are described in Section ‎6.6.3. In order to request the tokens and / or consumption rules required to provide PPT and PPV functionality, the "Token Purchase Request" message defined in BCAST in [BCAST10-Services] SHALL be used.

If broadcast streams are protected and need content protection consumption rules, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM. For the Smartcard Profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard Smartcard BSM authentication (Section ‎13), before the delivery of the LTKM.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

Identify the Permissions Issuer URI and SEK/PEK ID

Initiate mutual terminal BSM authentication (see Section ‎6.5)

Initiate mutual Smartcard BSM authentication (see Section ‎6.11.2)

Establish / enable the secure authenticated channel between the Smartcard and terminal (see Section ‎6.11.2)

Request the appropriate SEK or PEK using the "Token Request" message in [BCAST10-Services] (see Section ‎6.6).  The requested key identifier is the SEK / PEK ID.
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