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1 Reason for Change

The OMA BCAST DRM Profile was based on the DVB specified 18Crypt (ETSI TS 102 474).

The 18Crypt allows an operator to provide multiple (parallel) SEK and/or PEK keys for a single protected service / media stream. The reasons for using multiple SEKs may include supporting different pay models (e.g. different subscription periods supported simultaneously). Also, parallel SEK/PEK keys may help on countering a leaking SEK/PEK, by helping to identify the group (e.g. device type) from which the SEK is leaking.
The BCAST SPCP assumes that only one DRM Profile STKM stream is associated with each protected service / media stream. The specification does not give any argumentation, but simply states that there would be only one DRM profile STKM stream per service / media stream per operator.

We believe this is a bug in the BCAST SPCP specification. This CR intends to fix this bug by allowing parallel DRM Profile STKM streams.

As each STKM stream is protected with exactly one SEK (and/or PEK) key, the use of multiple parallel SEK/PEKs implies there are multiple parallel STKM streams.

This CR proposes the required changes in the SPCP specification, to enable multiple parallel STKM streams for the DRM Profile.

Required modifications are:

· Currently the text states that the SDP may announce only one STKM stream per media stream per profile per operator. Text needs to be changed to state that in case of DRM Profile, SDP may announce more STKM streams.

· The device needs to detect, for which of the parallel STKM streams the device has the SEK/PEK. The SEK/PEK is linked with the STKM by means of service_CID_extension/program_CID_extension. As this extension changes every time when the corresponding SEK/PEK is updated, announcing the entire extension in SDP may not be preferred. Instead, the proposal is that SDP announces only the first byte of the extension. This enables that the SDP is not changed when the SEK/PEK is updated. And yet, when a terminal starts receiving the service, it does not need to browse through all parallel STKM streams but can choose the correct STKM stream right from the beginning.  The linkage of STKM messages and SEK keys in DRM Profile is specified in XBS, section 11.1.1.

For Smartcard Profile, a similar modification to enable multiple SEK/PEKs per operator may be considered. However, this CR addresses the DRM Profile only.
R01: adds co-signers
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following changes.
6 Detailed Change Proposal

Change 1:  Section 10.1
10.1 Protection Signaling in SDP
10.1.1 Description
SDP information is used to specify streaming sessions according to [RFC4566].

Additional information is required to identify parameters relative to key management: STKM streams, KMS versions, etc. These are defined below and SHALL be used to describe encrypted media streams and key streams (STKM and LTKM).  Note that, in the case of MBMS, such information can be signalled in the MBMS security description as per [3GPP TS 26.346 v7].

The table below defines the <field values> to be used for signal protection information.  These parameters are used for the signalling of media, short-term key message (STKM) and long-term key message (LTKM) streams. Their usage for the different streams will be explained in the following sections. A media stream can be protected by one or more STKM streams. Some other optional and stream specific parameters are introduced in the relevant sections.

Table 1: Protection Signalling in SDP

	Field name
	Category
	Type
	Purpose

	kmstype
	NM/TM
	String
	Identifies the Key Management system (KMS) used

(see Table 2 for supported KMSs)

	bcastversion
	NM/TM
	Decimal x.y
	Identifies the BCAST version x.y

	serviceproviders
	NM/TM
	String
	Identifies the service providers using the key stream, by referencing one or more BSMSelectors as declared in the SGDD in the SG [BCAST10_SG] or by referencing one or more <X>/ServiceProvider nodes as specified in [BCAST10-Services].
(See 
Table 4
 for the syntax and semantics.)

	streamid
	NM/TM
	UnsignedShort
	Unique non-zero integer identifying a particular key stream. Numbers are unique within a particular SDP session i.e. no global numbering is required.

Used to indicate which media stream is protected by the actual STKM stream.

	baseCID
	NO/TO
	AnyURI
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in Section Error! Reference source not found..
The network and terminal SHALL support this field in case the DRM Profile is supported.

	srvCIDExt
	NO/TO
	unsignedByte
	For the DRM Profile, part of the Service CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service is obtained from the service_CID_extension as described in Section 5.5.1.
This parameter SHALL be provided if the protected media stream has multiple DRM Profile STKM streams for a service provider with different values of service_CID_extension.
Within each service provider, for each protected service or media stream, the value of this parameter SHALL be unique for each STKM stream.

The network and terminal SHALL support this field in case the DRM Profile is supported.

	prgCIDExt
	NO/TO
	unsignedByte
	For the DRM Profile, part of the Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Program CID is obtained from the program_CID_extension as described in Section 5.5.1.
This parameter SHALL be provided if the protected media stream has multiple DRM Profile STKM streams for a service provider with different values of program_CID_extension.

Within each service provider, for each protected service or media stream, the value of this parameter SHALL be unique for each STKM stream.

The network and terminal SHALL support this field in case the DRM Profile is supported.


where, NM=Mandatory for network to support; NO=Optional for network to support; TM=Mandatory for terminal to support; TO=Optional for terminal to support.

The tables below shows the corresponding <field values> for the <field names>:

Table 2: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	DRM Profile Key Management System

	oma-bcast-gba_u-mbms
	Smartcard Profile Key Management System, using 3GPP GBA_U to establish Layer 1 keys

	oma-bcast-gba_me-mbms
	Smartcard Profile Key Management System, using either 3GPP GBA_ME or 3GPP GBA_U to establish Layer 1 keys

	oma-bcast-prov-bcmcs
	Smartcard Profile Key Management System, using provisioned 3GPP2 BCMCS Symmetric Key Infrastructure 


Table 3: bcastversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 4: serviceproviders syntax and semantics
	Semantics

	The value of the ‘serviceproviders’ SDP parameter is a list of URIs that reference the terminal’s affiliated BSM or service providers.

The syntax of the ‘serviceproviders’ value is defined as follows: "<uri>("|"<uri>)* , where uri is defined as in [RFC3986].

The terminal’s affiliated BSM(s) are represented within the terminal as Management Objects with identifier ‘<X>/ BSMFilterCode’ or as codes on the Smartcard as defined by [3GPP TS 22.022], [3GPP2 C.S0068-0], [3GPP TS 31.102 v6], [3GPP2 C.S0023-C], or [3GPP2 C.S0065-0]. The terminals’ affiliated service provider(s) are represented within the terminal as Management Objects with identifier ‘<X>/ ServiceProvider’. 

Either all or none of the STKM streams SHALL have a ‘serviceproviders’ parameter instantiated in the SDP.

Either all or none of the LTKM streams SHALL have the ’serviceproviders’ parameter instantiated in the SDP. 

If all of the STKM streams or LTKM streams have the ’serviceproviders’ parameter instantiated in the SDP, the terminal SHALL only use STKM or LTKM streams for which either:

· the ‘serviceproviders’ parameter contains a URI referencing to the identifier of a BSMSelector as declared within the 'BSMList' of the SGDD of the SG [BCAST10_SG] with a BSMFilterCode that does match to any of the ‘<X>/BSMFilterCode’ entries within the terminal or any of the codes on the Smartcard

· or the ’serviceproviders’ parameter contains a URI that does match with any of the <X>/Serviceprovider entries within the terminal.

If none of the STKM streams or LTKM streams have a ’serviceproviders’ parameter instantiated in the SDP, the terminal MAY use any of the streams.

The network SHALL ensure that the sets of BSMSelector IDs and <X>/ServiceProvider values are disjoint.




Table 5: streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Provides identification of media streams which can be used to associate an encrypted media stream with the corresponding STKM.

Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. It is RECOMMENDED that streams are numbered in increasing order. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table 6: BaseCID values

	Value (String)
	Semantics

	<BaseCID>
	<BaseCID> is part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. Upon reception of a STKM, the terminal can assemble the service_CID/program_CID/BCI and look up the SEK or PEK (wrapped inside a LTKM) as described in 5.5.3.


Table 7: srvCIDExt values

	Value (unsignedByte)
	Semantics

	<srvCIDExt>
	service_CID_extension is part of the Service CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. Upon reception of a STKM, the terminal can assemble the service_CID/BCI and look up the SEK (wrapped inside a LTKM) as described in 5.5.3.
This parameter provides the value of the most significant byte of the service_CID_extension in the corresponding STKM stream.


Table 8: prgCIDExt values

	Value (unsignedByte)
	Semantics

	<prgCIDExt>
	program_CID_extension is part of the Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. Upon reception of a STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM) as described in 5.5.3.
This parameter provides the value of the most significant byte of the program_CID_extension in the corresponding STKM stream.


10.1.2 Short-Term Key Message Streams (STKM)

This section specifies descriptions of short-term key message (STKM) streams using SDP.

5.2.1.1 Description

To support efficient STKM carriage, each STKM Stream is carried in its own UDP stream. The MIME type application/vnd.oma.bcast stkm is defined to signal an STKM Stream.

The location of an STKM stream is signaled within the SDP file used to describe the delivery parameters for a given service. The SDP file describing the service typically contains a media announcement entry for the video and one for the audio.  In addition, to signal the associated STKM streams, one or two additional stream announcements are added.

An STKM stream is signaled in the following way:

m= application <port> udp vnd.oma.bcast.stkm.

MIME type parameters are signaled in the “a=fmtp:” line.  MIME type parameters for STKM as defined in Table 9 SHALL be supported.
Table 9: Parameters of the MIME type application/vnd.oma.bcast.stkm
	Parameter
	Terminal support
	Server support
	Purpose

	streamid
	Mandatory
	Mandatory
	See Table 1

	kmstype
	Mandatory
	Mandatory
	See Table 1

	serviceproviders
	Mandatory
	Mandatory
	See Table 1

	baseCID
	Optional
	Optional
	See Table 1

	srvCIDExt
	Optional
	Optional
	See Table51

	prgCIDExt
	Optional
	Optional
	See Table51


5.2.1.2 SDP Example for Short –Term Key Message Streams

This Section gives an example of SDP descriptions of short term key streams:

m= application 49230 udp vnd.oma.bcast.stkm
c= IP4 224.2.17.12/127

a=fmtp:vnd.oma.bcast.stkm streamid=10; serviceprovider=DiscountBcast; kmstype=oma-bcast-drm-pki
10.1.3 Short-Term Key Message (STKM) Streams Binding

The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. An encrypted media stream must reference one or more STKM streams, each providing secure delivery of the same Traffic Encryption Keys (TEKs). 
· In case of  Smartcard Profile, there is only one STKM stream per service provider that carries the STKM as specified in section 6.7. There can be more than one STKM stream if there are more service providers than one. 
· In case of DRM Profile, one or more STKM streams carry the STKM as specified in section 5.5. 
AES in counter mode requires that the same key stream is never reused.  In the case that the same STKM stream is shared among several media streams – a distinct IV must be provided for each such media stream.  This is already the case for SRTP-based encryption (where each IV is based on the SSRC value in the RTP header).  

In the case of IPsec, only AES in CBC mode is currently supported.  

In the case of ISMACryp the effective IV value is based on the salting key k_s that can be made different for each media stream.  To ensure that ISMACryp can safely allow sharing of the same STKM stream between multiple media streams, each such media stream MUST have a unique salting key k_s specified in the SDP file.
Example: A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM Profile) STKM stream and one for KMS#2 (supporting Smartcard Profile) STKM stream.

This way, the terminal will only listen to and process the STKM stream coming on the relevant IP connection. SDP [RFC4566] is used to describe the STKM stream(s) associated with each media stream. The following attribute is defined for mapping STKM streams to media streams in the SDP:
Table 10: Definition of stkm stream SDP attribute

	Attribute
	Terminal support
	Server support
	Type
	Purpose

	stkmstream
	Mandatory
	Mandatory
	Stream Reference
	Reference to the ID of the STKM stream (assigned by the parameter “streamid”) indicating which STKM stream applies to this media stream .


The attribute can be at session level, in which case it applies to all media streams, or the attribute can be at media level, in which case it only applies to the specified media and would override possible session level attributes.
The SDP attribute stkmstream as defined in Table 10 SHALL be supported.
Each session or media stream can have multiple stkmstream attributes. Using this attribute the terminal can lookup the corresponding STKM stream announcements and figure out which one to listen to and process.  We note that this attribute is optional and hence would not be there for unencrypted media streams.

5.2.1.3 STKM Streams Binding Example

Below is an example where two STKM streams (10 and 11) are associated on session level with the media streams, however two other STKM streams (13 and 14) are associated to a second audio track. The stkmstream attribute on media level overrides the stkmstream attribute on session level for that particular media stream. In this example, to decrypt the Spanish audio track, STKM stream 13 or 14 can be used.

v=0

o=BCAST 2890844526 2890842807 IN IP4 126.16.64.4

s=A protected Bcast stream

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

a=stkmstream:10

a=stkmstream:11

m=audio 49170 RTP/AVP 0 

a=lang:en

m=audio 52002 RTP/AVP 0

a=lang:ES

a=stkmstream:13

a=stkmstream:14

In the case of English language audio track, this signaling announces that to gain access to the English audio stream, the terminal may use either the STKM with streamid=10, or the one with streamid=11. The terminals can then look up in the same SDP file for both two STKM streams (identified by their streamid), and to identify the KMS and the operator each is associated with. Similarly Spanish language audio track can be decrypted using STKM streams with id 13 or 14 in the same SDP file. Then, on the basis of this information and depending on which KMS it is supporting, the terminal can decide which stream it needs to listen to in order to get the short-term key message (STKM) stream it requires.

10.1.4 Long-Term Key management Message (LTKM) Stream

This section defines the description of LTKM stream using SDP. The signaling specified in this sub-section SHALL be used for LTKM streams carried over the broadcast channel (DRM Profile BCROs), and it SHALL NOT be used for LTKMs carried over interactive channel. (DRM Profile ROs and Smartcard Profile LTKMs).
5.2.1.4 Description
The MIMEe type for long-term key management message (LTKM) streams (e.g. stream carrying rights objects/entitlements) is application/vnd.oma.bcast.ltkm.

A long term key management message stream is signaled in the following way:

m=application <port> udp vnd.oma.bcast.ltkm.

The actual format of the key management message stream is given by the kmstype in the “a=fmtp” line. Every such line may contain a parameter streamid which identifies the particular LTKM stream.
MIME type parameters are signalled in the “a=fmtp” line. MIME type parameters for LTKM as defined in Table 11 SHALL be supported.
Table 11: Parameters of the MIME type bcast-ltkm
	Parameter
	Terminal support
	Server support
	Purpose

	kmstype
	Mandatory
	Mandatory
	See Table 1

	serviceproviders
	Mandatory
	Mandatory
	See Table 1


5.2.1.5 SDP Example for LTKM Stream

m=application 49230 udp vnd.oma.bcast.ltkm

c=IN IP4 224.2.17.12/127

a=fmtp:vnd.oma.bcast.ltkm kmstype=oma-bcast-drm-pki;  serviceprovider=SOMEID

10.1.5 SDP Entry Examples (Informative)
This section provides several examples illustrating how the parameters defined above are signalled in an SDP file. Note that these are simplified example i.e. lots of parameters are missing, but these have been omitted for clarity.

Example 1:  This example shows a video and audio stream protected by both Long Term and Short Term Key Message streams using DRM Profile.

m=video 49168 RTP/AVP 96i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC
a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:3
m=audio 49170 RTP/AVP 97

i=audio
c=IN IP6 FF15:0:0:0:0:0:81:1BC

a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>
a=stkmstream:3
m=application 49172 udp vnd.oma.bcast.stkm
c=IN IP6 FF15:0:0:0:0:0:81:1BC

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm
streamid=3; kmstype=oma-bcast-drm-pki; (
 serviceproviders=DiscountBCAST 

m=application 49173 udp vnd.oma.bcast.ltkm
c=IN FF15:0:0:0:0:0:81:1BC
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.ltkm kmstype=oma-bcast-drm-pki; (
 serviceproviders=DiscountBCAST

Example 2:  This example shows a video and audio stream protected by Short Term Key Message streams using GBA_ME MBMS.

m=video 49168 RTP/AVP 96

i=video
c=IN IP4 224.2.1.1

a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:3
m=audio 49170 RTP/AVP 97

i=audio
c=IN IP4 224.2.1.1
a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>
a=stkmstream:3
m=application 49172 udp vnd.oma.bcast.stkm
c=IN IP4 224.2.1.1
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-bcast-gba_me-mbms; (
 serviceproviders=DiscountBCAST
Example 3:  This example shows two audio streams, each protected by a different key stream

m=audio 49170 RTP/AVP 96

i=audio_english protected by stkm with id 3
c=IN IP4 224.2.1.1
a=rtpmap:96 mpeg4-generic/32000
a=fmtp:96 <rtp_param>
a=stkmstream:3

m=audio 49172 RTP/AVP 97

i=audio_spanish protected by stkm with id 3
c=IN IP4 224.2.1.1
a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>
a=stkmstream:4

m= application 49174 udp vnd.oma.bcast.stkm
i=short term key messages

c=IN IP4 224.2.1.1
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-bcast-drm-pki; (
 serviceproviders=DiscountBCAST1|supertv.tv

m=application 49175 udp vnd.oma.bcast.stkm
c=IN IP4 224.2.1.1
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=4; kmstype=oma-bcast-gba_u-mbms; (
 serviceproviders=DiscountBCAST2|supertv.tv

Example 4:  This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity). The different key streams carry the same keys. The second service provider uses two key streams with different service_CID_extension values.
m=video 49168 RTP/AVP 96

i=video
c=IN IP4 224.2.1.1

a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:2

a=stkmstream:3

a=stkmstream:4

m=application 49171 udp vnd.oma.bcast.stkm
c=IN IP4 224.2.1.1
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=2; kmstype=oma-bcast-gba_me-mbms; (
 serviceproviders=supertv.tv

m=application 49190 udp vnd.oma.bcast.stkm
i=short term key messages

c=IN IP4 224.2.1.1
a=bcastversion:1.0
a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-bcast-drm-pki; (
 serviceproviders=bargain.tv; srvCIDExt=2
m=application 49191 udp vnd.oma.bcast.stkm
i=short term key messages

c=IN IP4 224.2.1.1
a=bcastversion:1.0
a=fmtp:vnd.oma.bcast.stkm streamid=4; kmstype=oma-bcast-drm-pki; (
 serviceproviders=bargain.tv; srvCIDExt=8
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