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1 Reason for Change

Following discussions related to the Parental control PIN (CRs 820, 69 and 99) and analysis of what is necessary to implement an application to application secure channel for BCAST, it is suggested that the use of a DF for BCAST related information introduces a number of issues that can be overcome if an ADF is used instead. The advantages of using an ADF are summarised below: 
· Allows clean implementation of Parental Control PIN functionality - ADF can support its own PIN

· Supports the use of Application - Application Secure Channel

· Cleaner separation between the Smartcard functionality specified in 3GPP CT6 and OMA BCAST

· Small simplification of STKM and LTKM processing on the Smartcard

· Allows use of separate logical channel for BCAST
This CR describes the changes that would be necessary to move from a BCAST DF to BCAST ADF. 
R01: Co-signers added.
2 Impact on Backward Compatibility

No backwards compatiblity issues have been identified.

If this CR is agreed, separate CRs will be needed revise the Parental control and secure channel functionality.
3 Impact on Other Specifications

If the changes in this CR are agreed 
If changes are required in other documents describe the plan to handle these (e.g. companion CRs being submitted for those docs, liaisons with owning groups are proposed, etc.)>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST are kindly asked to consider the changes described in this document.
6 Detailed Change Proposal

Change 1:  Changes to section 6.6.7.1 and 6.6.7.2
6.6.7.1 LTKM Terminal Processing

When a MIKEY message indicating MSK/SEK delivery, i.e. an LTKM, arrives at the Terminal, the message SHALL be processed as described below.

If the secure function is located on the Terminal, the Terminal SHALL perform the the LTKM replay detection check as described in Section ‎6.6.7.4.  If the check ends in success, the Terminal forwards the LTKM to the secure function for further processing. The secure function processes the LTKM as described in the following sections.
If the secure function is located on the Smartcard, in order to support the use of both MBMS and BCAST capable Smartcards, the Terminal SHALL process a LTKM received over the UDP port 4359 (i.e. the UDP port defined for BCAST) as defined below: 

When the Terminal is paired with an MBMS only Smartcard (as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102 v6], and the absence of an ADF OMA BCAST application in EFDIR [3GPP TS 31.102 v6]): 

· If the LTKM does not contain an EXT BCAST payload, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section ‎6.6.7.4;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag and the consumption_reporting_flag and the access_criteria flag are set to LTK_FLAG_FALSE, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section ‎6.6.7.4;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard – the EXT BCAST payload is being used to deliver data only intended for use by the Terminal (e.g. information relating to the Terminal Binding Key; the terminalBindingKeyID, permissionsIssuerURILength and permissionsIssuerURI) that will be ignored by the MBMS only Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or the access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL NOT forward the message to the Smartcard – this message cannot be processed by the MBMS only card and has been incorrectly sent by the BSM.   

If the Terminal is paired with a BCAST capable Smartcard (as indicated by the presence of an ADF OMA BCAST application in EFDIR [3GPP TS 31.102 v6]): 

· If the LTKM does not contain an EXT BCAST payload, then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag, consumption_reporting_flag and access_criteria flag are set to LTK_FLAG_FALSE , then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL forward the message to the Smartcard.   
Note that unlike MBMS only Smartcards, BCAST capable Smartcards perform the LTKM replay detection check (see Section ‎6.6.7.4). Therefore when a Terminal is paired with a BCAST capable Smartcard the Terminal does not perform the LTKM replay detection check.   

In all the above cases in which the LTKM is forwarded to the secure function, the Security Policy payload is stored temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminal that it has successfully processed the LTKM, the temporarily stored Security Policy payload is taken into use. Otherwise the Security Policy payload is deleted. 

If the LTKM indicated a BM-SC solicited pull procedure or a BSM solicited pull procedure to initiate the registration procedure, the Terminal SHALL behave as described in Sections ‎6.6 and ‎6.6.3 respectively.

The formating rules defined for LTKMs in Section ‎6.6.4 require that the BSM / BSD/A format the LTKM appropriately for the type of Smartcard (MBMS only or BCAST capable) to which they are sending the LTKM.    

The Terminal filtering rules defined above SHALL apply only to MIKEY messages received on the UDP port reserved for BCAST, i.e. UDP port 4359. MIKEY messages addressed to the MIKEY UDP port 2269 are not subject to Terminal filtering. This allows a BCAST capable card that also supports MBMS to work as part of an MBMS security solution as defined in [3GPP TS 33.246 v7].      

A secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity (KV) intervals and/or different security_policy_extensions values (SPEs).

Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM processing Section ‎6.7.3.

6.6.7.2 LTKM Processing in a Smartcard Supporting BCAST and MBMS

The following text describes the initial processing of an LTKM received by a Smartcard that supports both BCAST and MBMS Services (i.e. an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6]). 

When the Smartcard receives a MIKEY message issued in the ADF OMA BCAST, the Smartcard SHALL first determine the type of message by examining the MIKEY General Extension payload(s).  If the MIKEY message contains a General Extension payload of Type 3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], the Smartcard SHALL inspect the contents of this payload.  If the payload indicates delivery of an MSK/SEK, the Smartcard SHALL checks the MIKEY message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined for BCAST in [RFC4909]:

· If the EXT BCAST payload is present: 

· If the security_policy_extenstion flag or consumption_reporting flag or access_criteria_flag are set to LTK_FLAG_TRUE, the Smartcard SHALL process the LTKM as defined in the following sections of this document;

· If the security_policy_extenstion flag, consumption_reporting_flag and access_criteria_flag are set to LTK_FLAG_FALSE, the Smartcard SHALL abort the processing of the MIKEY message and  send an error message to the Terminal. The error message returned by the Smartcard SHALL take the form of the status word ‘6A80’ (Incorrect parameters in the data field). This case should not occur if the BSM and Terminal are correctly implemented;

· 
Note: The above processing is required to ensure that a Smartcard that is both BCAST and MBMS capable can work in a pure MBMS system, i.e. where Service Protection is implemented according to [3GPP TS 33.246 v7]. 

Change 2:  Changes to section 6.7.3
6.7.3 OMA BCAST STKM Processing

STKMs are processed by a secure function located on either the Smartcard or Terminal. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the Terminal.

The following sections describe the processing of the STKM peformed in the Terminal and the secure function. The Terminal and the secure function SHALL identify a MIKEY message as a BCAST STKM if the MIKEY message is issued in ADF OMA BCAST and includes an EXT MBMS payload indicating MTK delievery and the EXT BCAST payload. 

It should be noted that MBMS only Smartcards can be used within a BCAST system, in which case the secure function processing of STKMs is defined in Section 6.5.4 of [3GPP TS 33.246]. As MBMS MIKEY implementations will ignore the EXT BCAST payload in the STKM, the access_criteria_flag in the EXT BCAST payload in any STKM that could be be received by a MBMS only Smartcard SHOULD be set to TKM_FLAG_FALSE.  
Change 3:  Changes to section 6.7.3.2 and deletion of section 6.7.3.3
6.7.3.2 STKM replay detection Protection in the Terminal

If the secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard, i.e. as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102 v6], and the absence of an ADF OMA BCAST application in EFDIR [3GPP TS 31.102 v6], the Terminal SHALL perform the MBMS replay protection check as defined in section 6.4.3 of [3GPP TS 33.246 v7].  If the secure function is located on the Terminal or the Smartcard supports the BCAST processing defined in this specification (as indicated by the presence of an ADF OMA BCAST application in EFDIR [3GPP TS 31.102 v6]), the Terminal SHALL NOT perform the MBMS replay protection check. In this case the STKM replay detection check is completed by the secure function as explained in Section ‎6.7.3.5. 




· 
· 

Change 4:  Changes to Appendix E.1
E.1 Extension of the MBMS Security Context

The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], have been extended to enable BCAST information to be returned to the Terminal. For the purposes of this specification this command will only be issued in ADF OMA BCAST.
Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode that comprises one sub-mode:

· The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

Other sub modes could be defined for future extension of the BCAST specification.

Table 67 contains the definition of Operation Status code used for the operations defined in the following sections.

Table 67: Operation Status Code Coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user_purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0D
	SPE used for Recording

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed

	0x10
	rating_type/level-granted pair has been successfully changed

	0x11
	PINCODE and rating_type/level-granted pair has been successfully changed

	0x12
	Security policy extension not supported


Change 5:  Changes to E.1.3.1
E.1.3.1 MBMS Security Context – OMA BCAST Operation - SPE Deletion Mode 

E.1.3.1.1 SPE Deletion Mode: Command Description

Smartcard operations in this security context are supported if an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6].

The Smartcard receives from the terminal in the authenticate command the Key Domain ID and SEK/PEK ID Key group part and optionally the SEK/PEK ID Key Number part, the Key Validity Data and the Security Policy Extension of the SEK/PEK that define the SPE to delete.  The Smartcard shall identify all SPEs matching with all TLV received. If the Key Validity Data TLV is present, a SEK/PEK is matching only if its values for TS Low and TS High match the TS Low and TS High values in the command data.

If no match can be found on the Smartcard for the SPE defined in the command data, the Smartcard SHALL abandon the function and return the status word '6A88' (Referenced data not found).

If one or several matches can be found on the Smartcard for the SPE defined in the command data, the Smartcard SHALL delete all corresponding SPE and associated data if the UsedForRecording Flag is not set in the Smartcard for this SPE.
If one or several matches can be found on the Smartcard for the SPE defined in the command data, and the UsedForRecording Flag is set in the Smartcard, the Smartcard SHALL not delete the corresponding SPE that could still be usable for a recorded content. The Recording Deletion command SHALL be used to delete the UsedForRecording flag associated to SPEs.
If in the command, only mandatory fields (i.e. Key Domain ID TLV and SEK/PEK ID Key group part TLV) are present in the Key Identifier TLV, the Smartcard SHALL delete all SPE, SEK/PEKs associated to the Key Group and other information associated to the Key group as live_ppt_purse, playback_ppt_purse, kept_TEK_counter,…. 

Input:

· Key Domain ID  and  SEK/PEK ID Key Group part 

· optionally the SEK/PEK ID Key Number part , the Key Validity Data and the Security Policy Extension 

Output:

· Operation Status Code

Change 6:  Changes to E.1.3.2 and E.1.3.2.1
E.1.3.2 
MBMS Security Context – OMA BCAST Operation – Recording Deletion Mode

E.1.3.2.1
Recording Deletion Mode: Command Description

Smartcard operations in this security context are supported if an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6].

The Smartcard receives from the terminal in the authenticate command the Terminal/content Identifier corresponding to the content that has been erased in the terminal. The Smartcard SHALL delete the content identifier specified in the command and stored in the smartcard and SHALL delete the association of this content identifier to all SPEs that have been flagged at the recording of this content, during the execution of Record Signalling command.
If the content identifier defined in the command data doesn’t exist in the Smartcard, the Smartcard SHALL abandon the function and return the status word '6A88' (Referenced data not found).

 Input:

· Terminal Identifier and Content Identifier 

Output:

· List of SPEs for which the association has been deleted.

Change 7:  Changes to Appendix E.2
E.2 
OMA BCAST COMMAND

E.2.1
Command Description

A new command has been defined in 3GPP/ETSI for OMA BCAST Key management system. This command SHALL only be issued in the ADF OMA BCAST.

The command can be used in several modes:

· SPE Audit mode

· SPE Record Signalling mode 

· Recording Audit Mode

Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.

Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.

Table 95: Coding of SPE Audit Mode

	Code
	Value

	CLA
	As specified in TS 31.101 [3GPP TS 31.101 v6]

	INS
	'1B' 

	P1
	See table below

	P2
	See table below

	Lc
	Length of subsequent data field

	Data
	See below

	Le
	‘00’


P1 Parameter

Parameter P1 is used to control the data exchange between the terminal and the Smartcard and is dependant of the mode used for the command.  The definition of this P1 parameter is then defined in the section of each command. 

P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:

Table 96: Coding of the Reference Control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	Recording Audit Mode

	0x04 -0xFF
	RFU


Coding of Data is specified in the following sections for each mode of the command.

Change 8:  Changes to section E.2.2
E.2.2

SPE Audit Mode

E.2.2.1
Command Description 

Smartcard operations of this command are supported if an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6]..

The response data of the OMA BCAST command in SPE Audit command is retrieved from the Smartcard using one or more separate SPE Audit APDUs with a chaining mechanism. The Smartcard performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in SPE Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in SPE Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the Smartcard has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the Smartcard shall answer with SW1 SW2 '90 00'.

In case the Smartcard does not receive the Key Domain ID TLV in the SEK/PEK Audit command, it SHALL return in the response data the list of all Key DomainID and SEK/PEK ID Key group part stored in the Smartcard.
In case the Smartcard receives the Key Domain ID and the SEK/PEK ID Key Group part in the SEK/PEK Audit command, it SHALL return in the response data all SEK/PEK ID and their associated parameters corresponding to the Key Group defined by this Key Domain ID and this SEK/PEK ID Key Group part.

If at least one SEK/PEK ID shall be returned in the response, the "Successful Key Availability Check operation" tag is returned. 

If there is no SEK/PEK ID to be returned in the response, the command fails and the status word '6A88' (Referenced data not found) is returned.

If P1 indicates "First block of data" 

Input:

‑
None or Key Domain ID and SEK/PEK ID Key Group part 

Output:

-
List of  SPE and their associated data  stored in the Smartcard or list of Key DomainID and SEK/PEK ID Key group part

If P1 indicates "Next block of data" 

Input:

‑
None

Output:

-
Remaining part of the List of SPE and their associated data stored in the Smartcard or remaining part of the list of Key DomainID and SEK/PEK ID Key group part

Change 9:  Changes to section E.2.3
E.2.3

Record Signalling Mode

E.2.3.1
Description of the command

The Smartcard operations in this security context are supported if an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6].

The terminal SHALL send this command to the Smartcard when it records or stores protected content using the mechanisms described in Section ‎8.1 and Section ‎8.3. The terminal SHALL send a command for each SEK/PEK Key number part covered by the recording.

At the reception of this command, the Smartcard SHALL flag the SPE instances corresponding to the Key Domain ID, SEK/PEK ID Key group part, SEK/PEK ID Key number part and TS interval found in the command and corresponding to the recorded/stored content. The SPEs flagged in the Smartcard SHALL be associated to a security policy extension allowing the play-back.

The Smartcard stores the content_ID received in the command and links it to the flagged SPEs.

The Smartcard SHALL return (in the response data) the number of SPE records available for SPEs instance required for the playback of recorded/stored content after the execution of this command and the description of the SPEs flagged internally in the Smartcard.

In the case that the Smartcard doesn’t store a SPE instance corresponding to the parameters in the command or the security policy extension associated to the SEK/PEK doesn’t allow the play-back recorded/stored content, the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

In case a part of the recorded content described in the input parameters of the command is not covered by an SPE in the Smartcard, the command fails, the status word ‘6A88’ (Referenced data not found) is returned, and none of the SPE is flagged as a SPE Used For Recording.

In the case that there is no available SPE record for a SEK/PEK required for the playback of recorded/stored content, the command fails and the status word ‘9866’ (Authentication error, no available memory space) is returned.

Input:

‑
Terminal and content identifier

- Key Domain ID, SEK/PEK ID Key Group part, SEK/PEK ID Key number part , TS Interval

Output:

· Key slot giving the free key slots available for recorded-content keys.

· SPE description of the SPEs Flagged in the Smartcard corresponding to the input data.
Change 10:  Changes to section E.2.4
E.2.4

Recording Audit Mode

E.2.4.1
Description of the command

The Smartcard operations in this security context are supported if an ADF OMA BCAST application is present in EFDIR [3GPP TS 31.102 v6]..

The terminal SHALL send this command to the Smartcard to retrieve all Content Identifiers of recorded content and their associated flagged SPEs stored in the Smartcard. 

The response data of the OMA BCAST command in Recording Audit command is retrieved from the Smartcard using one or more separate Recording Audit APDUs with a chaining mechanism. The Smartcard performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in Recording Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in Recording Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the Smartcard has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the Smartcard shall answer with SW1 SW2 '90 00'.

At the reception of this command, the Smartcard SHALL return (in the response data) the list of content identifiers stored in the Smartcard with the description of all associated SPEs flagged at the time of the execution of the Record Signalling command sent during the recording of the corresponding content in the terminal.  

In the case that the Smartcard doesn’t store any content identifier the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

Input:

‑
none
Output:

· List of Content Identifiers with SPE description of the SPEs Flagged in the Smartcard and corresponding to the content identified by the content identifier.

Change 11:  Changes to section E.3
E.3
OMA BCAST ADF

An OMA BCAST ADF is defined to implement the Smartcard Profile procedures and to host Smartcard profile files required for storage of information related to SEKs.  The OMA BCAST ADF SHALL be identified by the use of a specific AID range (to be defined) [ETSI TS 101220 v7]. 


EFs and DFs that could be defined in future version of this document will be defined under the OMA BCAST ADF. 













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 10 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

