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1 Reason for Change

XBS Specification specifies that when the device is trying to register with the Broadcast DRM Server - RI via the interaction channel, it can include the Broadcast registration related extensions in the Registration Request. However it is not specified in the specification when such an extension should be included by the device. The implementation gets ambiguous when the device supports both OMA DRM2.0 and OMA BCAST1.0 extension for DRM. 
This CR proposes to solve this issue by introducing a new trigger broadcast registration. The specification allows for introducing new trigger types with the element <extendedTrigger> and this CR proposes to make use of this feature for the problem.
R01:

Added clarification text for the working of the device when the broadcast registration is aborted by the RI because it does not support nroadcast registration.
Made changes to the XML schemas and re ordered the XML definitions in the subsequent sections and appendix

Also modified the condition when the broadcast registration extension needs to be included to the Registration Request by the terminal
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested have these changes approved in BCAST 1.0 
6 Detailed Change Proposal

Change 1:  New section has been included – 7.3.1 BroadcastRegistration Trigger.  Some parts of  XML schema definition have been moved from section 9.2.1 to this section.
7.3 On-line Registration

A Broadcast Device, an Interactive Device and a Mixed-mode device can register using the ROAP protocol, either directly in case it is a connected device, or via a connected device that acts as a proxy.

An interactive device SHALL register using the ROAP protocol as defined in [DRM-v2].

For Mixed-mode Devices, or Broadcast Devices using a connected device as a proxy, extensions to the ROAP are required to allow transfer of all subscriber group key material and the authentication key for BCROs.

7.3.1 BroadcastRegistration Trigger
The following <BroadcastRegistrationTrigger> is defined newly for triggering broadcast registration. When the device supports both OMA DRM v2.0 registration and XBS registration, this trigger can be used by the RI to indicate to the device to include the BroadcastRegistrationRequest extension in the Registration Request.
If the following trigger message is delivered to the device, the device SHALL send the Registration Request message with the BroadcastRegistrationRequest extension. 
The BroadcastRegistration Trigger is defined using the <extendedTrigger> mechanism specified in Appendix C.3.4.
The full extensions to the ROAP schema for triggers required to add this trigger are shown in the following. See also Appendix  for a definition of the extensibility mechanism upon which the new trigger is built.

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>
<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string" use=”required”/>

      </extension>

    </complexContent>

</complexType>

<complexType name="BroadcastRegistrationTrigger">

   <complexContent>

      <extension base="roap:BasicRoapTrigger">

         <attribute name="type" type="string" use=”required” fixed=”broadcastRegistration”/>
      </extension>

   </complexContent>

</complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap:RegistrationRequestTrigger"/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>

      <element name="extendedTrigger" type="roap:ExtendedTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name="proxy" type="boolean"/>

</complexType>

Figure 1: Broadcast registration trigger complex type

The XML representation of the broadcast registration trigger is defined by the BroadcastregistrationTrigger type below and also validates against the ExtendedRoapTrigger type defined in Appendix C.3.4. It SHALL be signalled as an <extendedTrigger> element with the type attribute set to "broadcastRegistration". The elements in the broadcast registration trigger have the following meaning: 

· The RI ID MUST uniquely identify the Rights Issuer.
· If present, the <riAlias> element SHALL be processed according to [DRM-v2].
· The <nonce> element provides a way to couple ROAP triggers with ROAP requests. 

· The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction. When the <roapTrigger> element carries an <extendedTrigger> element with the type attribute set to "broadcastRegistration", the PDU MUST be a ROAP-RegistrationRequest with broadcast extension field in the PDU.

· If the trigger is signed, the <ds:Reference> element of the <ds:SignedInfo> child element of the trigger <signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute.
7.3.2 Registration Request

Rights issuers can derive from the device capabilities in the device certificate the modes of operation supported by the registering device. From this information it should be possible to determine whether to include the extensions (defined in the next section) in the registration response or not. To avoid possible confusion, an extension is defined for the ROAP-RegistrationRequest to allow a rights issuer to determine directly whether or not to include the broadcast extensions in ROAP-RegistrationResponse. The extensions SHALL be included in the Registration Request Message by the DRM Agent if the device wants to do a broadcast registration and if the device is a mixed-mode device.  In case a mixed-mode device, not acting in response to a ROAP registration trigger, uses the “BroadcastRegistrationRequest” in a Registration request message to RI and the RI aborts the registration, the device SHOULD try the registration request again without the “BroadcastRegistrationRequest”.
Extensions: The following extensions are defined for the ROAP-RegistrationRequest message in addition to the extensions already defined.

Broadcast Registration Request: This extension allows a device to indicate to a broadcast enabled Rights Issuer to use the broadcast extensions in the registration response.

The following schema fragment defines the Broadcast Registration Request extension to the ROAP schema:

<complexType name="roap:BroadcastRegistrationRequest">

  <complexContent>

    <extension base="roap:Extension">

    </extension>

  </complexContent>

</complexType>
<element name=”broadcastRegistrationRequest” type=”roap:BroadcastRegistrationRequest”/>
When included in a ROAP-RegistrationRequest, this extension MUST be marked as critical. It SHALL be sent as an element <roap:broadcastRegistrationRequest> in an ExtensionContainer (see Appendix C.3.2).
Change 2:  Remove the definitions of extendedTrigger from section 9.2.1 as they are now in section 7.3.1

9.2.1 ROAP-TokenAcquisitionTrigger 

The extensibility mechanism of the ROAP schema required to add this trigger is defined in Appendix C.3.4.

The XML representation of the token acquisition trigger is defined by the TokenAcquisitionTrigger type below and also validates against the ExtendedRoapTrigger type defined in Appendix C.3.4. It SHALL be signalled as an <extendedTrigger> element with the type attribute set to "tokenAcquisition". The elements in the token acquisition trigger have the following meaning: 

· The RI ID MUST uniquely identify the Rights Issuer.
· If present, the <riAlias> element SHALL be processed according to [DRM-v2].
· The <nonce> element provides a way to couple ROAP triggers with ROAP requests. 

· The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction. When the <roapTrigger> element carries an <extendedTrigger> element with the type attribute set to "tokenAcquisition", the PDU MUST be a ROAP-TokenAcquisitionRequest PDU.

· The Token Delivery ID identifies the token request in a similar way to the way the RO ID identifies an RO.

· If the trigger is signed, the <ds:Reference> element of the <ds:SignedInfo> child element of the trigger <signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute.

The token acquisition trigger is defined using the complex type roap:TokenAcquisitionTrigger which is shown below and added to the ROAP schema. 











































<complexType name="TokenAcquisitionTrigger">

   <complexContent>

      <extension base="roap:BasicRoapTrigger">

         <sequence>

            <element name="tokenDeliveryID" type="ID"/> 

            <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

         </sequence>

        <attribute name="type" type="string" use=”required” fixed=”tokenAcquisition”/>

      </extension>

   </complexContent>

</complexType>























Figure 23: Token acquisition trigger complex type

Change 3:  Change reference in Appendix
C.3.4 Extending the ROAP Trigger type

The ROAPTrigger type has been defined in [DRM-v2] Section 5.2.1. In this section, the ROAP Trigger types are reformulated keeping the same semantics as the original schema but allowing for easier integration of future extensions. Based on the reformulation, an extensible trigger is added to this definition.

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string" use=”required”/>

      </extension>

    </complexContent>

</complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap:RegistrationRequestTrigger"/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>

      <element name="extendedTrigger" type="roap:ExtendedRoapTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>

Future versions of OMA DRM MAY define additional ROAP triggers that can be received by implementations of this version of OMA DRM. In this case the <roapTrigger> element carries an <extendedTrigger> element, containing details of the requested protocol. The <extendedTrigger> element SHALL validate against the ExtendedRoapTrigger type defined in this specification. It SHALL contain a type attribute signalling the protocol that is triggerred by the <extendedTrigger> element. The type attribute is used to determine whether or not this trigger is known. Unknown triggers MUST be disregarded. 
The ExtendedRoapTrigger type provides a forward-compatible structure forhe ExtendedRoapTrigger type defines the structure all future ROAP triggers SHALL be valid against in order to support forward compatibility. The <any> wildcard in this structure defines the location for all future extensions by additional elements. To signal the initiation of a new protocol, future specifications may introduce new extended ROAP triggers. For such future triggers, either the existing ExtendedRoapTrigger type contains all the needed information, or some additional elements are needed to be included. In the former case, the currently defined ExtendedRoapTrigger type can be re-used by defining a new fixed value for the type attribute to signal the triggered protocol.  In the latter case, it is advised to derive a new type (e.g. by extending the BasicRoapTrigger type), adding the needed elements and defining a type attribute with a fixed value to signal the triggered protocol. 

The definition of the  BroadcastRegistrationTrigger type in Section  7.3.1 provides an example of how to define extended triggers with additional elements.
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