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1 Reason for Change

Note to Editor: This CR assumes that CR-2008-0055R01 is already included in the spec, i.e. changes are based on CR-55R01.

CR-2008-0055R01 addresses multiple STKM streams per service provider in the case of the DRM profile. This CR proposes a clarifying sentence on the reason for this, i.e. that parallel SEK/PEK keys help on countering a leaking SEK/PEK, by helping to identify the group (e.g. device type) from which the SEK or PEK is leaking.
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following changes.
6 Detailed Change Proposal

Change 1:  Section 10.1.1
10.1.1 Short-Term Key Message (STKM) Streams Binding

The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. An encrypted media stream must reference one or more STKM streams, each providing secure delivery of the same Traffic Encryption Keys (TEKs). 
· In case of  Smartcard Profile, there is only one STKM stream per service provider that carries the STKM as specified in section 6.7. There can be more than one STKM stream if there are more service providers than one. 
· In case of DRM Profile, one or more STKM streams carry the STKM as specified in section 5.5. Multiple STKM streams per service provider can be used to identify a compromised device or device type with a security weakness in its implementation by which an attacker would be able to publish the SEK or PEK. A service provider can target the STKM to a device group by using the attributes srvCIDExt and prgCIDExt. The device can detect by this attribute for which of the parallel STKM streams it has the SEK/PEK. In case of a leakage, the operator can re-group the recipient devices in order to identify where the leak is. I.e. by changing the grouping, issuing new Rights Objects, and monitoring which SEK or PEK the attacker publishes, the service provider can narrow down the group of potentially leaking devices or device types. Once the leak is located, appropriate measures can take place.
AES in counter mode requires that the same key stream is never reused.  In the case that the same STKM stream is shared among several media streams – a distinct IV must be provided for each such media stream.  This is already the case for SRTP-based encryption (where each IV is based on the SSRC value in the RTP header).  

In the case of IPsec, only AES in CBC mode is currently supported.  

In the case of ISMACryp the effective IV value is based on the salting key k_s that can be made different for each media stream.  To ensure that ISMACryp can safely allow sharing of the same STKM stream between multiple media streams, each such media stream MUST have a unique salting key k_s specified in the SDP file.
Example: A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM Profile) STKM stream and one for KMS#2 (supporting Smartcard Profile) STKM stream.

This way, the terminal will only listen to and process the STKM stream coming on the relevant IP connection. SDP [RFC4566] is used to describe the STKM stream(s) associated with each media stream. The following attribute is defined for mapping STKM streams to media streams in the SDP:
Table 1: Definition of stkm stream SDP attribute

	Attribute
	Terminal support
	Server support
	Type
	Purpose

	stkmstream
	Mandatory
	Mandatory
	Stream Reference
	Reference to the ID of the STKM stream (assigned by the parameter “streamid”) indicating which STKM stream applies to this media stream .


The attribute can be at session level, in which case it applies to all media streams, or the attribute can be at media level, in which case it only applies to the specified media and would override possible session level attributes.
The SDP attribute stkmstream as defined in Table 1 SHALL be supported.
Each session or media stream can have multiple stkmstream attributes. Using this attribute the terminal can lookup the corresponding STKM stream announcements and figure out which one to listen to and process.  We note that this attribute is optional and hence would not be there for unencrypted media streams.
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