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1 Reason for Change


CR-2008-0055R01 addresses multiple STKM streams per service provider in the case of the DRM profile. This CR proposes a clarifying sentence on the reason for this, i.e. that parallel SEK/PEK keys help on countering a leaking SEK/PEK, by helping to identify the group (e.g. device type) from which the SEK or PEK is leaking.

R01 addresses concerns that rose during the discussion that the current place of the text seems to imply a comparison between two solutions. As proposed during the discussion, the text is moved to section 5.5 which addresses DRM profile only. Furthermore it is marked as informative. Classification to clerical.
I.e. change 1 was deleted, change 2 was added based on latest SPCP spec
2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following changes.

6 Detailed Change Proposal

Change 1:   deleted
10.1.1 

· 
· 






	
	
	
	
	

	
	
	
	
	





Change 2:  Adding a new section 5.5.3 (informative)  

5.5.2 Authentication for STKMs for OMA DRM 2.0 Extensions

A STKM can contain two MAC fields: The program MAC and the service MAC.  If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The Service Authentication Key (SAK) and the Program Authentication Key (PAK) will be derived from the Service Authentication Seed and the Program Authentication Seed respectively which are transmitted together with the encryption keys in the LTKMs. (How this is carried in the BCRO and RO is explained in [XBS DRM extensions-v1.0], Section C.14.2.1 and C.14.2.2, respectively.)  A RO for a service will contain Service Encryption and Authentication Keys (SEAK) and a RO for a program will contain Program Encryption and Authentication Keys (PEAK). 

To obtain the SAS or PAS from the BCRO the encrypted SEAK/PEAK is decrypted with the Inferred Encryption Key (IEK, see Section 4.1 in [XBS DRM-extensions-v1.0]):


[image: image1.wmf]))

}(

{

}(

{

(

128

SEAK

IEK

E

IEK

D

LSB

SAS

=



[image: image2.wmf]))

}(

{

}(

{

(

128

PEAK

IEK

E

IEK

D

LSB

PAS

=


The authentication key is generated from the authentication seed:
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where :

CONSTANT_SAK = 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK = 0x010101010101010101010101010101 (120 bit)

The SAK or PAK is used in the MAC generation / verification of the STKM. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using authentication keys of 160 bit in both cases.

The function fauth consists of several steps:

Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output blocksize 128 bits as defined by IPsec WG in IETF. Please note:

Refer to [RFC3566] for the AES-XCBC-MAC-PRF based key generation function.

Refer to [RFC3664] for the requirement NOT to truncate the generated key material.

Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm.. PRF+ describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:
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where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate constant as described in this section, Section Error! Reference source not found. and [XBS DRM extensions-v1.0]. The amount of blocks to derive is defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
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The 160 bit authentication key is taken from the generated key material as follows:
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The generated authentication key is applied as described in this section and Section Error! Reference source not found..
5.5.3 Security consideration on compromised devices or device types (informative)

If a particular device or device type gets compromised in such a way that it enables an attacker to publish the SEK/PEK or TEK, countermeasures such as those described below could be used by the service provider. 

In case of leaking TEKs, an attacker needs to distribute a more or less continuous stream of new TEKs. Depending on the delivery method, tracing this continuous stream could allow to trace it to the origin.

In case of leaking SEK or PEK, the change of the SEK and/or PEK is one countermeasure. Another option could be to trace the source of the leak. In the DRM Profile, multiple STKM streams per service provider, each protected by a different SEK/PEK, can be used to identify a compromised device or a device type with a security weakness in its implementation. A service provider can target the STKM to a device group by using the SDP attributes srvCIDExt and prgCIDExt ([Note to Editor, please link] see section 10, table 50). The device can detect by this attribute for which of the parallel STKM streams it has the SEK/PEK. The operator can re-group the recipient devices in order to identify where the leak is. I.e. by changing the grouping, issuing new GRO, and monitoring which SEK or PEK the attacker publishes, the service provider can narrow down the group of potentially leaking devices or device types. 

Once the leak is located, appropriate measures can take place. 
5.6 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer key hierarchy model and describes how to protect data. The services considered for the BDS delivery are streaming sessions and file downloads, for which service and content protection is described in the following sections.
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