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1 Reason for Change

Note to EDITOR - this CR MUST only be included AFTER incorporating CR-2007-0820, i.e it is based on CR-820 changes.
- Change 1

The parental control PINCODE is managed in the BCAST DF. The text as proposed in CR-2007-0820 needs further clarification, which is added in this CR.

- Change 2

Clarification regarding the P1 parameter. 
Table headline corrected.
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following change.
6 Detailed Change Proposal

Change 1:  Appendix E.3
E.3 OMA BCAST DF

For the purpose of OMA BCAST key management, a Dedicated File has been defined under the ADF_USIM. The identifier of this Dedicated File is ‘5F80’.

The Terminal SHALL select the BCAST DF before issuing any command related to BCAST operations, e.g. AUTHENTICATE, VERIFY PIN, or OMA BCAST commands. 
The Parental Control PIN SHALL be a local PIN in the card that is assigned to the BCAST DF and SHALL be uniquely used for the parental control function. When PINCODE management is supported in the smartcard, the FCP template in the response of selecting the BCAST DF SHALL contain the key reference of the Parental Control PIN. 
Elementary Files that could be defined in future versions of this document will be defined under this Dedicated File. 
The terminal SHALL prompt the user for verification of the parental control PINCODE only after reception of the response of the AUTHENTICATE command in MTK generation mode where the operation status code is "PINCODE required", as specified in 6.7.3.10.1 (Note to Editor: please link).
If the parental control PINCODE is not used, it SHALL be disabled and not be used by the terminal. 

Change 2:  Appendix E.2.1
E.2.1 Command Description

A new command has been defined in 3GPP/ETSI for OMA BCAST Key management system. 

Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The command can be used in several modes:

· SPE Audit mode

· SPE Record Signalling mode 

· Recording Audit Mode

Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.

Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.

How the OMA BCAST command can chain successive blocks of OMA BCAST data and OMA BCAST response data is specified in [3GPP TS 31.101 v6].
Table 17: Coding of the OMA BCAST command
	Code
	Value

	CLA
	As specified in [3GPP TS 31.101 v6]

	INS
	'1B' 

	P1
	As specified below

	P2
	See table below

	Lc
	Length of subsequent data field

	Data
	See below

	Le
	‘00’


P1 Parameter
Parameter P1 is used to control the data exchange between the terminal and the Smartcard. The P1 values for this OMA BCAST command are the values defined in [3GPP TS 31.101 v6] for the AUTHENTICATE command with an ODD INS code.

P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

