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1 Reason for Change

An OMA BCAST smartcard profile NAF must retrieve bootstrapping session information from a BSF in order to authenticate Ua requests, e.g. MBMS user registration or LTKM Requests. The NAF retrieves this information via the Zn interface. However, the relevant 3GPP specifications do not define exactly how the BSF’s Zn URL should be constructed, in particular where a shared NAF communicates with the multiple BSFs. 
In many commercial deployments of the smartcard profile, several operators will share a broadcast network (and the related NAF) which retaining an individual BSF. It would be beneficial if the NAF could automatically direct the Zn request to the relevant BSF based on the B-TID of a particular subscriber. The B-TID contains the domain of the relevant operator and is therefore can be used for this purpose. 
This CR proposes a method of deriving a default Zn URL from a B-TID. The BSF host name derivation is based on the mechanisms already defined in TS.23.003 (Section 16.2) for an ISIM performing Ub to derive the BSF host name. 


Note that the changes defined in this change request are informative, not normative. 
R02 changed the prefix to https and make some changes to the text describing the derivation. It changed the path part of the derived URL and added the port number defined by Iana for Zn (See http://www.iana.org/assignments/port-numbers ) 
R03 fixes the B-TID format and related bsf domain name. R03 also clarifies that we are talking about the Zn over web services in this CR, not Zn over Diameter. Finally, it renoves the https: prefix as many different possibilities are available for securing the Zn interface. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  Reference derivation of Zn URL 
6.5 Layer 1: Subscriber Key Establishment
6.5.1 Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two shared keys to secure communiction between the BSM and the terminal: The Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the terminal, and the Subscriber Request Key (SRK), which is used to secure communication between the terminal and the BSM. The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK), where the MBMS keys are as defined in [3GPP TS 33.246 v7]. 

The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are derived by running the GBA bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246 v7].  In particular, the Ua protocol used for this GBA procedure is the Ua protocol defined for MBMS.  The Ua protocol value is defined in annex H.3 of [3GPP TS 33.220 v6]: (0x01 0x00 0x00 0x00 0x01): Ua security protocols according to [3GPP TS 33.246 v7].  Annex I describes a method to derive the Zn URL (the URL to which Zn requests are directed when Zn is over web services) used in the GBA procedure when a shared NAF and many BSFs are used. 
The relationship of the BSM to the GBA NAF and BSF elements is described in Section ‎4.1.4.2.
Change 2:  Zn URL Derivation. A new annex.   

Annex I: Deriving the Zn/Zn’ URL (Informative) 
In some deployments, the same NAF may interact with the BSFs of multiple operators, e.g. where a DVB-H metwork is shared by multiple operators. Where Zn over web services is used,the NAF must therefore direct Zn  requests to the correct BSF and to the correct URL on that BSF.  If the Zn URLs are not preconfigured in the NAF, it is recommended that the method defined below is used to derive the Zn URL used in the GBA procedure. This applies to the case where the NAF is able to communicate directly with the BSF.  In the case where a Zn-Proxy is used between the NAF and BSF (as specified in [3GPP TS 33.220 v6]), it is recommended that the Zn proxy use this method to derive the Zn’ URL rather than the Zn URL. 
OMA BCAST recommends that the default Zn URL be constructed using the B-TID received by the NAF from the UE over Ua as follows: 
The fully qualified domain name is extracted from the B-TID and the path “/Zn” is added.  The protocol is “http:” The port number is 5320 as defined by IANA for Zn. For example, for a B-TID of base64encode(RAND)@ bsf.mnc015.mcc234.pub.3gppnetwork.org, the Zn URL resolves to: 

http:// bsf.mnc015.mcc234.pub.3gppnetwork.org:5320/Zn
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