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1 Reason for Change

The RFC 4563 does introduce the possibility to use the CS ID map type ‘empty map’ in LTKMs indicating that the map/policy information is conveyed outside of MIKEY. This has been introduced for use in combination with ISMAcryp and IPSec protected streams but should also be made available for optional use in combination with SRTP protected streams.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested to accept the changes proposed.
6 Detailed Change Proposal

Change 1:  Introduction of empty map for SRTP 
6.7.4
STKMs and traffic encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to Section ‎10.1 on how this is signaled)

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside a FLUTE session, together with the protected traffic, having its own FDT entry.

SRTP

3GPP MBMS security [3GPP TS 33.246 v7], on which the Smartcard Profile is based, is designed for use with SRTP. It follows that the STKM defined in Section ‎6.7 is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the STKM.   The SRTP Master Key (MK, 128 bits) and Master Salt (MS, 112 bits) SHALL be sent within the STKM.  For compatibility with the DRM Profile a NULL MS MAY be sent.
The correct TEK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which SHALL be included in the SRTP packets as defined in [RFC 3711]. The MKI SHALL be the TEK ID, unless compatibility with MBMS terminals is required in which case the MKI SHALL be a concatenation of SEK/PEK ID and TEK ID, i.e. MKI = (SEK/PEK ID || TEK ID).  See Section ‎11.3.2 for further details on the requirements related to sharing protected traffic streams

The key derivation rate MAY be zero.
The CS ID map type subfield in the LTKM message MAY be set to value '1' (empty map) as defined in [RFC4563], which indicates a current rollover counter of zero.  
ISMACryp
The Smartcard Profile STKM, defined in Section ‎6.7, is compatible with ISMACryp.  For content encryption, the usage of ISMACryp SHALL be signalled by traffic_protection_protocol value in the STKM.  The Smartcard Profile TEK ID corresponds to the key_indicator in the DRM Profile STKM. The key_indicator sent in the OMABCASTAUHeader as part of the encrypted stream SHALL correspond to the TEK ID (2 bytes) sent in the EXT MBMS payload of the STKM.  Note that, unlike for SRTP, there is no requirement for compatibility with MBMS only terminals and therefore the key_indicator is never required to be a concatenation of SEK/PEK ID and TEK ID, i.e. SEK/PEK ID || TEK ID.  The 128 bit TEK SHALL be transported, as for SRTP, in the KEMAC field of the STKM.
 The CS ID map type subfield in both LTKM and STKM message SHALL be set to value '1' (empty map) as defined in [RFC4563], regardless of SRTP authentication is used or not.  The MIKEY inner key derivation follows [RFC3830] section 4.1.4. 
If no SRTP authentication is used, the 128 bit encryption key SHALL be sent instead of the MK.  The MS is not used.  Salt keys SHALL be signalled in SDP.  No SRTP key derivation is done in ISMACryp.
If SRTP authentication is used, MK (128 bits) and MS (112 bits) SHALL be sent within the STKM and used to derive encryption and authentication keys as per SRTP [RFC3711].
IPsec
IPsec encryption SHALL be signaled by traffic_protection_protocol value in the BCAST STKM. The 4-byte SPI sent in IPsec packets SHALL consist of constant prefix 0x0001 followed by the 2-byte MTK ID. In other words, SPI = (0x0001 || MTK ID).

The security policy information is as specified in this document, and the CS ID map type subfield in both LTKM and STKM MIKEY message SHALL be set to value '1' (empty map) as defined in [RFC4563].  Consequently cs_id SHALL be set to 0x00000000 within the IPsec key derivation of section 4.1.3 in [RFC3830].

The MTK SHALL be transported in the KEMAC field. The 16-byte IPsec encryption key (the key for ESP encryption) SHALL be derived from the MTK as specified by MIKEY ([RFC3830], Section 4.1.3) using the "encryption key" constant. If traffic authentication is used, the 16-byte Traffic Authentication Seed (TAS) SHALL be derived from the MTK as specified by MIKEY using the "authentication key" constant. The IPsec authentication key (TAK, 20 bytes) is derived from the TAS, as described in Section ‎9.1. No salt is used.
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