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1 Reason for Change

Keys that are used to decrypt the content are delivered by the smartcard to the terminal when the user is authorized to access to this content. If the delivery of these keys is done in clear on the interface between the terminal and the smartcard, the re-transmission of keys, spied on the interface, to other devices is then a possible attack. The encryption of the TEK on the terminal/Smartcard interface is then a necessary need. The current specification describes the terminal binding key mechanism which allows the transmission of TEK wrapped with a key common to all terminals. This solution is a weak solution as if one terminal is compromised, the entire system is compromised. A stronger solution is then necessary for the deployment of BCAST1.0.
This CR describes the introduction of a Secure Authenticate Channel and a TEK Protection mechanism that could be used optionally in the BCAST1.0

The SAC (Secure Authenticated Channel) defined by ETSI is defined for generic purpose, designed to address a large number of use-cases where all communications are critical between the terminal and the application in the UICC. The Secure Authenticate Channel could be used when the BCAST function in the Smartcard is independent from the USIM and defined in a separate application. 
The TEK Protection is a simpler solution than the SAC, protecting the TEK in the response of an MTK generation command that delivers the TEK to the terminal, and that could be used if the BCAST function is in the ADF USIM or in a separate ADF.
The TEK protection mechanism has been defined to be a nearly subset of the SAC and use common functions with the SAC:

· Local Key Establishment

· Key derivation used for MasterSA in SAC and which computes the Master Secret is the same than the key derivation to obtain EncKey and MacKey for TEK Protection

· MAC algorithm used for ConnectionSA is the MAC algorithm used for TEK protection.

· The Counter Limit and Key lifetime for SAC are re-used for TEK protection. The only difference is that TEK protection uses only 2 counters (MasterSA(SAC)= Ks_local Counter (TEK Protection); Derived_Key Counter is limited to 4 bytes instead of 8bytes for SAC( Transaction Counter))
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2 Impact on Backward Compatibility

N/A.

3 Impact on Other Specifications

None identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-V1_0-20080505-D
It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal

Change 1:  Change in Normative References §2.1
	[3GPP TS 33.110 v7]
	“Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal (Release 7)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.110, 
URL: http://www.3gpp.org/


Change 2:  Change in Definitions §3.2

	TEK Protection
	The TEK Protection will be used each time it is considered that the TEK cannot be exposed in clear between the Smartcard and the terminal. It consists of an encryption of the TEK before transmission to the terminal in the response to the AUTHENTICATE Command containing a STKM.


Change 3:  Change in EXT BCAST for STKM §6.7.2 and 6.7.3

6.7.2 EXT BCAST for STKMs

To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload SHALL be included in the STKM. This payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.  

The terminal SHALL support the processing of the all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor.  If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria (if it is transmitted in the EXT BCAST for STKM).  Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] ignore the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.

Table 1: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): The subtype is equal to 2 and the SubType specific data SHALL contain Smartcard Profile STKM Management Data defined below.

Table 2: Format of Smartcard Profile STKM Management Data
	Smartcard Profile STKM Management Data
	Length (in bits)
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	7
	bslbf

	

TEK_Protection_required
	1
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


6.7.2.1 Coding and Semantics of Attributes

Section Error! Reference source not found. introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile. Any Smartcard Profile specific attributes are introduced below.

terminal_binding_flag – indicates whether or not terminal binding is required for the Smartcard Profile. 0 indicates it is not required, 1 indicates it is required.

TEK_Protection_ required  –indicates whether or not a TEK protection is required between the Smartcard and the terminal. 0 indicates that TEK protection is not required, 1 indicates that TEK protection is required.

Change 4:  Change in section 6.7.3.7
6.7.3.12 STKM Processing based on the LTKM security_policy_extension (SPE)
Note that the processing described below is done AFTER having successfully selecting the security policy extension to use based on the key validity check, as explained above in Section Error! Reference source not found..
The secure function SHALL NOT send a verification message as a response to an STKM even in the case where the V-bit in the STKM message is equal to 1. 

In the following descriptions, the term “decrypted material” is used to denote the TEK and Salt key (if Salt key is available), which may be returned
1. In the clear
2. Or wrapped by the TBK 
3. Or re-encrypted  (see Appendix E(Note for Editor: add a link to the corresponding section))
· if the TEK_Protection_required flag is set to 1 in the STKM message

· and the TEK Protection is supported by the Smartcard 

· and a valid Key established have taken place between the Smartcard and the Terminal,
The description of this TEK protection and the Key establishment are described in the 6.13.
If the secure function is located on the Smartcard, the secure function SHALL perform the check of TEK_Protection_ required flag in the STKM message before the processing of STKM based on SPE i.e. before any TEK is returned to the terminal:
· If the TEK_Protection_ required flag is set to 1 and no valid Ks_local exists in the Smartcard, the secure function SHALL return in the response of the AUTHENTICATE Command the operation status code ‘security policy not satisfied; Key establishment needed’

· If the TEK_Protection_ required flag is set to 1 and a valid Ks_local for TEK Protection exists in the Smartcard then the processing of STKM resumes and the TEK and Salt will be encrypted as per section 6.13 and sent in the response to the AUTHENTICATE Command. (see Appendix E (Note for Editor: add a link to the corresponding section).
· If the TEK_Protection_ required flag is set to 0 then the processing of STKM resumes and the TEK and Salt will be returned without encryption in the response of the AUTHENTICATE Command MTK Generation (see Appendix E (Note for Editor: add a link to the corresponding section).). In this case the TEK is in clear or wrapped by TBK if the Terminal Binding Key is used. 
Upon reception of the status code ‘security policy not satisfied; Key establishment needed’, the terminal checks if the Smartcard supports the TEK protection (Feature n°1) in the EFBFT under the OMA BCAST DF 

· If the Smartcard supports the TEK protection mechanism and GBA-based Local Key Establishment Mechanism and the terminal supports the TEK Protection mechanism, the terminal launches a Key Establishment between UICC and terminal procedure as described in 6.13. (Note for Editor: add a link to the corresponding section).
If the Smartcard and  the terminal doesn’t support the same protection mechanism, the terminal informs the user that the content is not accessible.

Change 5:  Change in 6.7.3.12

6.7.3.13 Decrypted material
When the TEK is returned by the secure function to the terminal, the TEK is 
1. in the clear, if neither TBK nor the TEK protection is required
2. wrapped by the TBK if 
a. the secure function is located on the Smartcard and
b. the Terminal Binding Key (TBK) is used (terminal_binding_flag set to 1)..
3. encrypted as per section 6.13 if 
· the TEK_Protection_ required flag is set to 1 in the STKM message.
· the secure function is located on the Smartcard and the TEK Protection is supported by the Smartcard 

· a valid Key Establishement as taken place with the Terminal,
Change 6:  Change in § 6.8.1.2

6.8.1.2 Content Protection of Streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Broadcast Permissions Issuer.

For terminals using the Smartcard Profile, the appropriate key material can be requested based on the Program or Service ID.

The Permissions Issuer can provide content protection for the Smartcard Profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / Smartcard, the terminal SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by a a security policy extension contained in the EXT BCAST payload in the LTKM (see Section Error! Reference source not found.). If the EXT BCAST payload is not present in the LTKM or does not contain a security policy extension, it SHALL not be possible to use the SEK/PEK to access the same content more than once. This is achieved through the processing described in Section Error! Reference source not found.. 

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the Smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-Smartcard interface SHOULD be secured.  This includes appropriate terminal authentication to the Smartcard.

For (U)SIM Smartcard Profile, the Smartcard-terminal interface SHOULD comply to [ETSI TS 102.484] or SHOULD support the TEK protection described in 6.13 (Note for Editor: add a link to the corresponding section)  and [3GPP TS 33.110].  For (R‑)UIM/CSIM Smartcard Profile terminals, the Smartcard-terminal interface SHOULD support the TEK protection described in 6.13 (Note for Editor: add a link to the corresponding section).
Change 7:  Add a new section 6.13

6.13 TEK Protection
The TEK Protection is used when the broadcasted content is critical and the TEKs that protect this content need dedicated protection when transmitted between the Smartcard and the terminal, Critical contents are signaled by the TEK_protection_required flag in the STKMs. 

The TEK Protection consists of an encryption by the Smartcard of the TEK before sending the response to the AUTHENTICATE Command carrying a STKM. 

Two keys are derived from the Key, Ks_local that has been established between the terminal and the Smartcard. 

· The EncKey which will be used to encryption of the TEK

· The MacKey which will be used to compute the MAC. 

The procedure used for this Key Establishment is the procedure described in the [3GPP TS 33.110] with the parameters defined in the following section 6.13.1
If the smartcard supports the TEK Protection, it shall support the Key establishment defined in [3GPP TS 33.110], and Feature n°1 in the EFBFT under the OMA BCAST DF is set
6.13.1 Key establishment
The Key establishment procedure SHALL be compliant to [3GPP TS 33.110].
If the terminal and the Smartcard supports the TEK protection, and the GBA-based Local Key Establishment Mechanism (service n°76 in the EFUST under the ADF USIM) is set, both SHALL apply the procedure that will lead the Smartcard and the Terminal to share:


· Ks_local (32bytes). 

· Ks_local is a Ks_local “per application”as defined in 3GPP 33 110 . Ks_local is stored in the Terminal and the Smartcard and is identified by the Ks_local_ref:

· Ks_local_ref is the concatenation of the following fields exchanged during the key establishment (Ks_local_Ref = Terminal_ID||Terminal_appli_ID||UICC_ID|| UICC_Appli_ID)
· UICC identifier (10bytes): Content of EFICCID under the MF as defined in TS102 221.
· UICC application identifier (16bytes): USIM_AID followed by

· .tp = TEK Protection
· Terminal Identifier (10bytes): IMEI of the terminal

· Terminal application identifier (?bytes): terminal.scp.omabcast100 followed by

· .tp = TEK Protection
· Ks_local key lifetime

· Counter Limit value (16 Bytes): These fields tracks the maximum number of times that the key Ks_local and the Derived key can be used. It is split as follows:
·  Bytes 1 – 2: reserved for future use.

· Bytes 3 – 4: Ks_Local Counter Limit: maximum number of times the Ks_local could be derived before a new Ks-Local  key shall be agreed between the smartcard and the terminal (corresponding to Master SA counter Limit defined in ETSI TS 102 484 §5.1.4)
· Bytes 5 – 12: reserved for future use.
·  Bytes 13 – 16: Derived_key Counter Limit: maximum number of times the Derived key can be used to protect the TEKs before a new derivation occurs (corresponding to individual secure transaction counter limit defined in ETSI TS 102 484 §5.1.4)
6.13.2 Key material handling and expiration
The procedure described here below is the procedure described for SAC in ETSI TS 102 484 § 5.1.4.5.
The derivation occurs when the KS_local is used for the first time after the Key establishment between the Smartcard and the terminal, and when the derived keys have been used the maximum number indicated by the Derived_key Counter Limit, value agreed during the Key establishment (see 6.13.1).
At each Encrypted TEK returned, the Derived_Key Counter is increased. When this counter reaches Derived_key Counter Limit value, the next encrypted TEK is sent with updated parameters needed for a new derivation, (RAND and Identifier of the Ks_Local key), and the Derived_Key Counter is reset.
The Ks_Local Counter is increased at each derivation of Ks_Local key. When the Ks_Local Counter reaches Ks_Local Counter Limit value, the smartcard erases the KS_local, and a new Ks_local establishment procedure SHALL occur when needed. The Ks_Local Counter is reset at each new Ks_local establishment procedure.
The terminal SHALL have a key lifetime for the KS_Local. The Key lifetime has been set during the Ks_Local establishment. Once the Key lifetime limit is reached for the KS_Local, the terminal SHALL delete that key. A new key establishment SHALL then occur if a Ks_Local is needed. The terminal should not allow the user to manipulate the timing mechanism used to calculate the lifetime of the Ks_Local key.
6.13.2.1 KS_Local derivation
The KS_Local key established between the terminal and the smartcard is not directly used for the encryption of TEK, but is derived to obtain the EncKey used to encrypt the TEKs. A MAC is also used to ensure integrity of data transmitted from the smartcard to the terminal and ensure that the Key material is the same in the Smartcard and in the terminal.
The derivation function used is HMAC-SHA-256 algorithm, which produces output of 256 bits. The output of this derivation is the Master Secret (MS)  defined for SAC in ETSI TS 102 484 §7.2
MacKey= 128 MSB bits of HMAC-SHA-256{Ks_Local}(RAND);
EncKey= 128 LSB bits of HMAC-SHA-256{Ks_Local}(RAND);
Where Ks_Local is the key established between the USIM and the BCAST application in the terminal for TEK Protection and identified by Ks_local_Ref, using the Key identifier data object parameters transmitted in the Authenticate command, and RAND is a 128-bits random bit-string sent by the smartcard in this Key identifier data object in the Authenticate command.

Ks_local_Ref = Terminal_ID||Terminal_appli_ID||UICC_ID|| UICC_Appli_ID
The KS-Local derivation SHALL be executed by the terminal when the Key Identifier data object present in the response of Authenticate Command has been changed. If the Key Identifier data object is not changed in the Authenticate Command then the last derived key is used for the decryption of TEK and SALT.
6.13.2.2 TEK encryption  
The smartcard sends back  (as for TBK Mechanism) the encrypted TEK and encrypted SALT in the response of the Authenticate COMMAND in MTK Generation Mode. The Ks_local key established between the USIM and the BCAST application in the terminal is used as pre-shared secret. The TEK and SALT are encrypted with a key derived from this pre-shared secret.

The EncKey derived from the Ks_Local key (see 6.13.2.1) is used to encrypt the key material (TEK and SALT if present in the STKM). 

Encrypted_KeyMaterial= AES-CBC-128{EncKey}(TEK||SALT)

Using the following initialization vector:

IV =  0x0000
The EncKey used is the last derived key if the Key Identifier data object has not been modified in the Authenticate Command. If the Key Identifier data object is modified in the Authenticate Command, then the terminal SHALL execute the Ks-Local key derivation before the decryption of the TEK and SALT. 
6.13.2.3 Integrity
A MAC is computed to ensure integrity of the message. MAC is computed on data of the OMA BCAST Operation Response - BCAST management_data Operation starting from MBMS operation response Data Object tag (‘73’) and ending with the Encrypted Key material data object TLV transmitted in the response of Authenticate Command in MTK generation mode.
The algorithm used for this MAC computation is HMAC-SHA-256 and the key used for this MAC computation is the MacKey resulting in the KS-Local derivation defined in 6.13.2.1. The MAC algorithm used is the MAC algorithm used for the verification of ConnectionSA setup in the SAC defined in ETSI TS 102 484 §7.3
Change 8:  Change in Appendix E.1

E.1 Extension of the  MBMS Security Context
The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], have been extended to enable BCAST information to be returned to the Terminal.

Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode that comprises one sub-mode:

· The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

Other sub modes could be defined for future extension of the BCAST specification.

Table 3 contains the definition of Operation Status code used for the operations defined in the following sections.

Table 3: Operation Status Code Coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user_purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0D
	SPE used for Recording

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed

	0x10
	rating_type/level-granted pair has been successfully changed

	0x11
	PINCODE and rating_type/level-granted pair has been successfully changed

	0x12
	Security policy extension not supported

	0x13
	security policy not satisfied; Key establishment needed


E.1.1 MTK Generation Mode
In case of BCAST successful operation in the processing of MTK Generation Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used. 
In case of failure in the BCAST processing of MTK Generation Mode, the additional parameters and data defined here after for the response of the Authenticate Command SHALL be used.

If the BCAST processing of MTK Generation Mode fails during operation on Security Policy Extension (i.e. during the update of purses, TEK counter and Playback counter), the OMA BCAST operation response for security policy extension operation described below, SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on parental control enforcement, the OMA BCAST operation response for parental control operation described below SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on location based restriction enforcement, the OMA BCAST operation response for location based restriction operation described below SHALL be returned to the Terminal.
E.1.1.1 OMA BCAST Operation Response:  BCAST management_data Operation

If the TEK are transmitted in clear or wrapped by TBK (see 6.7.3.12), the OMA BCAST operation response for security policy extension operation is the following:
Table 4: Coding of OMA BCAST Operation Response - BCAST management_data Operation – TEK without encryption
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	 A+2+B+1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	A+2+B+2
	BCAST management_data response Data Object length (1)
	
	1

	A+2+B+3
	BCAST management_data  response Data Object 
	
	1

	A+2+B+4
	TEK Data Object tag'86' (Note1)
	
	1

	A+2+B+5
	TEK Data Object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	TEK Data Object
	
	D

	(A+2+B+5+D)+1
	SALT Data Object tag ‘87’
	
	1

	(A+2+B+5+D)+2
	SALT Data Object Length (E)
	
	1

	(A+2+B+5+D)+3 to (A+2+B+5+D)+2+E
	SALT Data Object 
	
	E

	Note1: TEK will only be returned if the BCAST management_data is success full (0x00).

Note2: SALT will only be returned if present in the incoming MIKEY message


Table 5: Coding of BCAST management_data Data Object tag'80'

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data Status code
	See Table 3
	1


Table 6: Coding of TEK Data Object tag'86'
	Byte(s)
	Description
	Coding
	Length

	1-D
	TEK
	See TS 33.246 [3GPP TS 33.246 v7]
	D


Table 7: Coding of SALT Data Object tag'87'
	Byte(s)
	Description
	Coding
	Length

	1-E
	SALT
	See TS 33.246 [3GPP TS 33.246 v7]
	E


If the TEK are transmitted encrypted as per §6.13 (see 6.7.3.12), the OMA BCAST operation response for security policy extension operation is the following:
Table xx: Coding of OMA BCAST Operation Response - BCAST management_data Operation – TEK with encryption
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	B

	 A+2+B+1
	BCAST management_data response Data Object  tag ('80')
	
	1

	A+2+B+2
	BCAST management_data response Data Object length ('01')
	
	1

	A+2+B+3
	BCAST management_data  response Data Object 
	
	1

	A+2+B+4
	Key Identifier Tag ='A0'(Note1)
	
	1

	A+2+B+5
	Key Identifier data object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	Key Identifier data object
	
	D

	A+2+B+6+D
	Encrypted Key material Object Tag (Note1)
	
	1

	A+2+B+7+D
	Encrypted Key material Object Length (F)
	
	1

	A+2+B+8+D to A+2+B+7+D+F
	Encrypted Key material Object
	
	F

	A+2+B+8+D+F
	MAC Object Tag (Note1)
	
	1

	A+2+B+9+D+F
	MAC Object Length (G)
	
	1

	A+2+B+10+D+F to A+2+B+9+D+F+G
	MAC Object (Note2) (Note3)
	
	G

	Note1: Key Identifier TLV, Encrypted Key material Object TLV and MAC Object TLV will only be returned if the BCAST management_data is successful (0x00).
Note2: MAC is computed on data of the OMA BCAST Operation Response - BCAST management_data Operation starting from MBMS operation response Data Object tag ('73') and ending with the Encrypted Key material data object TLV. 
Note3: The most significant bit of the request MAC is coded on bit 8 of the first byte following the MAC Length.


Coding of the Key Identifier Data Object
	Description
	Value
	M/O
	Length (bytes)

	Terminal_ID tag
	'84'
	M
	1

	Length
	H
	M
	1

	Terminal_ID
	Coded as defined in TS 33.110 
	M
	H

	Terminal_appli_ID tag
	'85'
	M
	1

	Length
	I
	M
	1

	Terminal_appli_ID
	Coded as defined in TS 33.110 
	M
	I

	UICC_appli_ID tag
	'86'
	M
	1

	Length
	J
	M
	1

	UICC_appli_ID
	Coded as defined in TS 33.110
	M
	J

	RAND tag
	'87'
	M
	1

	Length
	0x10
	M
	1

	RAND
	Coded as defined in TS 33.110
	M
	16


Change 9:  Change in Appendix E.3

E.2 OMA BCAST DF

For the purpose of OMA BCAST key management, a Dedicated File has been defined under the ADF_USIM. The identifier of this Dedicated File is ‘5F80’.   The Terminal SHALL select the BCAST DF before issuing any command related to BCAST operations, e.g. AUTHENTICATE, VERIFY PIN, or OMA BCAST commands.

The Parental Control PIN SHALL be a  key reference for level 2 (see table 9.3 of section 9.5.1 of [ETSI TS 102.221]) in the card that is assigned to the BCAST DF and SHALL be uniquely used for the parental control function.  For level 4, see Note below.  When PINCODE management is supported in the smartcard, the FCP template in the response of selecting the BCAST DF SHALL contain the key reference of the Parental Control PIN.  Elementary Files that could be defined in future version of this document would be defined under this Dedicated File. 
The terminal SHALL prompt the user for verification of the parental control PINCODE only after reception of the response of the AUTHENTICATE command in MTK generation mode where the operation status code is "PINCODE required", as specified in Section Error! Reference source not found..

If the parental control PINCODE is not used, then it SHALL be disabled and not be used by the terminal. 

Note: Key reference values for level 4 might be considered in the future.
The following files are defined under the OMA BCAST DF.
EFBFT (BCAST Features Table)
This EF indicates which features are available for BCAST function in the Smartcard. This file MAY be used by the terminal to discover the support of BCAST features in the Smartcard.
	Identifier: '6F00'
	Structure: transparent
	Optional

	SFI: '00'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Features n(1 to n(8
	M
	1 byte

	2
	Features n(9 to n(16
	O
	1 byte

	3
	Features n(17 to n(24
	O
	1 byte

	4
	Features n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Features n((8X‑7) to n((8X)
	O
	1 byte


	‑ Features
	
	

	   Contents:
	Feature n°1:
	TEK Protection


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other features are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of OMA.

Coding:

· 1 bit is used to code each feature:
bit = 1: feature available;
bit = 0: feature not available.

· Feature available means that the BCAST function has the capability to support the feature.
Feature not available means that the feature is not supported by the BCAST function in the Smartcard.

First byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Feature n°1

	
	
	
	
	
	
	
	
	
	
	Feature n°2

	
	
	
	
	
	
	
	
	
	
	Feature n°3

	
	
	
	
	
	
	
	
	
	
	Feature n°4

	
	
	
	
	
	
	
	
	
	
	Feature n°5

	
	
	
	
	
	
	
	
	
	
	Feature n°6

	
	
	
	
	
	
	
	
	
	
	Feature n°7

	
	
	
	
	
	
	
	
	
	
	Feature n°8


Second byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Feature n°9

	
	
	
	
	
	
	
	
	
	
	Feature n°10

	
	
	
	
	
	
	
	
	
	
	Feature n°11

	
	
	
	
	
	
	
	
	
	
	Feature n°12

	
	
	
	
	
	
	
	
	
	
	Feature n°13

	
	
	
	
	
	
	
	
	
	
	Feature n°14

	
	
	
	
	
	
	
	
	
	
	Feature n°15

	
	
	
	
	
	
	
	
	
	
	Feature n°16


etc.
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Transact secure Data

Same Key establishment

Same KS-Local derivation:

HMAC-SHA-256 using a RAND (MSA_ID)

Use of an optional encryption in SAC:

AES-128-CBC

Add of 2 (or 3) TLV in Authenticate command MTK generation

Ks_Local

RAND

MS or EncKey and AuthKey
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SAC

TEK Protection
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