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1 Reason for Change

Annex E refers to the Smartcard Profile only. Clarify this in the heading by adding “in Smartcard Profile” to the section heading E.

In Annex E.2.1, table 95 has a wrong headline text due to copy and paste error. Table 95 refers to the OMA BCAST command; therefore “Coding for SPE Audit Mode” is replaced by “Coding for the OMA BCAST command”. 

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following change.

6 Detailed Change Proposal

Change 1:  Headlines (Annex E and Table 95) corrected according to reason of change.

Appendix E. Terminal/USIM interface in the Smartcard Profile (Normative)

E.2 Extension of the  MBMS Security Context

The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], have been extended to enable BCAST information to be returned to the Terminal.

Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode that comprises one sub-mode:

· The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

Other sub modes could be defined for future extension of the BCAST specification.

Table 67 contains the definition of Operation Status code used for the operations defined in the following sections.

Table 67: Operation Status Code Coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user_purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0D
	SPE used for Recording

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed

	0x10
	rating_type/level-granted pair has been successfully changed

	0x11
	PINCODE and rating_type/level-granted pair has been successfully changed

	0x12
	Security policy extension not supported


E.2.4 MTK Generation Mode

In case of BCAST successful operation in the processing of MTK Generation Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

In case of failure in the BCAST processing of MTK Generation Mode, the additional parameters and data defined here after for the response of the Authenticate Command SHALL be used.

If the BCAST processing of MTK Generation Mode fails during operation on Security Policy Extension (i.e. during the update of purses, TEK counter and Playback counter), the OMA BCAST operation response for security policy extension operation described below, SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on parental control enforcement, the OMA BCAST operation response for parental control operation described below SHALL be returned to the Terminal.

If the BCAST processing of MTK Generation Mode fails during operation on location based restriction enforcement, the OMA BCAST operation response for location based restriction operation described below SHALL be returned to the Terminal.

E.2.4.1 OMA BCAST Operation Response:  BCAST management_data Operation

Table 68: Coding of OMA BCAST Operation Response - BCAST management_data Operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	
	1


	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	 A+2+B+1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	A+2+B+2
	BCAST management_data response Data Object length (1)
	
	1

	A+2+B+3
	BCAST management_data  response Data Object 
	
	1

	A+2+B+4
	TEK Data Object tag'86' (Note1)
	
	1

	A+2+B+5
	TEK Data Object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	TEK Data Object
	
	D

	(A+2+B+5+D)+1
	SALT Data Object tag ‘87’
	
	1

	(A+2+B+5+D)+2
	SALT Data Object Length (E)
	
	1

	(A+2+B+5+D)+3 to (A+2+B+5+D)+2+E
	SALT Data Object 
	
	E

	Note1: TEK will only be returned if the BCAST management_data is success full (0x00).

Note2: SALT will only be returned if present in the incoming MIKEY message


Table 69: Coding of BCAST management_data Data Object tag'80'

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data Status code
	See Table 67
	1


Table 70: Coding of TEK Data Object tag'86'
	Byte(s)
	Description
	Coding
	Length

	1-D
	TEK
	See TS 33.246 [3GPP TS 33.246 v7]
	D


Table 71: Coding of SALT Data Object tag'87'
	Byte(s)
	Description
	Coding
	Length

	1-E
	SALT
	See TS 33.246 [3GPP TS 33.246 v7]
	E


E.2.4.2 OMA BCAST Operation Response:  Parental Control Operation

Table 72: Coding of OMA BCAST Operation Response - Parental Control Operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B)+1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	(A+2+B)+2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B)+3
	BCAST management_data response Data Object 
	See Table 67
	1

	(A+2+B+3) +1
	Parental control operation response Data Object  tag (‘88’)
	
	1

	(A+2+B+3) +2
	Parental control operation response Data Object length (3)
	
	1

	(A+2+B+3) + 3 to (A+2+B+3) +7
	Parental control operation Data Object 
	
	4


Table 73: Coding of Parental Control Operation Data Object tag'88'
	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the PIN defined for the parental control
	See below
	1

	2
	Current rating_type
	See below
	1

	3
	Current rating_value
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the PIN:

The key references are defined in [ETSI TS 102.221].  The PINCODE used for the parental control SHALL be unique.  This PIN is assigned to the DF BCAST under the ADF USIM.

The value of the key reference is in the range of values defined in table 9.3 in section 9.5.1 of [ETSI TS 102.221] and restricted to the values for level 2 (see Note below).  The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function.

Note: Key reference values for level 4 might be considered in the future.

Current rating_type:

This field indicates the rating_type of the content streams currently in decryption. This rating_type is indicated in the incoming STKM and returned to the terminal in case of error.  The coding of this field is as specified in the OMA BCAST Parental Rating System Registry available at [OMNA].
Current rating_value:

This field indicates the current rating_value for to the current rating_type.  The coding of this field is as specified in the OMA BCAST Parental Rating System Registry available at [OMNA].
level_granted value for the current rating_type:

This field indicates the level_granted value for the current rating_type.  This value is stored in the Smartcard.  The coding of this field is as specified in the rating_value column in the OMA BCAST Parental Rating System Registry available at [OMNA].

E.2.4.3 OMA BCAST Operation Response: Location-based Restriction Operation

Table 74: Coding of OMA BCAST Operation Response: Location-based Restriction Operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B ) +1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	(A+2+B) +2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B) +3
	BCAST management_data response Data Object 
	See below
	1


For the BCAST management_data Data Object tag'80' coding, see Table 67.
For the location based restrictions operation, only the BCAST management_data response values 0x0B and 0x0C are allowed.

E.2.5 MSK Update Mode

1. In case of BCAST successful operation in the processing of MSK Update Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

The following cases may be encountered depending of the content of the MIKEY message:

· If the MIKEY message is a parental control message and contains only a PINCODE update that ends successfully, the Operation Status code 0x0F ‘Parental control PINCODE has been successfully changed’ is returned. If it contains a PINCODE and rating_type/level_granted pairs update, the Operation Status code 0x11 is returned. If it contains only the rating_type/level_granted pairs update, the Operation Status code 0x10 is returned.
· In all other cases, the Operation Status code ‘0x00’ ‘successful’ is returned.
2. In case of failure in the BCAST operation during the processing of MSK Update Mode, the response parameters and data defined here after for the response of the Authenticate Command SHALL be used.

The following failure may be encountered:

· If the Security Policy Extension in the EXT BCAST extension of the MIKEY message is not supported by the Smartcard,  the Operation Status code ‘0x12’ ‘security policy extension not supported’ is returned.
· If the MIKEY message is a parental control message and the Smartcard does not support the parental control function, the Operation Status code 0x0E ‘Parental control not supported’ is returned.

E.2.5.1 OMA BCAST Operation Response:  BCAST management_data Operation

Table 75: Coding of OMA BCAST Operation Response - BCAST management_data Operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  Length (L1)
	
	B

	A+2+B to A+2+B+L1
	OMA BCAST operation response Data Object  
	See below
	L1


Table 76: Coding of OMA BCAST Operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	2
	BCAST management_data response Data Object length (L)
	
	1

	3
	BCAST management_data response Data Object
	See below
	1

	4
	Parental rating Data Object Tag (‘8A’) (NOTE 2)
	
	1

	5
	Parental rating Data Object Length
	
	1

	6 to 7
	Parental rating Data Object
	See below
	2

	3+4n+1
	SPE Type not supported Data Object Tag (‘8B’) (NOTE 3)
	
	1

	3+4n+2
	SPE Type not supported Data Object Length
	
	1

	3+4n+3
	SPE Type not supported Data Object
	See below
	1

	3+4n+4 
	MIKEY message Data Object Tag (‘8C’) (NOTE 1)
	
	1

	3+4n+5 to 3+4n+4+C
	MIKEY message Data Object Length (L1)
	
	C

	3+4n+4+C+1 to 3+4n+4+C+L1
	MIKEY Message Data
	
	L1

	NOTE 1: Data Object present if a LTKM Verification message or a LTKM Reporting message is returned.

NOTE 2: The response data may contain none or multiple Parental Ratings Data Objects (n = number of Parental rating Data Objects) This number of data objects with tag ‘8A’ indicates the number of rating_type/level_granted pairs received in the current parental control message.

NOTE 3: This tag is present if the BCAST management_data response Data Object value is 0x0D.

NOTE 4: Parental rating Data Object Tag present only if a MIKEY parental control message is included the AUTHENTICATE command. 

NOTE 5: SPE Type not supported Data Object Tag only present if a MIKEY LTKM is included the AUTHENTICATE command.


For the BCAST management_data Data Object tag '80' coding, see Table 67.
In this case, only the BCAST management_data response values 0x00, 0x0D, 0x0E, 0x0F, 0x10, 0x11, 0x12 are allowed.
Table 77: Coding of Parental Rating Data Object tag'8A'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	rating type
	M
	See coding in [OMNA]
	1

	2
	level_granted
	M
	See coding in [OMNA]
	1


Table 78: Coding of SPE Type not Supported Data Object tag'8B'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Security Policy Extension 
	M
	Coded as defined in ‎6.6.4.2
	1


Security Policy Extension:

This is the value of security policy extension received in the LTKM that is not supported by the Smartcard.

rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received parental control message or the originally stored default value.  The coding of this field is as specified in the OMA BCAST Parental Rating System Registry available at [OMNA].

level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received parental control message or the originally stored default value. The level_granted value is associated to the rating_type above.  The coding of this field is as specified in the rating_value column in the OMA BCAST Parental Rating System Registry available at [OMNA].

E.2.6 MBMS Security Context – OMA BCAST Operation

The AUTHENTICATE command for the MBMS Security Context, defined in [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode of operation that comprises two sub modes:

· The SPE deletion sub mode to delete the Security Policy Extension and associated data stored in the Smartcard

· The Recording deletion sub mode to delete the Content Identifier and its association to flagged SPEs when the corresponding content is erased in the terminal

Other sub modes could be defined for future extension of the BCAST specification.

Command extension parameters and data:

The coding of the AUTHENTICATE command parameters and data is extended as follows:

Table 79: Coding of AUTHENTICATE Command Parameters and Data
	Byte(s)
	Description
	Coding
	Length

	1
	 MBMS Data Object tag (‘73’)
	As defined in TS 31.101 [[3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [[3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST Operation TLV tag (‘AE’)
	
	1

	A+3
	OMA BCAST Operation TLV Data Object Length
	
	1

	A+4 to A+4+L
	OMA BCAST Operation TLV Data Object 
	See below
	L


The coding of the OMA BCAST Operation TLV is as follows:

Table 80: Coding of OMA BCAST Operation TLV

	Description
	Value
	M/O
	Length (bytes)

	OMA BCAST Operation TLV  Tag
	'AE'
	M
	1

	OMA BCAST Operation TLV Data Object Length
	L
	M
	1

	OMA BCAST Operation Mode Tag
	‘90’
	M
	1

	OMA BCAST Operation Mode Data Object Length
	1
	M
	1

	OMA BCAST Operation Mode Data Object
	See below
	M
	1

	Mode specific TLVs (NOTE1)
	
	O
	

	For each BCAST operation mode, a list of TLV is defined in the following section


Table 81: Coding of OMA BCAST Operation Mode Data Object

	Coding
	Meaning

	‘00’
	RFU

	‘01’
	SPE Deletion Mode

	‘02’
	Recording Deletion Mode

	‘03’ to ‘FF’
	RFU


E.2.6.1 MBMS Security Context – OMA BCAST Operation - SPE Deletion Mode 

E.2.6.1.1 SPE Deletion Mode: Command Description

Smartcard operations in this security context are supported if service n°68 and service n°75 are set "available" in the EFUST.

The Smartcard receives from the terminal in the AUTHENTICATE command the Key Domain ID and SEK/PEK ID Key group part and optionally the SEK/PEK ID Key Number part, the Key Validity Data and the Security Policy Extension of the SEK/PEK that define the SPE to delete.  The Smartcard shall identify all SPEs matching with all TLV received. If the Key Validity Data TLV is present, a SEK/PEK is matching only if its values for TS Low and TS High match the TS Low and TS High values in the command data.

If no match can be found on the Smartcard for the SPE defined in the command data, the Smartcard SHALL abandon the function and return the status word '6A88' (Referenced data not found).

If one or several matches can be found on the Smartcard for the SPE defined in the command data, the Smartcard SHALL delete all corresponding SPE and associated data if the UsedForRecording Flag is not set in the Smartcard for this SPE.
If one or several matches can be found on the Smartcard for the SPE defined in the command data, and the UsedForRecording Flag is set in the Smartcard, the Smartcard SHALL not delete the corresponding SPE that could still be usable for a recorded content. The Recording Deletion command SHALL be used to delete the UsedForRecording flag associated to SPEs.
If in the command, only mandatory fields (i.e. Key Domain ID TLV and SEK/PEK ID Key group part TLV) are present in the Key Identifier TLV, the Smartcard SHALL delete all SPE, SEK/PEKs associated to the Key Group and other information associated to the Key group as live_ppt_purse, playback_ppt_purse, kept_TEK_counter, etc. 

Input:

· Key Domain ID  and  SEK/PEK ID Key Group part 

· optionally the SEK/PEK ID Key Number part , the Key Validity Data and the Security Policy Extension 

Output:

-
Operation Status Code

E.2.6.1.2 SPE Deletion Mode: Parameters and Data

In case of SPE Deletion Mode (i.e. OMA BCAST Operation Mode Data Object value is ‘01’), the coding of OMA BCAST Operation TLV is as follows:
Table 82: Coding of OMA BCAST Operation TLV

	Description
	Value
	M/O
	Length (bytes)

	OMA BCAST Operation TLV  Tag
	'AE'
	M
	1

	OMA BCAST Operation TLV Data Object Length
	L
	M
	1

	OMA BCAST Operation Mode Tag
	‘90’
	M
	1

	OMA BCAST Operation Mode Data Object Length
	1
	M
	1

	OMA BCAST Operation Mode Data Object
	‘01’
	M
	1

	Key Identifier TLV
	See below
	
	


Table 83: Coding of Key Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'81'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	3

	SEK/PEK ID Key Group part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2

	SEK/PEK ID Key Number part Tag
	'83'
	C (NOTE1)
	1

	Length
	2
	C
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	C
	2

	Key Validity Data Tag
	'84'
	C (NOTE1)
	1

	Length
	8
	C
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	C
	8

	Security Policy Extension Tag
	'85'
	C (NOTE1)
	1

	Length
	1
	C
	1

	Security Policy Extension
	Coded as defined in ‎6.6.4.2
	C
	1

	NOTE1: If one of the conditional TLVs SEK/PEK ID Key Number Part, Key Validity Data, Security Policy Extension is present, these three TLVs SHALL be present.


If present, the TLV shall be present in the order defined in the table.


If the command (SPE deletion sub mode) is successful the response parameters and data, SHALL be coded as follows:

Table 84: Coding of Response Parameters and Data if SPE Deletion Sub Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response Tag = 'AE' 
	
	1

	4
	OMA BCAST operation response Data Object Length
	
	1

	5
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	6
	BCAST management_data response Data Object length (L=1)
	
	1

	7
	BCAST management_data Data Object 
	see Table 67
	1

	Note: The BCAST management_data Data Object value 0x00 is used to indicate successful operation


If the command fails (SPE concerned by the SPE deletion is Used For Recording) the response parameters/data, SHALL be coded as follows:

Table 85: Coding of Response Parameters and Data if SPE Deletion Sub Mode Command Fails because SPE concerned is Used For Recording

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response Tag = 'AE' 
	
	1

	4
	OMA BCAST operation response Data Object Length
	
	1

	5
	BCAST management_data response Data Object  tag (‘80’)
	
	1

	6
	BCAST management_data response Data Object length (L=1)
	
	1

	7
	BCAST management_data Data Object
	see Table 67
	1

	Note: The BCAST management_data Data Object value 0x0D is used to indicate that SPE is used for recording


If the command fails (no available SPE stored in the Smartcard corresponding to the SPE defined in the command), the status word ‘6A88’ (Referenced Data not found) is returned.

E.2.6.2 MBMS Security Context – OMA BCAST Operation – Recording Deletion Mode

E.2.6.2.1 Recording Deletion Mode: Command Description

Smartcard operations in this security context are supported if service n°68 and service n°75 are set "available" in the EFUST.

The Smartcard receives from the terminal in the AUTHENTICATE command the Terminal/content Identifier corresponding to the content that has been erased in the terminal. The Smartcard SHALL delete the content identifier specified in the command and stored in the smartcard and SHALL delete the association of this content identifier to all SPEs that have been flagged at the recording of this content, during the execution of Record Signalling command.
If the content identifier defined in the command data doesn’t exist in the Smartcard, the Smartcard SHALL abandon the function and return the status word '6A88' (Referenced data not found).

 Input:

· Terminal Identifier and Content Identifier 

Output:

· List of SPEs for which the association has been deleted.

E.2.6.2.2 Recording Deletion Mode: Parameters and Data

In case of Recording Deletion Mode (i.e. OMA BCAST Operation Mode Data Object value is ‘02’), the coding of OMA BCAST Operation TLV is as follows:
Table 86: Coding of OMA BCAST Operation TLV

	Description
	Value
	M/O
	Length (bytes)

	OMA BCAST Operation TLV  Tag
	'AE'
	M
	1

	OMA BCAST Operation TLV Data Object Length
	L
	M
	1

	OMA BCAST Operation Mode Tag
	‘90’
	M
	1

	OMA BCAST Operation Mode Data Object Length
	1
	M
	1

	OMA BCAST Operation Mode Data Object
	‘02’
	M
	1

	Terminal/Content Identifier TLV
	See below
	M
	L1


Table 87: Coding of Terminal/Content Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Terminal Identifier Tag
	'96'
	M
	1

	Length
	17
	M
	1

	Terminal Identifier type
	Coded as defined in ‎6.11.1 
	M
	1

	Terminal Identifier
	Coded as defined in ‎6.11.1 
	M
	16

	Content Identifier Tag
	‘97’
	M
	1

	Content Identifier Length
	L1-B-21
	M
	B

	Content Identifier Data
	Terminal specific coding
	M
	L1-B-21


If the command (Recording deletion sub mode) is successful the response parameters/data, SHALL be coded as follows:

Table 88: Coding of Response Parameters and Data if Recording Deletion Sub Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response Tag = 'AE' 
	
	1

	4
	OMA BCAST operation response Data Object Length
	
	1

	5
	BCAST management_data response Data Object  tag (‘80’) 
	
	1

	6
	BCAST management_data response Data Object length (L=1)
	
	1

	7
	BCAST management_data Data Object (NOTE1)
	see Table 67
	1

	8 to 35
	OMA BCAST Flagged SPE TLV (NOTE2)
	
	28

	NOTE1: The BCAST management_data Data Object value 0x00 is used to indicate successful operation

NOTE2: There are as many OMA BCAST Flagged_SPE TLV as SPE concerned by this deletion.


The OMA BCAST Flagged SPE describes the SPE that had been flagged by the smartcard during the execution of the Record Signalling command sent when the content corresponding to the Terminal/content Identifiers pair had been recorded. During the execution of this current Recording deletion command, association of these SPEs to the content Identifier is erased. There are as many OMA BCAST Flagged_SPE TLV as SPE concerned by this deletion. 

Table 89: Coding of OMA BCAST Flagged_SPE TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Flagged_SPE tag =  ‘A8’
	M
	1

	2
	OMA BCAST Flagged_SPE Records length = ‘0x1A’
	M
	1

	3 to 7
	Key Domain ID TLV
	M
	5

	8 to 11
	SEK/PEK ID Key Group part TLV
	M
	4

	12 to 15
	SEK/PEK ID Key Number part TLV
	M
	4

	16 to 25
	Key Validity Data TLV
	M
	10

	26 to 28
	Security Policy Extension TLV
	M
	3


Table 90: Coding of Key Domain ID TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'81'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	3


Table 91: Coding of SEK/PEK ID Key Group part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Group part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


Table 92: Coding of SEK/PEK ID Key number part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Number part Tag
	'83'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


Table 93: Coding of Key Validity Data TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Validity Data Tag
	'84'
	M 
	1

	Length
	8
	M
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	8


Table 94: Coding of Security policy extension TLV

	Description
	Value
	M/O
	Length (bytes)

	Security Policy Extension Tag
	'85'
	M
	1

	Length
	1
	M
	1

	Security Policy Extension
	Coded as defined in ‎6.6.4.2
	M
	1


If the command fails (no available Content Identifier stored in the Smartcard corresponding to the Content Identifier defined in the command), the status word ‘6A88’ (Referenced Data not found) is returned.

E.3 OMA BCAST COMMAND

E.3.4 Command Description

A new command has been defined in 3GPP/ETSI for OMA BCAST Key management system. 

Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The command can be used in several modes:

· SPE Audit mode

· SPE Record Signalling mode 

· Recording Audit Mode

Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.

Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.  How the OMA BCAST command can chain successive blocks of OMA BCAST data and OMA BCAST response data is specified in [3GPP TS 31.101 v6].

Table 95: Coding of the OMA BCAST command
	Code
	Value

	CLA
	As specified in [3GPP TS 31.101 v6]

	INS
	'1B' 

	P1
	As specified in [3GPP TS 31.101 v6]

	P2
	See table below

	Lc
	Length of subsequent data field

	Data
	See below

	Le
	‘00’


P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:

Table 96: Coding of the Reference Control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	Recording Audit Mode

	0x04 -0xFF
	RFU


Coding of Data is specified in the following sections for each mode of the command.

E.3.5 SPE Audit Mode

E.3.5.1 Command Description 

Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The response data of the OMA BCAST command in SPE Audit command is retrieved from the Smartcard using one or more separate SPE Audit APDUs with a chaining mechanism. The Smartcard performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in SPE Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in SPE Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the Smartcard has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1' as specified in [ETSI TS 102.221]. When all segments of the response data are sent, the Smartcard shall answer with SW1 SW2 '90 00' as specified in [ETSI TS 102.221].

In case the Smartcard does not receive the Key Domain ID TLV in the SEK/PEK Audit command, it SHALL return in the response data the list of all Key DomainID and SEK/PEK ID Key group part stored in the Smartcard.
In case the Smartcard receives the Key Domain ID and the SEK/PEK ID Key Group part in the SEK/PEK Audit command, it SHALL return in the response data all SEK/PEK ID and their associated parameters corresponding to the Key Group defined by this Key Domain ID and this SEK/PEK ID Key Group part.

If at least one SEK/PEK ID shall be returned in the response, the "Successful Key Availability Check operation" tag is returned. 

If there is no SEK/PEK ID to be returned in the response, the command fails and the status word '6A88' (Referenced data not found) is returned.

Status of the card after processing of the OMA BCAST command is coded in the status bytes SW1 and SW2.  The coding of the status bytes in the following table is specified for OMA BCAST command, in addition to the ones defined in [3GPP TS 31.101 v6].  The following table shows the possible status conditions returned (marked by an asterisk *).

Table 97: OMA BCAST Command and Expected Status Words

	Status Words
	OMA BCAST command
	Description

	90 00
	*
	Normal ending of the command

	91 XX
	*
	Normal ending of the command, with extra information from the proactive UICC containing a command for the terminal. Length 'XX' of the response data

	93 00
	
	

	98 50
	
	

	98 62
	
	

	98 64
	
	

	98 65
	
	

	98 66
	*
	Authentication error, no available memory space

	98 67
	
	

	62 00
	
	

	62 81
	
	

	62 82
	
	

	62 83
	
	

	62 F1
	*
	More data available

	62 F2
	*
	More data available and proactive command pending

	62 F3
	*
	Authentication response data available

	63 CX
	
	

	63 F1
	*
	More data expected

	63 F2
	*
	More data expected and proactive command pending

	64 00
	
	

	65 00
	
	

	65 81
	*
	Memory problem

	67 00
	*
	Wrong length

	67 XX
	
	

	68 00
	*
	No information given

	68 81
	*
	Logical channel not supported

	68 82
	*
	Secure messaging not supported

	69 81
	
	

	69 82
	*
	Security status not satisfied

	69 83
	
	

	69 84
	*
	Referenced data invalidated

	69 85
	*
	Conditions of use not satisfied

	69 86
	
	

	6A 80
	*
	Incorrect parameters in the data field

	6A 81
	*
	Function not supported

	6A 82
	
	

	6A 83
	
	

	6A 86
	*
	Incorrect parameters P1 to P2

	6A 87
	
	

	6A 88
	*
	Referenced data not found

	6B 00
	*
	Wrong parameter(s) P1-P2

	6D 00
	*
	Instruction code not supported or invalid

	6E 00
	*
	Class not supported

	6F 00
	*
	Technical problem, no precise diagnosis


If P1 indicates "First block of data" 

Input:

‑
None or Key Domain ID and SEK/PEK ID Key Group part 

Output:

-
List of  SPE and their associated data  stored in the Smartcard or list of Key DomainID and SEK/PEK ID Key group part

If P1 indicates "Next block of data" 

Input:

‑
None

Output:

-
Remaining part of the List of SPE and their associated data stored in the Smartcard or remaining part of the list of Key DomainID and SEK/PEK ID Key group part

E.3.5.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘01’: SPE Audit mode, the command parameters shall be coded as follows:

Table 98: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	
	
	
	X
	X
	X
	X
	X
	RFU

	1
	0
	0
	-
	-
	-
	-
	-
	First block of data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of data


If P1 indicates "Next block of data", then Input Data field is absent.

If P1 indicates "First block of data", then the following coding holds:

Table 99: Coding when P1 indicates "First block of data"
	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 SPE Audit Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	M
	A

	A+2 to A+6
	Key Domain ID TLV 
	See below
	O
	5

	A+7 to A+10
	SEK/PEK ID Key Group part TLV 
	See below
	O
	4


If one of the TLVs Key Domain ID TLV or SEK/PEK ID Key Group part TLV is present, then the following two TLVs SHALL be present.

Table 100: Coding of Key Domain ID TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'81'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	3


Table 101: Coding of SEK/PEK ID Key Group Part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Group part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


If the OMA BCAST command (SEK/PEK Audit mode) is successful the response parameters and data, SHALL be coded as follows:

Table 102: Coding of Response Parameters and Data if SEK/PEK Audit Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	SPE Audit operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit operation response Data Object length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	OMA BCAST Key Group description TLV or OMA BCAST SPE description TLV
	See below
	L1


In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are absent in the SPE Audit command, the OMA BCAST Key Group description TLV is returned.  One or more OMA BCAST Key Group description TLV are returned.
The OMA BCAST Key Group description TLV coding is as follow: 

Table 103: Coding of OMA BCAST Key Group Description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Key group description tag =  ‘A5’
	M
	1

	2
	OMA BCAST Key group description length
	M
	1

	3 to 7
	Key Domain ID TLV
	M
	5

	8 to 11
	SEK/PEK ID Key Group part TLV
	M
	4

	12 to 17
	User_Purse TLV
	O
	6

	18 to 23
	Live_PPT_Purse TLV
	O
	6

	24 to 29
	Playback_PPT_Purse TLV
	O
	6

	30 to 34
	Kept_TEK_Counter TLV
	O
	5


For the coding of Key Domain ID TLV and SEK/PEK ID Key Group part TLV, see above the tables of the input parameters.

User_Purse TLV, Live_PPT_Purse TLV, Playback_PPT_Purse TLV, and Kept_TEK_Counter TLV are present if they are present in the smartcard for this Key Group.

Table 104: Coding of User_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	User_Purse Tag
	'8A'
	M
	1

	Length
	4
	M
	1

	User_Purse Value
	
	M
	4


User_Purse Value is the number of tokens contained in the User_Purse.

Table 105: Coding of Live_PPT_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	Live_PPT_Purse Tag
	'8B'
	M
	1

	Length
	4
	M
	1

	Live_PPT_Purse Value
	
	M
	4


Live_PPT_Purse Value is the number of tokens contained in the Live_PPT_Purse associated to this Key Group.

Table 106: Coding of Playback_PPT_Purse TLV

	Description
	Value
	M/O
	Length (bytes)

	Playback_PPT_Purse Tag
	'8C'
	M
	1

	Length
	4
	M
	1

	Playback _PPT_Purse Value
	
	M
	4


Playback_PPT_Purse Value is the number of token contained in the Playback_PPT_Purse associated to this Key Group.

Table 107: Coding of Kept_TEK_Counter TLV

	Description
	Value
	M/O
	Length (bytes)

	Kept_TEK_Counter Tag
	'8D'
	M
	1

	Length
	3
	M
	1

	Number_TEK Value
	
	M
	3


Number_TEK Value is the number of TEK contained in the Kept_TEK_Counter associated to this Key Group.

In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are present in the SPE Audit command, The OMA BCAST SPE description TLV is returned. One or more OMA BCAST SPE description TLV are returned.

The OMA BCAST SPE description TLV coding is as follow:
Table 108: Coding of OMA BCAST SPE Description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST SPE description tag =  ‘A6’
	M
	1

	2
	OMA BCAST SPE description length
	M
	1

	3 to 7
	Key Domain ID TLV
	M
	5

	8 to 11
	SEK/PEK ID Key Group part TLV
	M
	4

	12 to 15
	SEK/PEK ID Key Number part TLV
	M
	4

	16 to 25
	Key Validity DataTLV
	M
	10

	26 to 28
	Key properties TLV
	M
	3

	29 to 31 
	Security_policy_extension TLV
	M
	3

	32 to 35
	Cost_value TLV
	C(NOTE)
	4

	36 to 38
	Play_back counter TLV
	C(NOTE)
	3

	39 to 44
	User_Purse TLV
	C(NOTE)
	6

	45 to 50
	Live_PPT_Purse TLV
	C(NOTE)
	6

	51 to 56
	Playback_PPT_Purse TLV
	C(NOTE)
	6

	57 to 61
	Kept_TEK_Counter TLV
	C(NOTE)
	5

	62 to 66
	TEK_Counter TLV
	C(NOTE)
	5

	NOTE: 

If Security_policy_extension is 0x00, 0x01, 0x02, 0x03, 0x08 or 0x09, the Cost_value TLV byte SHALL be present.

If Security_policy_extension is 0x07, the Play back counter TLV byte SHALL be present.

If Security_policy_extension is 0x00, the Live_PPT_Purse TLV SHALL be present, and the value is the content value of the live_ppt_purse associated to the SEK/PEK ID Key Group part and SPE.

If Security_policy_extension is 0x01 the Playback_PPT_Purse TLV SHALL be present, and the value is the content value of the playback_ppt_purse associated to the SEK/PEK ID Key Group part and SPE.

If security_policy_extension is 0x02, 0x03, 0x08, 0x09, the User_Purse TLV SHALL be present, and the value is the content value of the user_purse associated to the NAF_ID part of the SMK_ID.

If security_policy_extension is 0x0C, 0x0D, the TEK_Counter TLV SHALL be present, and the value is the content value of the TEK_counter associated to the SEK/PEK ID and KV and SPE.

If security_policy_extension is 0x0C, the Kept_TEK_Counter TLV SHALL be present, and the value is the content value of the Kept_TEK_counter associated to the SEK/PEK ID Key group part and SPE.


For the coding of KeyDomainID TLV, SEK/PEK ID Key group part TLV, User_Purse TLV, Live_PPT_purse TLV, Playback_PPT_purse, and Kept_TEK_counter TLV see above in the coding of OMA BCAST Key Group description TLV.

Table 109: Coding of SEK/PEK ID Key Number Part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Number part Tag
	'83'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2


Table 110: Coding of Key Validity Data TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Validity Data Tag
	'84'
	M 
	1

	Length
	8
	M
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	8


Table 111: Coding of Key Properties TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Properties Tag
	'93'
	M
	1

	Length
	1
	M
	1

	Key properties
	See below
	M
	1


The Key properties byte shall be coded as follows:

Table 112: Coding of Key Properties Byte

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	X
	X
	X
	X
	X
	X
	X
	
	RFU

	-
	-
	-
	-
	-
	-
	-
	0
	Not used For Recording

	-
	-
	-
	-
	-
	-
	-
	1
	Used For Recording


Table 113: Coding of Security Policy Extension TLV

	Description
	Value
	M/O
	Length (bytes)

	Security Policy Extension Tag
	'85'
	M
	1

	Length
	1
	M
	1

	Security Policy Extension
	Coded as defined in ‎6.6.4.2
	M
	1


Table 114: Coding of Cost Value TLV

	Description
	Value
	M/O
	Length (bytes)

	Cost value Tag
	'91'
	M
	1

	Length
	2
	M
	1

	Cost value
	
	M
	2


Table 115: Coding of Playback counter TLV

	Description
	Value
	M/O
	Length (bytes)

	Playback counter Tag
	'92'
	M
	1

	Length
	1
	M
	1

	Playback counter Value
	
	M
	1


Table 116: Coding of TEK_counter TLV

	Description
	Value
	M/O
	Length (bytes)

	TEK_counter Tag
	'8E'
	M
	1

	Length
	3
	M
	1

	TEK_counter Value
	
	M
	3


E.3.6 Record Signalling Mode

E.3.6.1 Description of the command

The Smartcard operations in this security context are supported if service n°68 and service n°75  are set to "available" in the EFUST.

The terminal SHALL send this command to the Smartcard when it records or stores protected content using the mechanisms described in Section ‎8.1 and Section ‎8.3. The terminal SHALL send a command for each SEK/PEK Key number part covered by the recording.

At the reception of this command, the Smartcard SHALL flag the SPE instances corresponding to the Key Domain ID, SEK/PEK ID Key group part, SEK/PEK ID Key number part and TS interval found in the command and corresponding to the recorded/stored content. The SPEs flagged in the Smartcard SHALL be associated to a security policy extension allowing the play-back.

The Smartcard stores the content_ID received in the command and links it to the flagged SPEs.

The Smartcard SHALL return (in the response data) the number of SPE records available for SPEs instance required for the playback of recorded/stored content after the execution of this command and the description of the SPEs flagged internally in the Smartcard.

In the case that the Smartcard doesn’t store a SPE instance corresponding to the parameters in the command or the security policy extension associated to the SEK/PEK doesn’t allow the play-back recorded/stored content, the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

In case a part of the recorded content described in the input parameters of the command is not covered by an SPE in the Smartcard, the command fails, the status word ‘6A88’ (Referenced data not found) is returned, and none of the SPE is flagged as a SPE Used For Recording.

In the case that there is no available SPE record for a SEK/PEK required for the playback of recorded/stored content, the command fails and the status word ‘9866’ (Authentication error, no available memory space) is returned.

Input:

‑
Terminal and content identifier

- Key Domain ID, SEK/PEK ID Key Group part, SEK/PEK ID Key number part , TS Interval

Output:

· Key slot giving the free key slots available for recorded-content keys.

· SPE description of the SPEs Flagged in the Smartcard corresponding to the input data.
E.3.6.2 Command Parameters and Data

If the P2 parameter of the OMA BCASTCommand  is ‘02’: Record Signalling mode, the command parameters SHALL be coded as follows:

Table 117: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	


Input data SHALL be coded as follows:

Table 118: Input Data

	Byte(s)
	Description
	Coding
	Length

	1
	 Record Signalling Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	Record Signalling Data Object length (L1+L2)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	Terminal/Content Identifier TLV
	See below
	L1

	(A+2+L1)+1 to (A+2+L1) + L2
	Key Identifier of Recording TLV


	See below
	L2


Table 119: Coding of Terminal/Content Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Terminal Identifier Tag
	'96'
	M
	1

	Length
	17
	M
	1

	Terminal Identifier type
	Coded as defined in ‎6.11.1 
	M
	1

	Terminal Identifier
	Coded as defined in ‎6.11.1 
	M
	16

	Content Identifier Tag
	‘97’
	M
	1

	Content Identifier Length
	L1-B-21
	M
	B

	Content Identifier Data
	Terminal specific coding
	M
	L1-B-21


Table 120: Coding of Key Identifier of Recording TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'81'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	3

	SEK/PEK ID Key Group part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2

	SEK/PEK ID Key Number part Tag
	'83'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	2

	TS Interval Tag
	'94'
	M
	1

	Length
	8
	M
	1

	TS start_recording 
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	4

	TS end_recording
	Coded as defined in 3GPP TS 33.246 [3GPP TS 33.246 v7]
	M
	4


If the command (Record Signalling mode) is successful, the response parameters/data SHALL be coded as follows:

Table 121: Coding of Response Parameters and Data if Record Signalling Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	Record Signalling operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	Record Signalling operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3 to 6
	OMA BCAST SPE Records TLV
	
	4

	7 to 34
	OMA BCAST Flagged_SPE TLV 
	
	28

	The Record signalling operation response SHALL contain as many OMA BCAST Flagged_SPE TLVs as SPEs that have been flagged internally by the Smartcard.


Table 122: Coding of OMA BCAST SPE Records TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST SPE Records tag =  ‘88’
	M
	1

	2
	OMA BCAST SPE Records length = ‘2’
	M
	1

	3 to 4
	Available SPE records
	M
	2


The ‘Available SPE records’ field SHALL be binary coded and SHALL indicate the number of empty SPE records available for the storage of SEKs/PEKs required for the playback of recorded content, e.g. with their UsedForRecording Flag set, after the execution of this command

See Section ‎E.1.3.2.2 for the coding of the OMA BCAST Flagged_SPE TLV.

 The OMA BCAST Flagged SPE describes the SPE flagged by the smartcard corresponding to the input data of the Record Signalling command.  There are as many OMA BCAST Flagged_SPE TLVs as SPEs flagged internally in the Smartcard.

E.3.7 Recording Audit Mode

E.3.7.1 Description of the command

The Smartcard operations in this security context are supported if service n°68 and service n°75  are set to "available" in the EFUST.

The terminal SHALL send this command to the Smartcard to retrieve all Content Identifiers of recorded content and their associated flagged SPEs stored in the Smartcard. 

The response data of the OMA BCAST command in Recording Audit command is retrieved from the Smartcard using one or more separate Recording Audit APDUs with a chaining mechanism. The Smartcard performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in Recording Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in Recording Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the Smartcard has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the Smartcard shall answer with SW1 SW2 '90 00'.

At the reception of this command, the Smartcard SHALL return (in the response data) the list of content identifiers stored in the Smartcard with the description of all associated SPEs flagged at the time of the execution of the Record Signalling command sent during the recording of the corresponding content in the terminal.  

In the case that the Smartcard doesn’t store any content identifier the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

Input:

‑
none
Output:

· List of Content Identifiers with SPE description of the SPEs Flagged in the Smartcard and corresponding to the content identified by the content identifier.

E.3.7.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘03’: Recording Audit mode, the command parameters shall be coded as follows:

Table 123: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	
	
	
	X
	X
	X
	X
	X
	RFU

	1
	0
	0
	-
	-
	-
	-
	-
	First block of data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of data


If P1 indicates "Next block of data", then Input Data field is absent.

If P1 indicates "First block of data", the Data field contains no data and then the Lc parameter is ‘00’.

If the command (Recording Audit mode) is successful, the response parameters/data SHALL be coded as follows:

Table 124: Coding of Response Parameters and Data if Recording Audit Mode Command Successful

	Byte(s)
	Description
	Coding
	Length

	1
	Recording Audit operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	Recording Audit operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	
	Recording Audit operation response Data Object TLV 
	See below
	L1

	The Recording Audit signalling operation response SHALL contain as many Recording Audit operation response Data object TLV as content Identifiers stored internally in the Smartcard.


Table 125: Coding of Recording Audit operation response Data Object

	Description
	Value
	M/O
	Length (bytes)

	Recording Audit operation response Data object Tag
	'A7'
	M
	1

	Recording Audit operation response Data object Length
	L1-2
	M
	1

	Terminal Identifier Tag
	'96'
	M
	1

	Terminal Identifier Length
	17
	M
	1

	Terminal Identifier type
	Coded as defined in ‎6.11.1 
	M
	1

	Terminal Identifier
	Coded as defined in ‎6.11.1 
	M
	16

	Content Identifier Tag
	‘97’
	M
	1

	Content Identifier Length
	L2
	M
	B

	Content Identifier Data
	Terminal specific coding
	M
	L2

	OMA BCAST Flagged_SPE TLV 
	See below
	M
	28

	The Recording Audit operation response SHALL contain as many OMA BCAST Flagged_SPE TLVs as SPEs that have been flagged internally by the Smartcard for the content specified by the Terminal Identifier/Content Identifier pair.


See Section ‎E.1.3.2.2 for the coding of the OMA BCAST Flagged_SPE TLV.

The OMA BCAST Flagged SPE describes the SPE flagged by the smartcard for the Content specified by its content identifier.  There are as many OMA BCAST Flagged_SPE TLVs as SPEs flagged internally in the Smartcard for this content.

E.4 OMA BCAST DF

For the purpose of OMA BCAST key management, a Dedicated File has been defined under the ADF_USIM. The identifier of this Dedicated File is ‘5F80’.   The Terminal SHALL select the BCAST DF before issuing any command related to BCAST operations, e.g. AUTHENTICATE, VERIFY PIN, or OMA BCAST commands.

The Parental Control PIN SHALL be a  key reference for level 2 (see table 9.3 of section 9.5.1 of [ETSI TS 102.221]) in the card that is assigned to the BCAST DF and SHALL be uniquely used for the parental control function.  For level 4, see Note below.  When PINCODE management is supported in the smartcard, the FCP template in the response of selecting the BCAST DF SHALL contain the key reference of the Parental Control PIN.  Elementary Files that could be defined in future version of this document would be defined under this Dedicated File. 

The terminal SHALL prompt the user for verification of the parental control PINCODE only after reception of the response of the AUTHENTICATE command in MTK generation mode where the operation status code is "PINCODE required", as specified in Section ‎6.7.3.10.1.

If the parental control PINCODE is not used, then it SHALL be disabled and not be used by the terminal. 

Note: Key reference values for level 4 might be considered in the future.
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