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1 Reason for Change

This CR resolves a comment that was raised by Qualcomm on Friday, May 02, 2008 8:46 AM as cited:
<cut here>

…, in OMA-TS-DRM_XBS-V1_0-20080306-D, it states:

         service_authentication_seed_id = asset_id + "_authSeed"; 

however, it does not describe how the asset_id is formed.

<cut here>

This is an editorial mistake. “assid_id” must be replaced by service_CID. 

The same mistake was found for program_authentication_seed_id, where “assid_id” must be replaced by “program_CID” for determination of service_authentication_seed_id and program_authentication_seed_id respectively.

In addition, re-including formulas as specified in OMA-TS-DRM_XBS-V1_0-20080424-D-cb that were replaced by “
Error! Objects cannot be created from editing field codes.” in the latest XBS version by word-editing.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following change.

6 Detailed Change Proposal

Change 1: Replace asset_id by service_CID/program_CID; in addition, re-including formulas as specified in OMA-TS-DRM_XBS-V1_0-20080424-D-cb that were deleted in the last XBS version by word editing
14.1 Authentication

14.1.1 Authentication for IPsec

IPsec authentication is specified in [BCAST10-ServContProt]. It shares much functionality with the authentication specified for different purposes in this document.

14.1.2 Authentication for STKMs

STKM authentication is specified in [BCAST10-ServContProt]. It shares much functionality with the authentication specified for different purposes in this document.

14.1.2.1 Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK), encrypted with AES-wrap [AES_WRAP], SHALL be transported in a RO as separate ds:KeyInfo elements in the <asset> fragment of the Rights Object. The relevant fragment of the <asset> element of a service RO is illustrated in the following figure:

<o-ex:asset o-ex:id="service_CID">

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

  </ds:KeyInfo>

  <ds:KeyInfo Id="service_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <ds:RetrievalMethod URI="#K_MAC_and_K_REC"/>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

  </ds:KeyInfo>

</o-ex:asset>
Figure 38: <asset> fragment for a RO carrying SEK and SAS. 
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where SEK and SAS are both an AES key of 128 bits and service_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, which SHALL be constructed as follows:

service_authentication_seed_id = service_CID+ "_authSeed"

Similarly, the <asset> element of a program RO SHALL contain:

<o-ex:asset o-ex:id="program_CID">

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_program_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

  </ds:KeyInfo>

  <ds:KeyInfo Id="program_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <ds:RetrievalMethod Uri="#K_MAC_and_K_REK"/>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_program_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

  </ds:KeyInfo>

</o-ex:asset>
Figure 39: <asset> fragment for an RO carrying PEK and PAS.
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where PEK and PAS are both an AES key of 128 bits and program_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, which SHALL be constructed as follows:

program_authentication_seed_id = program_CID+ "_authSeed"
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