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1 Reason for Change

This CR is a companion to 0261R02 and provides a mechanism to allow Terminals and Smartcards that don’t support the Secure Channel to exist in parallel with Terminals and Smartcards that do support the Secure Channel, while still ensuring that the TEKs associated to high value services are always protected. This mechanism is similar to that described in CR 221R01, modified to take into account the expected behaviour of the Secure Channel.  
R01:

· Text clarification as shown

· Definition of default value for reserved for future use bits
R02:

· Reference to ETSI SCP Transact Data command removed, generic reference to ETSI SCP spec instead
· Clarifications in section 6.13.1 on the STKM processing
· Clarification added on the Secure_channel_flag :if the flag is not present it shall be considered as set to false.
R03:
· Classification changed to Major Change

· Editorial
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

Dependent on agreement of CR 0261
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST are kindly asked to consider the following changes for inclusion in BCAST 1.0

6 Detailed Change Proposal

Change 1:  Addition of new sub-section describing how optional nature of Secure Channel in BCAST 1.0 can be handled

6.13.1  Use of the Secure Channel between the Smartcard and the Terminal
The text in this section only applies when the secure function is located in the Smartcard.

Support for the secure channel, as defined in section 6.13 Editor please insert dynamic link, is optional for both the terminal and Smartcard. Support of the BSIM, as defined in E.4 Editor please insert dynamic link, is a pre-condition of support of the Secure Channel as specified in this document.
If the terminal and the Smartcard support the secure channel, the secure channel SHALL be established before any BCAST messages, as defined in E.2 and E.3 Editor please insert dynamic link, are sent or received by the Terminal. Once the Secure Channel is established all BCAST commands SHALL be transported through mechanism defined in [ETSI TS SCP 102 484]. 
If either the terminal or Smartcard do not support the Secure Channel, it SHALL be possible for the terminal to send and receive BCAST messages without establishing a Secure Channel provided that the signalling in STKM messages allows communication of the TEK in the clear. To provide this capability the terminal and Smartcard SHALL process STKMs as follows: 

· If a secure channel has not been set up and either the secure_channel_ flag in the STKM is set to TKM_FLAG_TRUE, or the STKM message  is for PLAYBACK of recorded content  (i.e. SPE used for the processing of the STKM has one of the following value: SPE = 0x01 or SPE = 0x03 or SPE = 0x05 or SPE= 0x07 or SPE= 0x09 or SPE = 0x0D) with a the terminal_binding_flag set to TKM_FLAG_FALSE, the Smartcard SHALL return the operation status code 0x13 'Security policy not satisfied; Secure Channel is required’ in the response of the AUTHENTICATE command containing the STKM.
To avoid unnecessary communication and processing of STKMs, if the terminal receives the status code 0x13 in response to an STKM and the secure_channel_flag in subsequent STKMs protected by the same SEK is set to TKM_FLAG_TRUE, the terminal SHOULD not send the STKM to the Smartcard. 
· If a secure channel has not been set up and the secure_channel_flag in the STKM is set to TKM_FLAG_FALSE, and  the STKM message is not for  PLAYBACK of recorded  content (i.e. SPE used for the processing of the STKM has one of the following value: SPE=0x00 or SPE=0x02 or SPE=0x04 or SPE=0x08 or SPE=0x0C), the Smartcard SHALL process the STKM based on the relevant LTKM security_policy_extension.
Change 2:  Addition of new Operation Status Code

6.7.2  EXT BCAST for STKMs

To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload SHALL be included in the STKM. This payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.  

The terminal SHALL support the processing of the all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor.  If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria (if it is transmitted in the EXT BCAST for STKM).  Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] ignore the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.

Table 1: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): The subtype is equal to 2 and the SubType specific data SHALL contain Smartcard Profile STKM Management Data defined below.

Table 2: Format of Smartcard Profile STKM Management Data
	Smartcard Profile STKM Management Data
	Length (in bits)
	Type

	Short_term_key_message() {
	
	

	
Selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	Uimsbf

	

traffic_protection_protocol
	3
	Uimsbf

	

traffic_authentication_flag
	1
	Uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	Uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	7
	Bslbf

	

secure_channel_flag
	1
	Bslbf

	

number_of_access_criteria_descriptors
	8
	Uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


reserved_for_future_use – these bits are reserved for future use, and SHALL be set to zero when not used
6.7.2.1 Coding and Semantics of Attributes

Section Error! Reference source not found. introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile. Any Smartcard Profile specific attributes are introduced below.

terminal_binding_flag – indicates whether or not terminal binding is required for the Smartcard Profile. TKM_FLAG_FALSE indicates it is not required, TKM_FLAG_TRUE indicates it is required.

secure_channel_flag  – indicates whether or not a TEK must be transmitted from the Smartcard to the Terminal inside a secure channel for the Smartcard Profile. TKM_FLAG_FALSE indicates that a secure channel is not required, TKM_FLAG_TRUE indicates that a secure channel is required. If the access_criteria_flag is set to TKM_FLAG_FALSE  i.e. the secure_channel_flag is absent, the secure_channel_flag SHALL be considered to be set to TKM_FLAG_FALSE and then indicates that the  secure channel is not required.
Change 3:  Addition of new Operation Status Code

E.1 Extension of the  MBMS Security Context

The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], have been extended to enable BCAST information to be returned to the Terminal.

Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction

In addition, the Authenticate command for the MBMS Security Context, defined in 3GPP TS 31.102 [3GPP TS 31.102 v6], is extended with one additional OMA BCAST mode that comprises one sub-mode:

· The SPE deletion sub mode to delete the SecurityPolicy Extension and associated data stored in the Smartcard

Other sub modes could be defined for future extension of the BCAST specification.

Table 3 contains the definition of Operation Status code used for the operations defined in the following sections.

Table 3: Operation Status Code Coding

	Value
	Description

	0x00
	Successful

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user_purse

	0x05
	Play_back counter invalid or equal to zero

	0x06
	Tek  counter invalid or equal to zero

	0x07
	User not authorized

	0x08
	PINCODE required

	0x09
	PINCODE not initialized

	0x0A
	PINCODE blocked

	0x0B
	Blackout

	0x0C
	Need specific permissions

	0x0D
	SPE used for Recording

	0x0E
	Parental control not supported

	0x0F
	PINCODE has been successfully changed

	0x10
	rating_type/level-granted pair has been successfully changed

	0x11
	PINCODE and rating_type/level-granted pair has been successfully changed

	0x12
	Security policy extension not supported

	0x13
	Security policy not satisfied; Secure Channel is required
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