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1 Reason for Change

In the smartcard profile, the validity of the LTKMs is not signalled as “time interval” but as “STKM index interval”. Only the smartcard knows if an LTKM is still valid, by using it to decrypt an STKM.
This introduces the issue that the terminal can not determine if an LTKM has expired without asking the smartcard to try and decrypt an STKM. In practice, this only happens when the terminal switches to a channel, i.e. such approach leads to a downgraded user experience in case an updated key did not get delivered to the terminal due to, e.g., loss of network coverage, and the terminal tries to work with an outdated key. 
Only the server knows key expiry information beforehand. It can push the keys to the terminal if it is registered (or send an SMS trigger to register). 

Permanent registration means that the terminal needs to be connected with the BSM via the interaction channel and stay connected with a PDP context open. PDP contexts are a scarce resource and it is worthwhile to use them with care, in particular if the service is distributed over a non-cellular broadcast network like DVB-H and the cellular network is not required all the time.

In case a terminal is not registered, the BSM can send an SMS trigger and wait for the terminal to register. Eventually this does not happen if the SMS should get lost. So, this mechanism works in many cases but requires some assumptions in the server and is also not 100% error-free, and SMS bandwidth in the networks is required.
If the terminal would have information to decide when to request key renewal, it could register or request keys proactively. This would have the following advantages:

· the terminal does not need to be registered all the time, thus decreasing PDP context use 

· the terminal may register less frequently, which decreases registration data traffic
· the terminal can recover from situations when no valid key is available for a service without the user noticing, which improves user experience
To complement the existing mechanisms for LTKM update, this set of CRs against TS Services (#323) and TS SPCP (#324) proposes the following:

· the server SHOULD include key validity information in UTC in a new BCAST LTKM access criteria descriptor, in order to provide to the terminal information about when the key will expire

· the terminal MAY implement strategies for pro-active key renewal in order to reduce network load and to improve user experience in out-of-coverage situations

· the smartcard MAY ignore this descriptor

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

There is a related CR against TS Services.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Adding an access_criteria_descriptor to signal validity in UTC
6.6.4 EXT BCAST for LTKM
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. This payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionalities:
· Subscription to live services
· Pay-Per-View access to a live event (PPV)
· Pay-Per-Time (PPT) access to a live service or recorded content, whereby the amount of time is governed by the number of TEKs that can be decrypted
· Unlimited playback of recorded content

· Pay-Per-Play (PPP) access to recorded content, whereby the maximum number of times the content can be played back is possible can be set by the service provider. 
· Send tokens to be added  to a purse

· Service/program termination for a user and SEK/PEK ID key deletion
Table 1: Smartcard Profile LTKM Extensions and Supported Modes of Operation

	Security policy extension
	LIVE support
	PLAYBACK support
	Subscription / PPV  support
	PPP support
	PPT support
	Tokens support

	0x00
	X
	
	
	
	X
	X (live_ppt_purse)

	0x01
	
	X
	
	
	X
	X (playback_ppt_purse)

	0x02
	X
	
	
	
	X
	X (user_purse)

	0x03
	
	X
	
	
	X
	X (user_purse)

	0x04
	X
	
	X
	
	
	

	0x05
	
	X
	X
	
	
	

	0x06
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x07
	
	X
	
	X
	
	

	0x08
	X
	
	X
	
	
	X(user_purse)

	0x09
	
	X
	
	X
	
	X(user_purse)

	0x0A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0B
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0C
	X
	
	
	
	X
	

	0x0D
	
	X
	
	
	X
	


The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs.  A Smartcard announcing support for BCAST (i.e. service n°75 (BCAST) is present in the USIM Service Table) SHALL support the use of the EXT BCAST for LTKMs and SHALL support the use of security policy extension 0x04.

As MBMS MIKEY implementations will ignore the EXT BCAST payload, if the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the LTKM MAY include the EXT BCAST payload, in which case the security_policy_ext_flag, consumption_reporting_flag, and access_criteria_flag SHALL be set to LTK_FLAG_FALSE.  In all cases in which the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 16 bit TEK ID values.
In all cases in which the BSM / BSD/A sends a LTKM to a BCAST Smartcard, the LTKM SHALL include the EXT BCAST payload, the security_policy_ext_flag SHALL be set to LTK_FLAG_TRUE and the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 32 bit STKM Timestamp values.

How the BSM / BSD/A determines the capabilities of the Smartcard that it addressing is implementation specific.  

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in section 6.15 of [RFC3830] and reproduced below for convenience: 

Table 2: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830].

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): The Subtype is equal to 1 and the Subtype specific data SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 3.
Table 3: Format of Smartcard Profile LTKM Management Data
	Smartcard Profile LTKM Management Data
	Length (bits)
	Type

	LTKM_management_data() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

consumption_reporting_flag
	1
	bslbf

	

access_criteria_flag
	1
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	
if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	

purse_flag
	1
	bslbf

	

reserved_for_future_use
	7
	uimsbf

	

if security_policy_extension == 0x00 || 0x01 || 0x02 || 0x03|| 0x08 || 0x09) {
	
	

	

cost_value
	16
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x0C) {
	
	

	


add_flag
	1
	bslbf

	


keep_credit_flag
	1
	bslbf

	


number_TEKs
	22
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x0D) {
	
	

	


add_flag
	1
	bslbf

	


number_TEKs
	23
	uimsbf

	

}
	
	

	

if (security_policy_extension == 0x07) {
	
	

	


add_flag
	1
	bslbf

	


number_playback
	7
	Uimsbf

	

}
	
	

	if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

 }
	
	

	
}
	
	

	
if (access_criteria_flag == LTK_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	

access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	
if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

terminalBindingKeyID
	32
	uimsbf

	

permissionsIssuerURILength
	8
	uimsbf

	

permissionsIssuerURI
	8*permissionsIssuerURILength
	bslbf

	
}
	
	

	
if (consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	
}
	
	

	}
	
	


6.6.4.1 Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
6.6.4.2 Coding and Semantics of Attributes
protocol_version (4 bits):  This field indicates the protocol version of this LTKM.

The terminal SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. 

	LTK_FLAG_FALSE
	Indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7] applies.

	LTK_FLAG_TRUE
	Indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies. 


Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT MBMS payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set equal to 0, and a consumption reporting message (as defined in Fehler! Verweisquelle konnte nicht gefunden werden.) SHALL be sent by the terminal to the BSM.

terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (8 bits): This field indicates the security_policy_extension (SPE) to associate to the SEK/PEK contained in the LTKM. The following table describes the semantics of the different security_policy_extension values. The processing of the LTKM and STKM related to the security_policy extension is described in Sections Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht gefunden werden., respectively.

In the following descriptions the permission associated to a SEK/PEK is only granted if the TS value in the received STKM is within the range of the key validity (KV) data associated to an instance of the SPE stored in the Smartcard.

All LTKM security policy extensions giving permissions are valid within a time window defined by the KV data.

A cryptoperiod corresponds to the lifetime of a TEK.

Table 4: security_policy_extension (SPE) Values
	Value
	Description

	0x00
	Service Token Pay Per Time (PPT) LIVE
Permission to access a live service provided that there are enough tokens in the live_ppt_purse. These tokens are valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service until additional tokens are obtained.

	0x01
	Service Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to a service provided that there are enough tokens in the playback_ppt_purse. These tokens are valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x02
	User Token Pay Per Time (PPT) LIVE

Permission to access live services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service until additional tokens are obtained.

	0x03
	User Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x04
	Subscription and Pay Per View (PPV) LIVE

Permission to allow access to a live service.

	0x05
	Unlimited PLAYBACK

Permission to allow the unlimited playback of recorded content related to a channel.

	0x06
	Reserved for future use

	0x07
	Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content a set number of times.

When a user accesses the recorded content they consume one playback "permission". Playback is no longer possible when there are no playback permissions left.

	0x08
	User Token Pay Per View (PPV) LIVE

Permission to access a live PPV event, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user starts to access the service during the allowed period, he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the PPV event.

	0x09
	User Token Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user accesses the piece of recorded content he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the recorded content.

	0x0A
	Service/Program termination

Whatever the KV interval is, the Smartcard deletes the stored SEK/PEK and related key material corresponding to that SEK/PEK ID, for all SPEs and all KVs.

	0x0B
	Reserved for future use

	0x0C
	Pay Per Time (PPT) LIVE

Permission to access a live service provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the live channel.

The initial value of the TEK counter is set by the LTKM. The keep_credit_flag allows unused TEK counters to be kept when the SEK/PEK changes.

	0x0D
	Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to a service, provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the live service.

The initial value of the TEK counter is set by the LTKM.

	0x0E …0x8F
	Reserved for future standardization

	0x90 …0xFF
	Reserved for proprietary implementation


purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM.

	LTK_FLAG_TRUE
	Indicates purse data is present and the Smartcard SHALL perform appropriate update of the purse as indicated by the purse_mode value.

	LTK_FLAG_FALSE
	Indicates no purse data is present.


access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. Server MAY support access_control_descriptor. In case server does not support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
	LTK_FLAG_TRUE
	Indicates that at least one access_control_descriptor is present in the LTKM.

	LTK_FLAG_FALSE
	Indicates that no access_control_descriptor is present.


cost_value (16 bits):  If the security_policy_extension is set to:

	0x00
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the live_ppt_purse.

	0x01
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the playback_ppt_purse.

	0x02 or 0x03 
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the user_purse.

	0x08 or 0x09 
	Indicates the number of tokens per playback to decrement from the user_purse.


add_flag (1 bit): This field indicates whether or not number_TEKs / number_playback is to be added to an existing TEK / playback counter.

	LTK_FLAG_TRUE
	Indicates that the number_TEKs / number_playback SHOULD be added to an existing TEK / playback counter.

	LTK_FLAG_FALSE
	Indicates that the number_TEKs / number_playback replaces an existing TEK / playback counter,


keep_credit_flag (1 bit): This field indicates whether or not the value of the TEK counter is to be kept by adding it to the next appropriate TEK counter when the key validity of the current SPE expires. 

	LTK_FLAG_TRUE
	Indicates that the value of the TEK counter SHOULD be added to the next appropriate TEK counter, i.e. the credit is kept.

	LTK_FLAG_FALSE
	Indicates that the value of the TEKcounter SHOULD NOT be added to the next appropriate TEK counter, i.e. the credit is lost.


number_TEKs (22 or 23 bits): Indicates the number of TEKs that can be decrypted for the SEK/PEK. The associated counter is decreased by one for each TEK decrypted, until the counter reaches zero, when an error message is produced.
number_play_back (7 bits): Indicates the maximum number of times content recorded under a SEK/PEK can be played back.

purse__mode (1 bit): This field indicates the purse update mode.

Table 5: Purse Update Mode Indication

	0x00
	Set mode: 

The relevant purse SHALL be set to token_value:

· The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.

· The live_ppt_purse if the security_policy_extension is equal to 0x00.

· The playback_ppt_purse if the security_policy_extension is equal to 0x01.

	0x01
	Add mode: 

The token_value SHALL be added to the relevant purse:

· The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.

· The live_ppt_purse if the security_policy_extension is equal to 0x00.

· The playback_ppt_purse if the security_policy_extension is equal to 0x01.


In order to detect overflow in a purse when an update occurs using the Add mode, the following SHALL apply:

If the purse_flag is set equal to LTK_FLAG_TRUE and the purse_mode is set equal to 0x01, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section Fehler! Verweisquelle konnte nicht gefunden werden..
token_value (31 bits): This field indicates the number of tokens to use in the update procedure toward the purse.

access_criteria_flag (1bit): This field indicates whether or not an access_criteria_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_criteria_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_criteria_descriptor is present in the LTKM.

Server MAY support access_criteria_descriptor. In case server doesn’t support access_criteria_descriptor, the access_criteria_flag SHALL be set to LTK_FLAG_FALSE.
number_of_access_criteria_descriptors (8bits):  This field indicates the number of access_criteria_descriptors present in the LTKM.
access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access_criteria_descriptor_loop element provides an extension mechanism to allow the addition of new access_criteria_descriptor elements carried in LTKM in future versions of this specification. The secure function SHALL ignore access_criteria_descriptor elements, which it does not support.  It is OPTIONAL for the BCAST Terminal to support access_criteria_descriptor. A single access_criteria_descriptor can carry one or more access criteria. Access_criteria for LTKM are defined in section 6.6.4.3
 of this specification.
TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section Fehler! Verweisquelle konnte nicht gefunden werden. for further details.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURILength (8 bits):  This field specifies the length in bytes of the Permission Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURI (Variable Length):  This field is the URI of the Permission Isssuer that can be contacted to obtain the Terminal Binding Key. See Section Fehler! Verweisquelle konnte nicht gefunden werden. for further details.  This field is ignored by the USIM as it is used only by the terminal.
6.6.4.3 
Descriptors for the access_criteria_descriptor loop

6.6.4.3.1 
UTC key validity descriptor
This descriptor signals the key validity in UTC. If given, the times SHALL correspond to the key validity as defined in the Key Validity data subfield of the KEMAC payload. 
Note that this descriptor is an indication to be used by the terminal, and that the enforcement of the key validity is done in the secure function based on the values of the Key Validity data subfield of the KEMAC payload. 
The server SHOULD include this descriptor. The Terminal MAY use this information as specified in section 5.1.6.10.4 of [BCAST10-Services]. The smartcard MAY ignore this descriptor.
The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 6: utc_key_validity Access Criteria Descriptor

	utc_key_validity descriptor
	Length (in bits)
	Type

	key_index
	8
	uimsbf

	validity_start_time
	32
	uimsbf

	validity_end_time
	32
	uimsbf


The key_index contains the index of the Key data payload in the KEMAC of the MIKEY message to which this descriptor applies. A value of 0 addresses the first Key data payload.
The validity_start_time corresponds to the start time of the validity of this key as defined by the Key Validity data subfield of the KEMAC payload, expressed in UTC. This field contains the 32bits integer part of an NTP time stamp.
The validity_end_time corresponds to the end time of the validity of this key as defined by the Key Validity data subfield of the KEMAC payload, expressed in UTC. This field contains the 32bits integer part of an NTP time stamp.
Change 2:  Describe the processing of the new access_criteria_descriptor by terminal
6.6.7.1 LTKM Terminal Processing
When a MIKEY message indicating MSK/SEK delivery, i.e. an LTKM, arrives at the Terminal, the message SHALL be processed as described below.

If the secure function is located on the Terminal, the Terminal SHALL perform the the LTKM replay detection check as described in Section Fehler! Verweisquelle konnte nicht gefunden werden..  If the check ends in success, the Terminal forwards the LTKM to the secure function for further processing. The secure function processes the LTKM as described in the following sections.
If the secure function is located on the Smartcard, in order to support the use of both MBMS and BCAST capable Smartcards, the Terminal SHALL process a LTKM received over the UDP port 4359 (i.e. the UDP port defined for BCAST) as defined below: 

When the Terminal is paired with an MBMS only Smartcard (as indicated by the presence of Service n°69 (MBMS Security) and the absence of Service n°75 (BCAST) from the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102 v6]): 

· If the LTKM does not contain an EXT BCAST payload, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section Fehler! Verweisquelle konnte nicht gefunden werden.;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag and the consumption_reporting_flag and the access_criteria flag are set to LTK_FLAG_FALSE, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section Fehler! Verweisquelle konnte nicht gefunden werden.;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard – the EXT BCAST payload is being used to deliver data only intended for use by the Terminal (e.g. information relating to the Terminal Binding Key; the terminalBindingKeyID, permissionsIssuerURILength and permissionsIssuerURI) that will be ignored by the MBMS only Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or the access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL NOT forward the message to the Smartcard – this message cannot be processed by the MBMS only card and has been incorrectly sent by the BSM.   

If the Terminal is paired with a BCAST capable Smartcard (as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102 v6]): 

· If the LTKM does not contain an EXT BCAST payload, then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag, consumption_reporting_flag and access_criteria flag are set to LTK_FLAG_FALSE , then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL forward the message to the Smartcard.   

Note that unlike MBMS only Smartcards, BCAST capable Smartcards perform the LTKM replay detection check (see Section Fehler! Verweisquelle konnte nicht gefunden werden.). Therefore when a Terminal is paired with a BCAST capable Smartcard the Terminal does not perform the LTKM replay detection check.   

In all the above cases in which the LTKM is forwarded to the secure function, the Security Policy payload is stored temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminal that it has successfully processed the LTKM, the temporarily stored Security Policy payload is taken into use. Otherwise the Security Policy payload is deleted. 

If the LTKM indicated a BM-SC solicited pull procedure or a BSM solicited pull procedure to initiate the registration procedure, the Terminal SHALL behave as described in Sections Fehler! Verweisquelle konnte nicht gefunden werden. and Fehler! Verweisquelle konnte nicht gefunden werden. respectively.

The formating rules defined for LTKMs in Section 0 require that the BSM / BSD/A format the LTKM appropriately for the type of Smartcard (MBMS only or BCAST capable) to which they are sending the LTKM.    

The Terminal filtering rules defined above SHALL apply only to MIKEY messages received on the UDP port reserved for BCAST, i.e. UDP port 4359. MIKEY messages addressed to the MIKEY UDP port 2269 are not subject to Terminal filtering. This allows a BCAST capable card that also supports MBMS to work as part of an MBMS security solution as defined in [3GPP TS 33.246 v7].      

A secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity (KV) intervals and/or different security_policy_extensions values (SPEs).

Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM processing Section Fehler! Verweisquelle konnte nicht gefunden werden..
The Terminal MAY inspect the utc_key_validity descriptor in the access_criteria_loop of the LTKM in order to get an indication of the key validity times in UTC.
Change 3:  Describe the processing of the new access_criteria_descriptor by smartcard
6.6.7.2 LTKM Processing in a Smartcard Supporting BCAST and MBMS
The following text describes the initial processing of an LTKM received by a Smartcard that supports both BCAST and MBMS Services (i.e. Service n°75 (BCAST) and Service n°69 (MBMS Security) are both present in the USIM Service Table). 
When the Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by examining the MIKEY General Extension payload(s).  If the MIKEY message contains a General Extension payload of Type 3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], the Smartcard SHALL inspect the contents of this payload.  If the payload indicates delivery of an MSK/SEK, the Smartcard SHALL checks the MIKEY message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined for BCAST in [RFC4909]:
· If the EXT BCAST payload is present: 

· If the security_policy_extenstion flag or consumption_reporting flag or access_criteria_flag are set to LTK_FLAG_TRUE, the Smartcard SHALL process the LTKM as defined in the following sections of this document;

· If the security_policy_extenstion flag, consumption_reporting_flag and access_criteria_flag are set to LTK_FLAG_FALSE, the Smartcard SHALL abort the processing of the MIKEY message and  send an error message to the Terminal. The error message returned by the Smartcard SHALL take the form of the status word ‘6A80’ (Incorrect parameters in the data field). This case should not occur if the BSM and Terminal are correctly implemented;

· If the EXT BCAST payload is not present, the MIKEY message is an MBMS MSK message and the Smartcard SHALL process the message as defined in [3GPP TS 33.246 v7]; 

Note: The above processing is required to ensure that a Smartcard that is both BCAST and MBMS capable can work in a pure MBMS system, i.e. where Service Protection is implemented according to [3GPP TS 33.246 v7]. 
The Smartcard MAY ignore the utc_key_validity descriptor in the access_criteria_loop as it is giving an indication of the key validity times to the Terminal, and the smartcard has other ways to determine key validity by means of the Key Validity data subfield of the KEMAC payload.  
Change 4:  Describe the processing of the new access_criteria_descriptor in case of SPE deletion
6.6.7.5 LTKM Controlled SEK/PEK and SPE Deletion 

If the Key Validity data in the LTKM is invalid, i.e. the lower bound (“TS low”) is greater than the upper bound (‘TS High”), then the following applies:

· If the TS low = 0xFFFFFFFF and the TS High = 0, then the secure function SHALL delete all instances of the SPE and their associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.
· Otherwise, i.e. if the TS low is not 0xFFFFFFFF or the TS High is not 0, then the secure function SHALL delete the instance (if any) of the SPE having the opposite Key Validity data (High/Low inversed) and its associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.
The Smartcard SHALL support both aforementioned methods. The BSM SHALL support the first method and MAY support the second.  Following the deletion of one or more SPEs (and associated data), the secure function SHALL delete the SEK/PEK (and related data) if no other SPE are associated to the SEK/PEK ID.
The Terminal MAY inspect this message in order to update the information it MAY have derived from inspecting the utc_key_validity descriptor in the access_criteria_loop of related LTKMs received earlier. If the Server has included the utc_key_validity descriptor in previous related LTKMs, it SHALL also include it in this message, but with validity_start_time and validity_end_time reversed. In case the first method is used, validity_start_time SHALL be set to 0xFFFFFFFF and validity_end_time SHALL be set to 0.
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