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1 Reason for Change

In the specification of DCF file protection using TEK, there is the following ambiguity: When a file is sent in a FLUTE carousel, the file is transmitted multiple times (multiple “revolutions” of the carousel). 

If the file is protected, it must be protected every time using the same TEK. Otherwise, if the file is protected with a different TEK during each “revolution” of the carousel, this would make it impossible to use the feature of the FLUTE carousel which enables combining the ALC packets of a file from different “revolutions” of the carousel into the resulting downloaded file.

It is therefore proposed to add the following clarifying note: “If a file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is transmitted using the same TOI in an ongoing FLUTE session."  

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Add the clarification for the DRM profile
5.6.2.1 Service Protection of Files

BCAST terminal and server MAY support download protection using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

Service protection of download data uses IPsec or DCF encryption protocol.  In case of DCF encryption protocol, DCF file is used as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.
Each file is encrypted using a single TEK, as explained in Section Fehler! Verweisquelle konnte nicht gefunden werden..
If a file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is transmitted using the same TOI in an ongoing FLUTE session. 
The correct TEK for decrypting and verifying the integrity of the download data is indicated by the KeyID field in the Key Info box.
For the DRM Profile, KeyID takes its value as follows:

· If SEK is used for protecting STKMs, KeyID is defined as the base64 encoded concatenation (service_CID_extension || ";" || TEK ID). 

· If PEK is used in protectig STKMs and the PEK is not protected by an SEK, KeyID is defined as the base64 encoded concatenation (program_CID_extension || ";" || TEK ID).

· If PEK is used in protecting STKMs and the PEK is protected by an SEK, KeyID is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || TEK ID).
The RightsIssuerURL MAY be indicated within the Key Info box in the KeyIssuerURL, or MAY be indicated in the RightsIssuerURL in the OMADRMCommonHeaders box.
Change 2:  Add the clarification for the SC profile

6.8.2.1 Service Protection of Download Data using DCF

This section contains material from MBMS text in [3GPP TS 33.246 v7].  The mechanism described in this section was adopted from [3GPP TS 33.246 v7] and adapted to BCAST needs.
BCAST terminals SHALL support download protection using DCF. BCAST servers MAY support download protection using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

Service protection of download data uses IPsec or DCF encryption protocol. In case of DCF encryption protocol, DCF file is used as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Use of IPsec for Service Protection of download data is Optional.
Each file is encrypted using a single TEK, as explained in Section Fehler! Verweisquelle konnte nicht gefunden werden..
If a file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is transmitted using the same TOI in an ongoing FLUTE session.
For the Smartcard Profile, KeyID takes its values as follows:

· KeyID is defined as the base64 encoded concatenation of (SEK or PEK ID || TEK ID) (i.e. equivalent to Key Domain ID || SEK/PEK ID || TEK ID). 

Keys can be acquired by using the PermissionsIssuerURI indicated via the KeyIssuerURL in the Key Info box. 
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