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1 Reason for Change

This CR addresses Question #2 from INP 287 (Questions from DVB regarding Smart Card Profile). The position taken in this CR is that there is no DVB device ID. The assumption taken earlier in BCAST that UDN (Unique device number) is wrong, as this number applies in particular to non-conneted devices and as such is useless for service provisioning messages which are sent over the interaction channel.

This CR also harmonizes the normative text w.r.t. DeviceID between the different occurrences and addresses a few other elated issues. The complete set of changes is outlined below. 

· There is no deviceID for a DVB device. It has been suggested to use UDN, but this is only applicable to the non-connected mode of operation. This has caused confusion at the DVB side, as asked in their latest LS. It is therefore proposed to remove the DeviceID type “DVB device ID” and to change the according value into “reserved for future use” (to avoid re-shuffling the other values).

· The UserID is optional (MAY) in service provisioning, and if missing, “the network SHALL deterimine the UserID with other means”. This opens the doot to IOP problems because the terminal can not be sure that the network is capable of doing such detection. Further, the DRM Profile is terminal-oriented, which means it does not fit with the design to rely on the network for user identification. It is therefore proposed to lift this normative statement to a “SHALL” and to remove the section on network detection of UserID.

· As “3GPP device ID (IMEI)” and “3GPP2 device ID (MEID)” are prone to mis-iterpretation (see question #2 from DVB), it is proposed to replace them by “IMEI” and “MEID” only, plus the reference. 

· There is a statement regarding DeviceID that is present in most provisioning messages but is missing from some places. As it is believed that this is a copy&paste problem, this has been added to the places where it is missing: “For the DRM profile, this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.”

· The mappings to the charging enabler use the wrong type for DeviceID (integer). This is changed to “string”, and the mentioning of UDN is dropped. Further, the correct name of the AVP is User Equipment Info Value, not User Equipment Info Data.
· some clericals

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Fixing Service Provisioning Messages
5.1.5 General Service Provisioning Messages
This section specifies the General Service Provisioning Messages. As described, many of the messages in this category support the Service Provisioning function of both the Smartcard Profile and DRM Profile BCAST Terminals, whereas others specifically pertain to Service Provisioning for DRM Profile terminals. The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].
5.1.5.1. Pricing Information Request Messages

This message is sent by the terminal to the BSM to request the pricing information of a particular purchase item or items. It is used in the following situations:

· the Service Guide announces Purchase Data elements associated with the Purchase Item, but does not announce any price for some or all of them, or

· the user wishes to discover whether a different price or additional purchase options are available for his or her subscriber ID.

The response message returns information about the price and subscription options for each purchase item, and optionally the full Service Guide fragments that describe them.

 5.1.5.1.1 Pricing Information Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoRequest
	E
	
	
	Pricing Information Request Message.

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the Price Information request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.
For the DRM profile, this element SHALL be included.
For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile, this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	Identifier of the Purchase Item for which the user wants to know the price. 

Contains the following attribute:

   globalIDRef
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	PurchaseDataReference
	E2
	O
	0..N
	Identifier the PurchaseData fragments for which the user wishes to know the price. If this element is omitted, the user is asking for the price of all the Purchase Data fragments associated with the Purchase Item, and available to the particular user.
	

	idRef
	A
	M
	1
	Identification of the ‘PurchaseData’ fragment in question.
	anyURI


Table 1: Structure of Pricing Information Request in General Service Provisioning Message 

 5.1.5.1.2 Pricing Information Response

If the price information request is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoResponse
	E
	
	
	Pricing Information Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItemPrice

   PurchaseDataFragment
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Pricing Information request message or Service Request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in the section 5.11.

· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.

· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the price information of a PurchaseItem.  It is possible to provide one or more price of PurchaseItem by currency.

Contains the following attribute:

   globalIDRef

   itemwiseStatusCode

Contains the following element:

   PurchaseDataReference
	

	globalIDRef
	A
	M
	1
	Identifier of the Purchase Item for which a price was requested. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwise
Status
Code
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	O
	0..N
	Describes the Price and subscription options available for this user. 
The server SHALL include this element if the itemwiseStatusCode indicates success, and MAY omit it otherwise.

Contains the following attribute:

idRef

Contains the following elements:

Price

SubscriptionPeriod
	

	idRef
	A
	M
	1
	Identifier of this Purchase Data, to be used by the terminal when referencing to the purchase data in a subsequent service request  message.
	anyURI

	Price
	E3
	M
	1..N
	Price information of Purchase Item that a user wants to know the price.

Contains the following attribute:

   validTo 

   currency
	decimal


	validTo
	A
	O
	0..1
	The last moment when this price information is valid. If not given, the validity is assumed to end in undefined time in the future. This field expressed as the first 32bits integer part of NTP time stamps.

The validity indicated by this attribute SHALL be equal to or be within the range of the fragment validity of the associated ‘PurchaseData’ fragment.
	unsignedInt

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	SubscriptionPeriod
	E3
	O
	0..1
	Specifies the subscription period for the option represented by this PurchaseData. If the Purchase Item represents a bundle of services, the SubscriptionPeriod SHALL be returned. Otherwise it MAY be omitted.
	duration

	TermsOfUse
	E1
	O
	0..1
	Element that declares there are Terms of Use associated with the ‘PurchaseItem’ this ‘Pricing Information Response’ relates to. 

Contains the textual presentation of Terms of Use or a reference to Terms of Use representation through ‘PreviewData’, and information whether user consent is required for the Terms of Use. 

Multiple occurrences of ‘TermsOfUse’ are allowed within this message, but for any two such occurrences values for elements “Country” and “Language” SHALL NOT be same at the same time.

Contains the following attributes:


type


id


userConsentRequired

Contains the following sub-elements:


Country


Language


PreviewDataIDRef


TermsOfUseText
	

	type
	A
	M
	1
	The way the terminal SHALL interpret the Terms of Use:

1 – Display before purchasing or subscribing. 

If ‘TermsOfUse’ element of type ‘1’ is present, terminal SHALL render the Terms of Use prior to initiating purchase or subscription request related PurchaseItem associated with this message.

2 – Display before playout. 

If ‘TermsOfUse’ element of type ‘2’ is present, terminal SHALL present the Terms of Use prior to playing out content or service associated this message.
	unsignedByte

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use. 
	anyURI

	userConsentRequired
	A
	M
	1
	Signals whether user consent for these Terms of Use is needed. 

true:



User consent is required for these Terms of Use and needs to be confirmed in the subscription / purchase request message related to the PurchaseItem associated with this message.


false:



User consent is not required for the Terms of Use. 
	boolean

	Country
	E2
	O
	0..N
	List of countries for which the Terms of Use is applicable if consuming the service in that country. Each value is a Mobile Country Code according to [ITU-MCC].

If this element is omitted, the Terms of Use are applicable to any country.
	string of three digits

	Language
	E2
	M
	1
	Language in which the Terms of Use is given. Value is a three character string according to ISO 639-2 alpha standard for language codes.
	string

	PreviewDataIDRef
	E2
	O
	0..N
	Reference to the PreviewData fragment which carries the representation of legal text. 

If this element is not present, the ‘TermsOfUseText’ SHALL be present.
	anyURI

	TermsOfUseText
	E2
	O
	0..1
	Terms of Use text to be rendered. 

If ‘PreviewDataIDRef’ element is present under the ‘TermsOfUse’ this element SHALL NOT be present.
	string

	PurchaseDataFragment
	E1
	O
	0..N
	Service guide fragments containing information for the requested Purchase Data fragments. The format is specified in [BCAST10-SG]
	Complex Type


Table 2: Structure of Pricing Information Response in General Service Provisioning Message 

5.1.5.2. Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item(s), and is applicable to both the DRM Profile and Smartcard Profile.  This message is used strictly for the subscription/purchase of purchase item(s) which is(are) not associated with token-based payment.  The Smartcard Profile also uses this message to submit a request for a SEK/PEK associated with a specific Key Validity period (range of STKM Time Stamp values), when the SEK/PEK required  to enable play-back of protected recording is not available on the Smartcard (see Section 6.9.1 of [BCAST10-ServContProt]). 

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Service Request" until a "De-registration" procedure has been performed. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.

5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Also, if the price is not specified for one or more of the purchase items  in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol

   PurchaseItem

   DrmProfileSpecificPart

   SmartcardProfileSpecificPart

Note: The Service Request message MAY contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart, but not both.  Furthermore, in the case of the Smartcard Profile, the ‘SmartcardProfileSpecificPart’ SHALL be omitted if the message is used for the purpose of subscription or purchase, and SHALL be included if the message is used to request delivery of SEK(s)/PEK(s).
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. 

For the DRM profile, this element SHALL be included.
For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
 Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..N
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

Note: This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   globalIDRef

Contains the following elements:

   PurchaseDataReference

   Service
	

	globalIDRef
	A
	M
	1
	The identifier of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseDataReference
	E2
	O
	0..1
	Contains the price information.

This specifies the PurchaseData fragment in the Service Guide which is to be used for this subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..1
	The price of the Purchase Item known to the user from Service Guide.  If PurchaseData in the Service Guide contains multiple price entries by currency, this element should be specified to indicate to the BSM the entry desired by the user.  

Contains the following attribute:

   currency
	decimal

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	anyURI

	Service
	E2
	O
	0..N
	Reference of the Service. This element is only used for subscribing service-specific Notification 

Contains the following attributes:

   globalIDRef

   notification

Note: This element is only used for the purpose of subscribing to service-specific Notification.  In addition, this element should not be confused with the MBMS User Service ID (the latter is the equivalent MBMS designation for the concatenation of the attributes ‘PurchaseItemID.@gobalIDRef’ and ‘PurchaseData.@idRef’ in BCAST.
	

	globalIDRef
	A
	M
	1
	Unique ID of the Service, as represented by the GlobalServiceID. It is used to identify the Service. 


	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If notification=true, it means Notification over Interaction Channel is subscribed.  If notification=false, it means Notification over Interaction Channel should not be delivered. 
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for the DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsIssuerURI

Contains the following element:

   BroadcastMode
	

	rightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	Broadcast
Mode
	E2
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

   ProtectionKeyID

Note: This message is used to submit a request for SEK(s) or PEK(s) associated with a specific range of TEK values, due to unavailability of that key in the BCAST Terminal, necessary to enable play-back of protected recording.
	

	ProtectionKeyID
	E2
	M
	1..N
	The 7-byte long concatenation of KeyDomainID and SEK/PEK ID corresponding to the content for which the SEK(s) or PEK(s) is requested.

Contains the following attributes:

   timestampMin

   timestampMax


	unsignedLong

	timestamp Min
	A
	O
	0..1
	The lower bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary

	timestamp Max
	A
	O
	0..1
	The upper bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary




Table 3: Structure of Service Request in General Service Provisioning Message 

5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart


	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.

· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.

· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	adaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

false – indicates Generic adaptation mode

true – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalDRef

   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	SubscriptionWindow
	E2
	O
	0..1
	The time interval during which the subscription is valid.

The network SHOULD include this element for time-based subscriptions and MAY include it for pay-per-view. 

The terminal MAY use this information to determine the validity period of a subscription.

Contains the following attributes:


startTime


endTime


	

	startTime
	A
	M
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	endTime
	A
	O
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for the DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   roap Trigger
	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	roap Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 
	reference to “roapTrigger” element as defined in OMA DRM 2.0 XML namespace

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard-profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

LTKM

	

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element is present if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10)
	base64Binary


Table 4: Structure of Service Response in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].
5.1.5.2.3. Service Completion (DRM Profile only)
This message MAY be sent by a terminal after it has received a Service Response Message and retrieved all LTKMs. The network SHALL reply with a HTTP 200 OK response message when this message is received.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceCompletion
	E
	
	
	Service Completion Message 
Message.

Contains the following attribute:

   requestID

Contains the following element:

   LTKMessageID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	LTK MessageID
	E1
	M
	1..N
	A list containing the IDs of one or more LTKMs received by the device. 
This is the RO ID .
	string


Table 5: Structure of Service Completion in General Service Provisioning Message 

5.1.5.3 LTKM Renewal Messages
The following messages in this section are specific to the DRM Profile.  For the Smartcard Profile, the equivalent messages and procedures pertaining to LTKM renewal are defined in Section 5163.
5.1.5.3.1 LTKM Renewal Request (DRM Profile only)
The Long-term Key Message Renewal request message is sent if a terminal needs to renew the LTKM(s) associated to a certain Purchase Item or group of purchase items. It is only applicable to the DRM Profile.
This message can also be sent by the terminal to the BSM to request the subscription to any purchase items that the end user has already purchased (e.g. via out of band means), but has not yet received key material for. This could for example be used the first time the BCAST application is started in order to register the terminal to “free” or “default” channels. 

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalRequest
	E
	
	
	Long Term Key Message Renewal Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the LTKM renewal request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. 
For the DRM profile, this element SHALL be included.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. 
For the DRM profile, this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	A list of Purchase Items that the user wants to renew. 

Contains the following attribute:

   globalIDRef

If the terminal wants to requests to the BSM the subscription to any purchase items that the end user has already purchased (e.g. via out of band means), but has not yet received key material for, the terminal has to set the globalIDRef attribute equal to “oma-bcast-allservices”. This could for example be used the first time the BCAST application is started in order to register the terminal to “free” or “default” channels.  


	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID to identify this PurchaseItem, found in the PurchaseItem fragment.


	anyURI


Table 6: Structure of LTKM renewal request  in General Service Provisioning Message

5.1.5.3.2 LTKM Renewal Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalResponse
	E
	
	
	Long Term Key Message Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding LTKM request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.

· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.

· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of LTKM Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef

   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference

In case the globalIDRef attribute of the PurchaseItem element has been set equal to “oma-bcast-allservices” in the corresponding request message, the reply message SHALL contain a list of those PurchaseItem elements which the terminal has already purchased (e.g. via out of band means), but has not received key material for.
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies a status code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	SubscriptionWindow
	E2
	O
	0..1
	The time interval during which the subscription is valid.

For time-based subscriptions, the network SHALL include this element when responding to an 'oma-bcast-allservices' request and SHOULD include it otherwise. For pay-per-view, the network MAY include this element.

The terminal MAY use this information to determine the validity period of a subscription.

Contains the following attributes:


startTime


endTime


	

	startTime
	A
	M
	1
	NTP timestamp expressing the start of subscription. 
	unsignedInt

	endTime
	A
	O
	0..1
	NTP timestamp expressing the end of subscription. This attribute SHALL NOT be present for open-ended subscriptions.
	unsignedInt

	PurchaseDataReference
	E2
	O
	0..1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

The server SHALL include this element if the response is successful, and MAY omit it if it is not.

Contains the following attributes:

idRef

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	decimal

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for the DRM Profile. Note that as this message is only applicable for the DRM profile, this element SHALL always  be present for successful responses.
Contains the following elements: 

Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	RoapTrigger


Table 7: Structure of LTKM renewal response  in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
5.1.5.3.3 LTKM Renewal Completion
This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the LTKM Renewal Response. The network SHALL reply with a HTTP 200 OK response message when this message is received.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMRenewalCompletion
	E
	
	
	Long-Term Key Message Renewal Completion Message

Contains the following attributes:

   requestID

Contains the following elements:

   LongTermKeyID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding LTKM request message.
	unsignedInt

	LongTermKeyID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	string


Table 8: LTKM renewal completion  in General Service Provisioning Message 

5.1.5.4 Unsubscription Messages

These messages pertain to the request and response for cancellation of the existing subscription to the purchase item as identified by the ‘globalIDRef attribute’ of PurchaseItem or the notification as identified by the ‘globalIDRef attribute’ of Service.
Depending on the specific situation, a subscription could still be valid after this procedure has been successfully executed, for example because the user has already paid a non-refundable amount for a time span that is yet to elapse. In this case, the subscription is to be considered valid until the time indicated in the “subscribedUntil” attribute of the response.

A device supporting the DRM Profile SHALL continue to renew keys with the LTK renewal procedure while the subscription is still valid, even if the user has unsubscribed.
When the device unsubscribing supports the smartcard profile, some additional actions need to occur upon successful completion of the unsubscribe procedure. The device SHALL remove the purchaseItemIDs from which it has unsubscribed from subsequent MBMS user registration or deregistration messages to the BSM, but not before the time indicated by the “subscribedUntil” attribute in the unsubscribe response. The BSM MAY also invalidate SEKs associated with the relevant purchase ID on the unsubscribing device which are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK IDs or TimeStamp values.

5.1.5.4.1 Unsubscribe Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeRequest
	E
	
	
	Unsubscribe Request Message

Contains the following attributes:

   requestID

   keepSubscription

Contains the following elements:

   UserID

   DeviceID

   PurchaseItem   
	

	requestID
	A
	O
	0..1
	Identifier for the Unsubscribe request message.
	unsignedInt

	keepSubscription
	A
	O
	0..1
	Keep current subscription of PurchaseItem.  

When the user wants to unsubscribe from notification only but keep the subscription to PurchaseItem, this field is set to true. If this element is not present or value is false, it means both PurchaseItem and its relevant notification will be unsubscribed.
	boolean

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.

For the DRM profile, this element SHALL be included.
For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6.
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.

Note: If a user has multiple devices, then this element indicates a device or a group of devices that the user wants to unsubscribe.

Contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase Item
	E1
	M
	1..N
	Specifies identifier of the Purchase Item the user wants to unsubscribe from. Also, contains ServiceID to unsubscribe service-specific notification.

Contains the following attribute:

   globalIDRef

Contains the following element:

   Service
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	Service
	E2
	O
	0..N
	This element is only used for unsubscribing service-specific Notification. See section 5.14.4.2.1

Contains the following attributes:

   globalIDRef 

   notification
	

	globalIDRef
	A
	M
	1
	GlobalServiceID to identify Service
	anyURI

	notification
	A
	M
	1
	Un-subscription to receive Notification Message over Interaction Channel.  If Notification=true, it means Notification over Interaction Channel is unsubscribed.  If Notification=false or element is not present, it means there is no change in current status of subscription for notification over Interaction Channel. 
	boolean


Table 9: Structure of Unsubscribe Request   in General Service Provisioning Message 

5.1.5.4.2 Unsubscribe Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeResponse
	E
	
	
	Unsubscribe Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Unsubscribe request message.
	unsignedInt

	global
Status
Code
	A
	O
	0..1
	The overall outcome of the request, according to the return codes defined in section 5.11.

· If this attribute is present and set to value “0”, the request was completed successfully. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’. 

· If this attribute is present and set to some other value than “0”, there was a generic error concerning the entire request. In this case the ‘itemwiseStatusCode’ SHALL NOT be given per each requested ‘PurchaseItem’.

· If this attribute is not present, there was an error concerning one or more ‘PurchaseItem’ elements associated with the request. Further, the ‘itemwiseStatusCode’ SHALL be given per each requested ‘PurchaseItem’. 
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	The ID of the Purchase Item to which the message is related. 
Contains the following attribute:

   globalIDRef

   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Indicates the results of the Unsubscribe Request message.  If Value is successful, it means relevant PurchaseItem is unsubscribed. GlobalStatusCode specified in section 5.11 will be used for this code.
	UnsignedByte

	subscribedUntil
	A
	O
	0..1
	The date and time until which the subscription is still valid. If missing, the subscription is to be considered terminated immediately. 

For the DRM profile, this is the time until which the terminal SHALL continue to issue LTK renewal requests for the purchase item.

For the Smartcard Profile, this is the time until which the terminal SHALL continue to include the purchase item in subsequent registration requests.

This field is expressed as the first 32bits integer part of NTP time stamps.
	unsignedInt

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard-profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

LTKM

	

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element is present if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10)
	base64Binary


Table 10: Structure of Unsubscribe Response   in General Service Provisioning Message 

5.1.5.5 Token Purchase Request Messages

5.1.5.5.1 Token Purchase Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content. The quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Token Purchase Request" until a "De-registration" procedure has been performed. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing token deliveries. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseRequest
	E
	
	
	Token Purchase Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PermissionsIssuerURI

   TokenRequest

   SmartcardProfileSpecificPart   
	

	requestID
	A
	O
	0..1
	Identifier for the Token Purchase request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.
For the DRM profile, this element SHALL be included.

For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.
Contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI 3GPP TS 23.003
2 – MEID 3GPP2 C.S0072
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	PermissionsIssuerURI
	E1
	O
	0..1
	The identification of the Permissions Issuer depending on the Profile.

For the DRM Profile, this element is MANDATORY.  It identifies the Rights Issuer from which the BSM can retrieve the ROAP Trigger**.

For the Smartcard Profile, this element is OPTIONAL.  It identifies the Permissions Issuer, if different from the BSM, which grants tokens for both live rendering and play-back requests. 

Contains the following attribute:

   type
	anyURI

	type
	A
	M
	1
	The type of the Permissions Issuer identified by the PermissionsIssuerURI.  Allowed values are:

false – DRM Profile

true – Smartcard Profile
	boolean

	TokensRequested
	E1
	O
	0..1
	Purchase request for tokens

Contains the following attributes:

  type

  amount

  chargingType
	

	type
	A
	M
	1
	Specifies the type of tokens requested

Allowed values are:

0 - unspecified

1 – tokens for the DRM Profile
2 – service tokens for the Smartcard Profile, added to the live_ppt_purse of the specified SEK/PEK key group

3 – service tokens for the Smartcard Profile, to the playback_ppt_purse of the specified SEK/PEK key group

4 – user tokens for the Smartcard Profile added to the user purse associated to the BSM ID
5 - 127 reserved for future use

128-255 reserved for proprietary use

Note: type 1 tokens are applicable only to DRM Profile, whereas types 2-4 are applicable only to Smartcard Profile

For a definition of user tokens and service tokens, see Sections 6.6.2.2 and 6.6.5 of [BCAST10-ServContProt].
	unsignedByte

	amount
	A
	M
	1
	Specifies the amount of tokens requested.

For types 0 and 1, this value corresponds to the number of tokens requested

For types 2 and 3, this value corresponds to the requested number of service tokens, valid for any LTKM using service tokens associated to the given SEK/PEK key group.
For type 4, this value corresponds to the requested number of user tokens, valid for any LTKM using user tokens associated to the ID of the BSM.

	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  The following values are defined:

0 – undefined

1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
	unsignedByte

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:
   ProtectionKeyID
   PurchaseItem
	

	ProtectionKeyID
	E2
	O
	0..1
	The 7-byte long concatenation of KeyDomainID and SEK/PEK ID corresponding to the SEK/PEK ID for which service tokens are requested.
Key number part MAY be set to any value as the service tokens are associated to a key group.

The element is only present when service tokens are requested AND the PurchaseItem element is absent.
	unsignedLong

	PurchaseItem
	E2
	O
	0..N
	Identifier of the content(s), or service(s), or purchase item(s) to which the type of tokens in the token purchase request corresponds, if the information comes from the Service Guide.
This is given by the globalPurchaseItemID as defined in [BCAST10-SG].

Contains the following attributes:

  globalIDRef

  purchaseDataIDRef
  purchaseUnitNum
Note: PurchaseItemID SHALL be present if the SmartcardProfileSpecificPart is present 
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	purchaseDataIDRef
	A
	O
	0..1
	Identifies the associated ‘PurchaseData’ fragment to which the requested credit package belongs.
	anyURI

	purchaseUnitNum
	A
	O
	0..1
	The number of token-based credit packages  requested by the terminal, where the number of tokens in one package is indicated by ‘amount’ attribute above. 

In Smartcard Profile, the value of ‘amount’ attribute SHALL be identical to the value of ‘TotalNumberCredits’ element specified in the associated ‘PurchaseData’ fragment in the SG. Therefore the actual number of tokens requested by the terminal is ‘PurchaseUnitNum’ times ‘amount’. 
	unsignedShort


Table 11: Structure of Token Purchase Request in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
5.1.5.5.2 Token Purchase Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase Request. This message is applicable to both the DRM Profile and Smartcard Profile. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseResponse
	E
	
	
	Token Purchase Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   DrmProfileSpecificPart

   SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – TokenPurchaseResponse SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt

	globalStatusCode
	A
	M
	1
	The outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for the DRM Profile, and is not applicable to the Smartcard Profile..

Contains the following elements: 
roap Trigger
	

	roap Trigger
	E2
	O
	0..1
	If the token purchase succeeded, the response SHALL include a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions.  
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.
	reference to “roapTrigger” element as defined in OMA DRM 2.0  XML namespace

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following element:

   TokensGranted
   LTKM
	

	
	
	
	
	
	

	TokensGranted
	E2
	O
	0..1
	Granted tokens in response to the token purchase request.

It contains the following attributes:

  type

  amount

  chargingType

Note: The element TokensGranted simply represents the information on the outcome of the token purchase request. The actual token delivery is fulfilled by the MIKEY LTKM.
	

	type
	A
	M
	1
	Specifies the type of tokens granted in the token purchase transaction.

Allowed values are:

0 – reserved

1- tokens for the DRM Profile

2 –  service tokens for the Smartcard Profile, added to the live_ppt_purse of the specified SEK/PEK key group
3 – service tokens for the Smartcard Profile added to the playback_ppt_purse purse of the specified SEK/PEK key group

4 – user tokens for the Smartcard Profile added to the user purse associated to the BSM ID
5-127 reserved for future use

128-255 reserved for proprietary use

	unsignedByte

	amount
	A
	M
	1
	Specifies the number of tokens granted in the token purchase transaction.

For type 0, 1, 2, 3 and 4, the value corresponds to the number of tokens granted.
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging to be associated with the token purchase transaction.  The following values are defined:

0 – unspecified

1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
	unsignedByte

	LTKM
	E2
	O
	0..N
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message). This element is present if the terminal and the BSM have agreed on “HTTP” as a LTKM delivery mechanism during the registration procedure (see section 5.1.6.10)
	base64Binary


Table 12: Structure of Token Purchase Response in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. They are defined in [DRMDRM-v2.0]. Implementation in XML schema will be done by referenceing the “RoapTrigger element from the OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own respective messages to the corresponding fields.
5.1.5.5.3 Token Purchase Completion

Token Purchase Completion Message MAY be sent by a terminal after it receives Token Purchase Response Message.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseCompletion
	E
	
	
	Token Purchase Completion Message for terminal to send.

Contains the following attributes:

   requestID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt


Table 13: Structure of Token Purchase Completion in General Service Provisioning Message 

5.1.5.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information. The AccountInquiry Element in the Account Inquiry Request message (51561) indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.
5.1.5.6.1 Account Inquiry Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountRequest
	E
	
	
	Account Inquiry Request message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   AccountInquiry
	

	requestID
	A
	O
	0..1
	Identifier for this request message
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. 

For the DRM profile, this element SHALL be included.

For the Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. For the DRM profile this element SHALL be included. A device supporting the DRM profile SHALL NOT allow the user to modify the DeviceID.
Contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	AccountInquiry
	E1
	M
	1..N
	Specifies the account information which user want to receive from the BSM.  Possible values are:

0 – undefined

1 – PurchaseItem List

2 – Service Guide Fragments

3 – Billing Information

4 ~ 127 – Reserved for future use

128 ~ 255 – Reserved for proprietary use

Note: If value is 0, BSM SHOULD deliver the response message as either one of the message types defined above, or

 - defined by the BSM operator.
	unsignedByte


Table 14: Structure of Account Inquiry Request in General Service Provisioning Message

5.1.5.6.2 Account Inquiry Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountResponse
	E
	
	
	Account Inquiry Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   BillingInformation

   PurchaseItem
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Account Inquiry message
	unsignedInt

	global Status Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	BillingInformation
	E1
	O
	0..N
	Describes the total billing information, possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	string

	PurchaseItem
	E1
	O
	0..N
	Specifies the PurchaseItem or the Service Guide Fragments which user subscribed or purchased.

Contains the following attributes:

  globalIDRef

Contains the following elements:

   Description

   PurchaseItemFragments
	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID of Purchase Item which the End user subscribed or purchased.
	anyURI

	Description
	E2
	O
	0..N
	Describes the subscription information such as price, period, etc., possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	string

	PurchaseItemFragments
	E2
	O
	0..N
	Contains the PurchaseItem Fragments related to the PurchaseItem to which the End user subscribed or purchased.  The format is specified in [BCAST-SG].
	ComplexType


Table 15: Structure of Account Inquiry Response in General Service Provisioning Message

Change 2:  Fixing InteractivityMediaDocumentRequest

5.3.6.3.2 InteractivityMediaDocument request messages

When the terminal requests InteractivityMediaDocuments from the network, the terminal SHALL use HTTP POST

with the following syntax : “POST <interactivityMediaURL> HTTP/1.1\r\n<InteractivityMediaDocumentRequest>” where <interactivityMediaURL> denotes the destination for the HTTP requests as signaled in the ‘interactivityMediaURL’ attribute of the ‘InteractivityData’ fragment representing the interactivity in question, see section 5.1.2.10 of [BCAST10-SG].. Both the HTTP POST request and the corresponding HTTP response SHALL also contain the following HTTP header fields:

· ‘Content-Length’,

· for request message: ‘Content-Type’ which SHALL be set to “text/xml”.

· for response message: ‘Content-Type’ which SHALL be set to “multipart/mixed” and 
· ‘Host’ in case the ‘Request-URI’ is not in the absolute form specified in [RFC 2616].
The XML structure in Table 23 defines the syntax for the ‘InteractivityMediaDocumentRequest’ placed into the payload of the HTTP POST request.
The HTTP response of the HTTP POST request response message SHALL be of type “multipart/mixed”.

The first body part of the multipart in the response:

· SHALL contain one ‘InteractivityMediaDocumentResponse’ XML document as defined in Table 24.

· SHALL include Content-Type header set to ‘text/xml’

Other body parts may follow the first body part in the response. In that case each body part:

· SHALL contain one file representing the full set of media objects associated to exactly one <MediaObjectSet> of a MediaObjectGroup of  the returned InteractivityMediaDocument. This file SHALL be either one uncompressed media file (e.g. 3GP file) being the media object itself, or one GZIP archive file containing the compressed media objects, as described in section 5..3.6.1.2. 

· SHALL include Content-Location header set to Content-Location attribute value of <MediaObjectSet> element.

· SHALL include Content-Type header, set to actual MIME type of uncompressed media file (e.g. ‘video/3gpp’) or to ‘application/x-gzip’if the media objects are carried in a GZIP archive.

In case the response message does not contain all the files associated with the 'InteractivityMediaDocuments' contained in the response message, the terminal MAY use HTTP GET to retrieve these missing files.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	InteractivityMediaDocumentRequest
	E
	
	
	The request to be used by the terminal to request InteractivityMediaDocuments.

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   GroupID
	

	requestID
	A
	O
	0..1
	Identifier for the InteractivityMediaDocument request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – reserved for future use
1 – IMEI [3GPP TS 23.003]

2 – MEID [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	GroupID
	E1
	M
	1
	ID of the requested group of InteractivityMediaDocument, globally unique

The GroupID is carried in BCAST SG fragment called InteractivityData
	anyURI


Table 16: Structure of Interactivity Media Document Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	InteractivityMediaDocumentResponse
	E
	
	
	The response to the ‘InteractivityMediaDocumentRequest’ message.

Contains the following attributes:

   requestID

   statusCode

Contains the following elements:

   InteractivityMediaDocument
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding InteractivityMediaDocument request message.
	unsignedInt

	status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	InteractivityMediaDocument
	E1
	M
	1
	The InteractivityMediaDocument as specified in 5.2.6.1
	complexType


Table 17: Structure of Interactivity Media Document Response
Change 3:  Fixing of charging data mapping
5.5.3 BCAST-related Information in Charging Messages

This section specifies how charging information for BCAST services is mapped to OMA Charging Data Elements of the  Charging Enabler. 

5.5.3.1 Subscription-Based Charging: Subscribe/Purchase, Subscription Update, Unsubscribe Request

	BCAST field name
or value constants
	Type
	OMA Data Elements in Charging interface
	Description

	Value: BCAST@openmobilealliance.org
	String
	Service Context Id
	Fixed value to identify the service specification in the context of which the charging events must be interpreted.

	Values: SUBSCRIBE, SUBSCRPITION_UPDATE, UNSUBSCRIBE

(for Subscription-Based Charging)
	String
	Service Identifier
	Identifies more precisely the type of service within the context defined by the Service Context Id. NOTE: Different from Service ID.

	Field: UserID
	String
	Subscription Id Data
	The globally unique identity of the subscriber

	Field: type attribute under UserID
	unsignedByte
	Subscription Id Type
	Type of the subscriber identity (e.g. MSISDN, IMSI, SIP_URI)

	Field: PurchaseItemID
	anyURI
	Service Key
	The globally unique ID of the Service Guide fragment that describes what the end-user has ordered or cancelled. It should be noted that a particular Service Item may be available through several Purchase Items (e.g. because of bundling and several order options or purchase channels).

	Values: depending on context
	String
	Correlation Id
	Depending on the deployment, different identifiers can be used here to enable correlation between the charging events generated by BCAST service entities and charging events generated by other entities (such as distribution entities or content protection mechanisms).

	Field: Price
	decimal
	Unit Value, Value Digits, Exponent
	Amount to be reserved/debited from the end-user’s account. In case of reservation, the listed data elements must be included in the requested service units data element. In case of reporting units to be debited, the used service units data element must be used in the charging interface.

	Field: currency
	String
	Currency Code
	Numeric representation of Currency Code as specified in ISO4217

	Field: DeviceID
	String
	User Equipment Info Value
	A unique device identification known to the BSM

	Field: type attribute under DeviceID element
	unsignedByte
	User Equipment Info Type
	The type of the unique device identification (e.g. IMEI, MEID).


Table 18: Mapping table for Subscription based Charging
5.5.3.2. Consumption-Based Charging: Token Purchase Request

	BCAST field name
or value constants
	Type
	OMA Data Elements in Charging interface
	Description

	Value: BCAST@openmobilealliance.org
	String
	Service Context Id
	Fixed value to identify the service specification in the context of which the charging events must be interpreted.

	Values:TOKEN_PURCHASE

(for Consumption-based charging)
	String
	Service Identifier
	Identifies more precisely the type of service within the context defined by the Service Context Id. NOTE: Different from Service ID.

	Field: UserID
	String
	Subscription Id Data
	The globally unique identity of the subscriber

	Field: type attribute under UserID
	unsignedByte
	Subscription Id Type
	Type of the subscriber identity (e.g. MSISDN)

	Field: PurchaseItemID
	anyURI
	Service Key


	The globally unique ID of the Service Guide fragment that represents the token product. 

	Values: depending on context
	String
	Correlation Id
	Depending on the deployment, different identifiers can be used here to enable correlation between the charging events generated by BCAST service entities and charging events generated by other entities (such as distribution entities or content protection mechanisms).

	Field: currency
	String
	Currency Code
	Numeric representation of Currency Code as specified in ISO4217. 

If the Currency Code element is present, the Unit Value, Value Digits and Exponent elements below will be used. 

If the CurrencyCode element is not given, the Service Specific Units element below will be used.

	Field: Price
	decimal
	Unit Value, Value Digits, Exponent
	Amount to be reserved/debited from the end-user’s account. These sub-elements of the Money data element are used in the charging interface if the BCAST Enabler is able to determine the price of the request (either in monetary or non-monetary terms).

In case of reservation for post-paid tokens, the listed data elements must be included in the requested service units data element. In case of reporting used post-paid tokens or ordering pre-paid tokens, the used service units data element must be used in the charging interface.

	Field: Price
	decimal
	Service Specific Units
	Amount of tokens to be reserved/debited from the end-user’s account. The Service specific units data element is used in the charging interface if price determination is left to the Charging Enabler.

In case of reservation for post-paid tokens, the listed data elements must be included in the requested service units data element. In case of reporting used post-paid tokens or ordering pre-paid tokens, the used service units data element must be used in the charging interface.

	Field: DeviceID
	String
	User Equipment Info Value
	A unique device identification known to the BSM

	Field: type attribute under DeviceID element
	unsignedByte
	User Equipment Info Type
	The type of the unique device identification (e.g. IMEI, MEID) 


Table 19: Mapping table for Consumption based Charging
5.5.3.3 Service Interaction

Service interaction pointers may lead the end-user to a completely different service from BCAST (e.g. to MMS sending), and these external services usually have their own charging which is not in the scope of this specification. This specification, however, caters for cases where the additional interactive service does not have charging specified separately and the price of the interaction transaction is available to the BCAST Enabler or some part of the BCAST Enabler implementation can determine the price. Also cases where price determination is delegated to the Charging Enabler but price can be calculated simply based on the InteractivityDataId accessed can be supported.
	BCAST field name
or value constants
	Type
	OMA Data Elements in Charging interface
	Description

	Value: BCAST@openmobilealliance.org
	string
	Service Context Id
	Fixed value to identify the service specification in the context of which the charging events must be interpreted.

	Value:SERVICE_INTERACTION

(for Service Interaction)
	string
	Service Identifier
	Identifies more precisely the type of service within the context defined by the Service Context Id. 

NOTE: Different from Service ID.

	Field: UserID
	string
	Subscription Id Data
	The globally unique identity of the subscriber

	Field: type attribute under UserID
	unsignedByte
	Subscription Id Type
	Type of the subscriber identity (e.g. MSISDN)

	Field: InteractivityDataID
	anyURI
	Service Key
	The globally unique ID of the Service Guide fragment that describes what the end-user has accessed.



	Values: depending on context
	string
	Correlation Id
	Depending on the deployment, different identifiers can be used here to enable correlation between the charging events generated by BCAST service entities and charging events generated by other entities (such as distribution entities or content protection mechanisms).

	Field: Price
	decimal
	Unit Value, Value Digits, Exponent
	Amount to be reserved/debited from the end-user’s account. In case of reservation, the listed data elements must be included in the requested service units data element. In case of reporting units to be debited, the used service units data element must be used in the charging interface.

	Field: currency
	string
	Currency Code
	Numeric representation of Currency Code as specified in ISO4217

	Field: DeviceID
	String
	User Equipment Info Value
	A unique device identification known to the BSM

	Field: type attribute under DeviceID element
	unsignedByte
	User Equipment Info Type
	The type of the unique device identification (e.g. IMEI, MEID)


Table 20: Mapping table for Service Interaction 












�Harmonizing with all other occurrences of deviceID.


�Note to editor: Please change color to black.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 35)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 34 (of 35)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

