Doc# OMA-BCAST-2008-0347R01-CR_Secure_Channel_signalling_Services.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2008-0347R01-CR_Secure_Channel_signalling_Services.doc
Change Request



Change Request

	Title:
	Signalling of Secure Channel in Service Provisioning
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Submission Date:
	10 Aug 2008

	Against Doc
	OMA-TS-BCAST_Services-V1_0-20080801-D

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Nokia Siemens Networks, uwe.rauschenbach@nsn.com 
Ilkka Oksanen, Nokia, ilkka.oksanen@nokia.com 
Mark Priestley, Vodafone, Mark.Priestley@vodafone.com 

	Replaces:
	n/a


1 Reason for Change

As support for ETSI SAC is added as an option to BCAST (i.e. not all combinations of terminal and smartcard will support it), there is a need to add signalling that a particular service requires TEK protection, in order to handle legacy terminals and smartcards in a way acceptable for customers.

This signalling is needed to be added at multiple layers:

· in the STKM in order to have a constraint enforceable by the smartcard

· in the Registration message, such the Service Provider is able to detect the a customer is using equipment that does not support the Secure Channel and to react accordingly. 

· in the webshop request, terminal can signal whether it supports the secure channel (together with the smartcard)

· in the Service Guide, to give an indication to the Terminal whether an Access needs Secure Channel support, such that terminals can indicate non-availability early, and refrain from allowing purchase of those PurchaseItems that contain Sevices/Content which require a Secure Channel

This CR is part of a bundle consisting of CRs 347 and 348 and is related to 318.

It addresses the signalling of Secure Channel support in the MBMS Registration message and in the web shop request. 
The Service provider may use that information in a number of ways (not all are in the scope of this specification)

· to reject web shop subscriptions which require the Secure Channel in case it is not supported by the UE (this is specified here)

· to unsubscribe a user from services that are migrated to use the Secure Channel, in case the user equipment does not support the Secure Channel (out of scope of BCAST)
· to collect statistics about how many legacy devices are in the network (out of scope of BCAST)
· to address customers with legacy equipment with a special offer to upgrade to a SAC-capable UE (out of scope of BCAST)
R01: Added Vodafone as co-signer. No technical change.
2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

Update the RegistrationRequestExtension in OMA-SUP-XSD_bcast_pr_orderqueries-V1_0-20080609-C

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Add a flag in Registration Request to signal the need of secure channel
5.7.2.3 Registration Procedure

The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger Message (see Section 5.1.8.1) or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].

The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request. For the (U)SIM Smartcard Profile terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs are given by the concatenation of GlobalPurchaseItemID and PurchaseDataReference. The Registration message SHALL contain the IDs of all the purchase items to which the terminal has currently purchased or the single parameter “oma-bcast-allservices”. If the message contains list of purchase items, items that are unsubscribed but still valid because of presence subscribedUntil attribute in Usubscribe Response message SHALL be also included. This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals SHALL not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed or a deactivation procedure has been initiated by the network as defined in [3GPP TS 23.060]. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. Deactivation procedure can be initiated from the network in the case that there is a limit on the number of active PDP contexts that it can maintain.
The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

· indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is defined in sections 5.1.6.7.1 and 5.1.6.10.1.

· indicate whether it supports the Secure Channel (in combination with the Smartcard) as defined in section ???
 of [BCAST10-ServContProt].
The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

· indicate the LTKM delivery mechanisms it plans to use for further LTKM deliveries to the terminal. This mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.1.

The BSM can also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

· deliver to the terminal the LTKMs corresponding to the PurchaseItem/PurchaseData pairs that the terminal has successfully registered to. This information MAY be included. The underlying mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.3.
· indicate the subscription start and end times of  the PurchaseItem/PurchaseData pairs that the terminal has successfully registered to. For time-based subscriptions, this information SHALL be included when the BSM responds to an 'oma-bcast-allservices' request and SHOULD be included otherwise. For pay-per-view, this information MAY be included.

The following is an informative example illustrating the BCAST extensions (printed in boldface) possibly present in a Registration Response:

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegisterResponse

    xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"    

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0">

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:123456789abcdef</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension>
    </Response>

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:fedcba987654321</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension>
    </Response>
   <bcast:RegistrationResponseExtension>

       <LTKMDelivery>

           <Type>2</Type> <!-- indicates ‘HTTP only’ -->

       <LTKMDelivery> 

   </bcast:RegistrationResponseExtension>

</mbmsSecurityRegisterResponse>
5.1.6.7.1
Registration Request Extension

The Registration Request payload is an “mbmsSecurityRegister” message defined according to XML schema “urn:3GPP: metadata:2005:MBMS:securityRegistrationRequest” specified in section 11.4.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <mbmsSecurityRegister> level of Registration Request payload, a RegistrationRequestExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. When included, this element SHALL be present exactly once, as a child of <mbmsSecurityRegister> element matching the <xs:any> wildcard defined there.

The RegistrationRequestExtension element is structured as follows:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	RegistrationRequestExtension
	E
	
	0..1
	Defines a container for the inclusion of BCAST-specific information at the <mbmsSecurityRegister> level of Registration Request payload defined in section 11.4.1 of [3GPP TS 26.346 v7].

Contains the following attributes:


version

secureChannelSupported
Contains the following elements:


LTKMDelivery
	

	version
	A
	NM/

TM
	1
	Version of this extension element.
0x00 identifies BCAST 1.0
Default value: 0x00.
	unsignedByte

	secureChannelSupported
	A
	NM/TO
	0..1
	This flag signals whether the combination of Terminal and Smartcard from which this message originates supports the Secure Channel.

It SHALL be set to ‘true’ by the Terminal if the Secure Channel is supported by the combination of Terminal and Smartcard and SHALL be set to ‘false’ or omitted otherwise. Terminals supporting the Smartcard Profile and the Secure Channel as defined in section ???
 of [BCAST10-ServContProt] SHALL support this attribute.
The use of this information by the Service Provider is out of scope of this specification.

	boolean

	LTKMDelivery
	E1
	NO/

TO
	0..1
	This element lists all the LTKM delivery mechanisms the terminal will support from this registration request till next registration request. 

Detailed use of this element is further specified in section 5.1.6.10.1.

Contains the following elements:

   Type
	

	Type
	E2
	NM/

TM
	1..N
	Specifies the type of LTKM delivery mechanism. Allowed values are:

0 – UDP 

1 – SMS as per section 5.1.6.10.2

2 – HTTP as per section 5.1.6.10.3
3-127 reserved for future use

128-255 reserved for proprietary use
	unsignedByte


Table 20: Structure of RegistrationRequestExtension 
Change 2:  Signal same to web shop
5.1.8 Web-based Service Provisioning

A Terminal and server MAY support Service Provisioning via a web-portal. The description of web portal provisioning is based on the following assumptions: 

· The web portal is a completely separate entity from the BSM (NAF), BSF, etc. and has no knowledge of key management. 

· No HTTP digest authentication as per [3GPP TS 33.246] or [3GPP2 X.S0022-A](used in the Smartcard profile service provisioning messages)  is required by the portal. 

The Terminal MAY receive additional information related to the PurchaseItem, PurchaseData, and PurchaseChannel fragments using the ‘url’ attribute of the ‘extension’ element in each fragment. The Terminal SHALL use the ‘PortalURL’ element of the PurchaseChannel fragment, defined in the Service Guide, as the entry point for Service Provisioning via a web portal. The PortalURL can be used to support three purposes:

1. The PortalURL provides additional information on services available over this PurchaseChannel. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “0”. In this case the Terminal MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or (un)subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. 

2. The PortalURL supports the full set of service provisioning functionality via the web-portal in addition to providing service related information. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “1”. The Terminal SHALL access the PortalURL where the Terminal SHALL expect that the facilities for service provisioning are provided by the web-portal. When the supportedService attribute under PortalURL is set to “1”, the Service Provisioning messages sent to the PurchaseURL as defined in section 5.1.5 SHALL NOT be used.

3. The PortalURL provides additional information on services available over this PurchaseChannel. The Terminal MAY achieve the service provisioning either via web-portal or by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “2”.
In the context of the above three methods, there are three ways the request to PortalURL can be formed.

1. Request without reference to a specific PurchaseItem. 
When Terminal accesses the PortalURL without any specific reference to any PurchaseItem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is http://server.example.org/webshop”. The HTTP POST request sent to the web portal would be  "http://server.example.org/webshop", not containing any associated data block other than the  ‘secureChannelSupported’ signalling (if applicable, see section 5.1.8.x
). 

2. Request with reference to a specific PurchaseItem. 
When the Terminal accesses the PortalURL with specific reference to a PurchaseItem or a set of PurchaseItems, the Terminal knows the relevant globalPurchaseItem  IDs from the Service Guide. 
3. Request with reference to a specific PurchaseItem and associated PurchaseData. In similar fashion than method 2, the terminal knows the identifier of the relevant PurchaseData fragments from the Service Guide.

Fro methods 2 and 3 defined above, the Terminal SHALL issue an HTTP POST request to the PortalURL. This request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. The PurchaseItem(s) are identified using the globalPurchaseItem_ID(s). Each globalPurchaseItem_ID SHALL be signalled in a separate name-value pair, using "globalPurchaseItemID" as the name. The PurchaseData fragments are identified using their ‘id’ attribute, each PurchaseData fragment id SHALL be signalled in a separate name-value pair, using "purchaseDataID" as the name. Furthermore, the ‘secureChannelSupported’ signalling (see section 5.1.8.x
) is added if applicable.
For example, if PortalURL is “http://server.example.org/webshop” and the globalPurchaseItemIDs  are "aau17135@bsda.example.org" and "fhh7982@bsda.example.org" and "jke132486@bsda.example.org", and there is also a related PurchaseData fragment id "bbu17135@bsda.example.org", the HTTP POST request sent to the web portral would be "http://server.example.org/webshop", containing a data block of the following structure:

 
"globalPurchaseItemID=aau17135@bsda.example.org&

globalPurchaseItemID=fhh7982@bsda.example.org&

globalPurchaseItemID =jke132486@bsda.example.org&


purchaseDataID= bbu17135@bsda.example.org"

NOTE 1:
it is reminded that, according to [BCAST10-SG], the PurchaseData fragment points to one, and only one, PurchaseItem fragment. This allows mapping the purchaseDataID with the correct globalPurchaseItemID upon processing the request.
NOTE 2:
“globalPurchaseItemID” name is intentionally reused for each name-value pair. This reuse is conformant with [HTML4.01] and the web-based system is assumed to support it.
The Terminal MAY receive an HTTP response message that contains a list of PurchaseItems, each of which is associated with either price information or price information and purchase options. Price information for each listed PurchaseItem SHOULD be consistent with that in the relevant PurchaseData fragment announced in the Service Guide. However, user specific purchase options such as promotions could be included in the response. The implementation and display of user specific purchase options is out of scope for BCAST 1.0.

After a successful subscription or purchase event, the Terminal SHALL receive Trigger message. The Trigger message is used differently by the DRM and Smartcard profiles:
a. For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based system SHALL send a trigger in the last HTTP response it delivers to the Terminal. . The trigger is contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile. 

b. For the Smartcard Profile, the web-portal SHALL send the “SmartcardProfileTrigger” message with the ‘triggerType’ attribute set to “0”, as specified in Section 5.1.8.1, in the last HTTP response it delivers to the Terminal. The PurchaseItem data included in the trigger should be added to the list of services IDs (concatenations of the globalPurchaseItemID and PurchaseDataReference as normal) in the registration request prompted by the trigger. 

Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the LTKM acquisition continues as per the profile.
In case of the other operations such as LTKM renewal, Token Purchase, Account Inquiry, the Terminal SHOULD use either the general service provisioning procedures or Smartcard Profile Service Provisioning procedures, defined in Sections 5.1.5 and 5.1.6 respectively, according to the security profile. The Terminal MAY unsubscribe using the web portal or using the General Service Provisioning procedure defined in section 5.1.5. In the web-portal case, following an unsubscribe event the web portal SHALL send the “SmartcardProfileTrigger” message with the ‘triggerType’ attribute set to “1”, as specified in Section 5.1.8.1, in the last HTTP response it delivers to the Terminal. The PurchaseItem data included in the trigger should be removed from the list of services IDs (concatenations of the globalPurchaseItemID and PurchaseDataReference as normal) in future registration requests.
5.1.8.x
 Signalling Secure Channel support
The functionality in this section SHALL be supported by Terminals that support the Smartcard Profile and the Secure Channel as specified in section ???
 of [BCAST10-ServContProt].
The Terminal SHALL include another name-value-pair into the data block of the HTTP POST request that is sent to the portal, if the combination of Terminal and Smartcard supports the Secure Channel, using “secureChannelSupported” as the name and “1” as the value. This name-value-pair SHALL be omitted otherwise. 
Note that this information is provided in order to enable the web shop to reject purchases which contain Services or Content which can not be consumed by the combination of Terminal and Smartcard due to missing support for the Secure Channel.
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