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1 Reason for Change

Currently, the specification enables the PurchaseChannel fragment to provide for the same PurchaseData fragment, both the URL of a web portal and the URL to send Service Provisioning, in a configuration that enables the terminal to select either of those URL to perform Service Provisioning. This configuration is signalled by value “2” of the attribute <supportedService> and is often called “mixed mode” in offline discussions.

This mode poses a number of problems:

1. In case the user performs the purchase via the web portal

The terminal has no means to detect whether the purchase effectively occurred on the web portal while the user is browsing the portal. The terminal only gets this information latter on from the BSM.
Hence, when the user closes the web client, the BCAST application does not know if it can move away from presenting the purchase options to the user. In addition, in case the user then tries to subscribe directly (i.e. via Service Provisioning) it is missing the information to decide whether to block the user from doing this or not.
More importantly, in case the subscription on the web portal fails, the terminal has no means to detect this and present the alternate method of Service Provisioning requests to the user.

2. In case the user/terminal performs the purchase via the Service Provisioning requests

There is a possibility that the user as already successfully performed the purchase via the web shop, but that the terminal has not been made aware yet of this purchase. Normally, one could expect the BSM to refuse any further purchase via the Service Provisioning function and respond that the user has already subscribed. However, for this mechanism to work, the web shop and the BSM must have synchronized their information. Depending on implementations of the web shop feature, such synchronization could not be immediate. Hence, there is a risk that the BSM does not refuse the subscription if the terminal issues the request before synchronization occurs. When it is time to reconcile the information on the network side, the service provider will end-up with two copies of the subscription for the same user.

Therefore, it is proposed to remove the mixed mode from the options of the <supportedService> attribute, i.e. remove value “2”. Change Request OMA-BCAST-2008-0368 proposes to do the same in the Services specification.

Furthermore, this only resolves the problem for the most obvious part, because the data model would anyway enable a service provider to offer one PurchaseChannel fragment with web shop and another with Service Provisioning, and both being pointed by the same PurchaseData fragment. A clarification is thus proposed in the Services specification about the risks to propose both options because of the potential synchronization delays between the web portal and the BSM, as well as on the meaning of such instantiation: the terminal may select any of the two provisioning mechanisms, but is to stick to it. This clarification is also provided in OMA-BCAST-2008-0368.

2 Impact on Backward Compatibility

Not applicable.

3 Impact on Other Specifications

Not applicable.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is kindly requested to consider the proposed changes for agreement.

6 Detailed Change Proposal

Change 1:  Changes to the PurchaseChannel fragment (section 5.1.2.8)

5.1.2.8 
Purchase Channel

The ‘PurchaseChannel’ fragment represents a system from which access and content rights can be purchased by the terminal (and its end-user). 

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PurchaseChannel
	E
	
	
	‘PurchaseChannel’ fragment

Contains the following attributes:

id
version
validFrom
validTo

rightsIssuerURI

Contains the following elements: 

PortalURL

PurchaseURL

Name

Description

ContactInfo

Extension 

TermsOfUse

PrivateExt
	

	id
	A
	NM/
TM
	1
	ID of the ‘PurchaseChannel’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	rightsIssuerURI
	A
	NO/

TO
	0..1
	ID of the rights issuer associated with the BSM. This information is needed to allow unconnected devices to identify the Rights Issuer Services (specified in section 12 of [DRM20-Broadcast-Extensions]) that may be operated by their Home BSM.

The network and terminal SHALL support this attribute when the DRM Profile with broadcast only mode [DRM20-Broadcast-Extensions] is supported.
	anyURI

	PortalURL
	E1
	NM/
TM
	0..N
	The URL on which the BSM offers service related information and/or web-based service provisioning via HTTP or HTTPS.

Contains the following attributes:

supportedService

kmsType

At most one PortalURL per associated Key Management System (signalled by the "kmsType" element) SHALL be given.

If the network expects the terminal not to use the Web portal for the service provisioning functionality, at most one PortalURL SHALL be instantiated here, with the kmsType attribute absent.
Each instance of the ‘PortalURL’ in a given PurchaseChannel fragment SHALL have the same value of the child ‘supportedService’ attribute.
	anyURI

	supportedService
	A
	NM/
TM
	0..1
	Specifies how the Terminal is expected to use ‘PortalURL’ and ‘PurchaseURL’. 

0: The Terminal SHALL use the Service provisioning messages of [BCAST10-Services] to ‘PurchaseURL’ to enable the service provisioning functionality. Further, the Terminal MAY contact the ‘PortalURL’ via HTTP to acquire further information on the purchase items available on this purchase channel. 

1: The Terminal SHALL be able to access the ‘PortalURL’ via HTTP to acquire further information on purchase items available on this purchase channel and to achieve service provisioning functionality. Further, the Terminal SHALL perform the service provisioning directly on the ‘PortalURL’ and SHALL NOT send the Service provisioning messages of [BCAST10-Services] to ‘PurchaseURL’ to enable the service provisioning functionality.


2-255: Reserved for future use.

Default: 0
	unsignedByte

	kmsType
	A
	NM/TM
	0..1
	Identifies the type of Key Management System(s)(KMS). This element MAY only be instantiated when the supportedService attribute value is equal to '1'.  

Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 

3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	PurchaseURL
	E1
	NM/
TM
	0..N
	The URL to which the BCAST Service Provisioning messages as specified in section 5.1 of [BCAST10-Services] SHALL be addressed.

At most one PurchaseURL per Key Management System SHALL be given.

Contains the following attribute:

kmsType
	anyURI

	kmsType
	A
	NM/TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 

3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	
	
	
	
	Start of program guide 

The program guide elements of this fragment are grouped between the Start of program guide and end of program guide cells in this fragment. 

The program guide elements are for user interpretation. This enables the content creator to provide user readable information about the service. The terminal SHOULD use all declared program guide elements in this fragment for presentation to the end-user. The terminal MAY offer search, sort etc functionalities.

The Program Guide consists of the following elements:

Name

Description

ContactInfo

Extension
	

	Name
	E1
	NM/
TM
	1..N
	Name of the Purchase Channel, possibly in multiple languages. The language is expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	Description
	E1
	NM/

TM
	0..N
	Description of the purchase channel, possibly in multiple languages. The language is expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	ContactInfo
	E1
	NM/
TM
	0..1
	A text string that indicates to a user how to contact a BSM to initiate an out-of-band purchase transaction (e.g. phone number, URL etc)
	string

	Extension
	E1
	NM/
TM
	0..N
	Additional information related to this fragment. 

Contains the following attribute:

url

Contains the following element:

Description
	

	url
	A
	NM/
TM
	1
	URL containing additional information related to this fragment. 
	anyURI

	Description
	E2
	NM/TM
	0..N
	Description regarding the additional information which can be retrieved from a web page. The language is expressed using built-in XML attribute ‘xml:lang’ with this element
	string

	
	
	
	
	End of program guide
	

	TermsOfUse
	E1
	NO/
TO
	0..N
	Element that declares there are Terms of Use associated with this fragment.

Contains the textual presentation of Terms of Use or a reference to Terms of Use representation through ‘PreviewData’, and information whether user consent is required for the Terms of Use. 

Multiple occurrences of ‘TermsOfUse’ are allowed within this fragment, but for any two such occurrences values for elements ‘Country’ and ‘Language’ SHALL NOT be same at the same time.

In addition to Terms of Use this element MAY be used for disclaimers, legal text and other pieces of information to be rendered to the user upon activation, purchase or consumption of service or content.

When Terms of Use is declared for a ‘Purchase Channel’ fragment the declared Terms of Use SHALL be interpreted to apply all fragments directly linked or indirectly linked (linked via another fragment) with this fragment. Each of those other fragments MAY declare its own Terms of Use which SHALL take precedence of the Terms of Use declared in the ‘Purchase Channel’ fragment.

Contains the following attributes:

type

id

userConsentRequired

Contains the following elements:

Country

Language

PreviewDataIDRef

TermsOfUseText
	

	type
	A
	NM/
TM
	1
	The way the terminal SHALL interpret the Terms of Use:

0 – Display before purchasing or subscribing. 

If ‘TermsOfUse’ element of type ‘0’ is present, terminal SHALL render the Terms of Use prior to initiating purchase or subscription request related PurchaseItem associated with this fragment. 

1 – Display before playout. 

If ‘TermsOfUse’ element of type ‘1’ is present, terminal SHALL present the Terms of Use prior to playing out content or service associated with this fr—gment.

2 - 127  reserved for future use

128 -255 reserved for proprietary use
	unsignedByte

	id
	A
	NM/
TM
	1
	The URI uniquely identifying the Terms of Use.
	anyURI

	userConsentRequired
	A
	NM/
TM
	1
	Signals whether user consent for these Terms of Use is needed. 

true:

User consent is required for these Terms of Use and needs to be confirmed in the subscription / purchase request message related to the PurchaseItem associated with this fragment.

false:

User consent is not required for the Terms of Use. 
	boolean

	Country
	E2
	NM/
TM
	0..N
	List of countries for which the Terms of Use are applicable if consuming the service in that country. Each value is a Mobile Country Code according to [ITU-MCC]

If this element is omitted, the Terms of Use are applicable to any country.
	string

	Language
	E2
	NM/
TM
	1
	Language in which the Terms of Use is given. Value is a three character string according to ISO 639-2 alpha standard for language codes.
	string

	PreviewDataIDRef
	E2
	NO/
TM
	0..N
	Reference to the ‘PreviewData’ fragment which carries the representation of Terms of Use. 

If this element is not present, the ‘TermsOfUseText’ SHALL be present. 
	anyURI

	TermsOfUseText
	E2
	NO/
TO
	0..1
	Terms of Use text to be rendered. 

If ‘PreviewDataIDRef’ element is present under the ‘TermsOfUse’ this element SHALL NOT be present.
	string

	PrivateExt 
	E1 
	NO/
TO
	0..1


	An element serving as a container for proprietary or application-specific extensions. 
	

	<proprietary elements>
	E2
	NO/TO
	0..N
	Proprietary or application-specific elements that are not defined in this specification. These elements may further contain sub-elements or attributes.
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