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1 Reason for Change

This Change Request proposes to clarify that the <ProtectionKeyID> element defined in the Service Guide is solely used to indicate to the user which service can currently be accessed.

This CR provides an answer to question #10 in INP OMA-BCAST-2008-0287.
Changes in R01: this revision proposes to use the <ProtectionKeyID> in a more reliable way by restricting it to hold only the Key Domain ID and Key Group parts in a 5-byte structure.
2 Impact on Backward Compatibility

Not applicable.

3 Impact on Other Specifications

Not applicable.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is kindly requested to consider the proposed changes for agreement.

6 Detailed Change Proposal

Change 1:  Changes to the Service fragment (section 5.1.2.1)

5.1.2.1
Service

A service represents a bundle of content items, which forms a logical group to the end-user. An example would be a TV channel, composed of several TV shows. A ‘Service’ fragment contains the metadata describing the Mobile Broadcast service. It is possible that the same metadata (i.e., attributes and elements) exist in the ‘Content’ fragment(s) associated with that ‘Service’ fragment. In that situation, for the following elements: ‘ParentalRating’, ‘TargetUserProfile’, ‘Genre’ and ‘BroadcastArea’, the values defined in ‘Content’ fragment take precedence over those in ‘Service’ fragment.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Service
	E
	
	
	‘Service’ fragment

Contains the following attributes:

id
version
validFrom
validTo

globalServiceID

weight
baseCID

emergency

Contains the following elements:

ProtectionKeyID

ServiceType 

Name

Description

AudioLanguage

TextLanguage

ParentalRating

TargetUserProfile 

Genre

Extension

PreviewDataReference

BroadcastArea

TermsOfUse

PrivateExt
	

	id
	A
	NM/

TM
	1
	ID of the ‘Service’ fragment. The value of this attribute SHALL be globally unique.”
	anyURI

	version
	A
	NM/

TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given. 
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.
	unsignedInt

	globalServiceID
	A
	NM/

TM
	0..1
	The globally unique identifier identifying the service this ‘Service’ fragment describes.
	anyURI

	weight
	A
	NM/

TM
	0..1
	Intended order of display of this service relative to other services as presented to the end user.  The order of display is by increasing weight value (i.e., service with lowest weight is displayed first).

Default: 65535

User preference, if available, SHALL override the weight.
	unsignedShort



	baseCID
	A
	NO/
TO
	0..1
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within a OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in [BCAST10-ServContProt] section 5.5.1.

This element is only Mandatory to support for the network and terminal in case the DRM Profile is supported [BCAST10-ServContProt].

Note: for uniqueness of the baseCID see Appendix H.
	string

	emergency
	A
	NO/
TO
	0..1
	When assigned with value ‘true’, specifies that this service is a service of emergency nature. That also means that all content items belonging to this service are contents of emergency nature. 

This attribute can be used for presentation purposes to users.

It is RECOMMENDED that the Terminal processes the reception of the services or content of emergency nature with high priority, and highlights their availability to user. How to order the emergency service or content is out of the scope of the specification.

The default value of this attribute is ‘false’.
	boolean

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID is the 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]. The Key number part SHALL NOT be provided.
The Terminal MAY use the Key Domain ID and Key group part of the ProtectionKeyID to determine whether it already has SEK/PEK applicable to the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed.  This is the only expected usage. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK. It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	…
	…
	…
	…
	…
	…


Change 2:  Changes to the Content fragment (section 5.1.2.3)

5.1.2.3
Content 

‘Content’ fragment describes a content or programme that is a part of a service that the content refers to. A   ‘Content’ fragment can be composed of several (audiovisual) media streams originating from several sources which together form a logical entity. An example is a single TV show broadcasted in several audio languages. A ‘Content’ fragment contains the metadata to describe a content or programme, represented by the attributes and elements in the following table. In the case of ‘ParentalRating’, ‘TargetUserProfile’, ‘Genre’, and ‘BroadcastArea’, should one or more of these elements exist in both the ‘Content’ fragment and its associated ‘Service’ fragment, the values of those elements in the ‘Content’ fragment take precedence over its counterparts in ‘Service’ fragment.

	Name
	Type
	Category 
	Cardinality 
	Description
	Data Type

	Content
	E
	
	
	‘Content’ fragment

Contains the following attributes:

id
version
validFrom
validTo

globalContentID

emergency

baseCID

Contains the following elements:

ServiceReference

ProtectionKeyID

Name

Description

StartTime
EndTime
AudioLanguage

TextLanguage

Length

ParentalRating

TargetUserProfile

Genre

Extension

PreviewDataReference 

BroadcastArea

TermsOfUse

PrivateExt
	

	id
	A
	NM/
TM
	1
	ID of the ‘Content’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past.

This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.

This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	globalContentID
	A
	NM/

TM
	0..1
	The globally unique identifier identifying the content that this ‘Content’ fragment describes.
	anyURI

	emergency
	A
	NO/
TO
	0..1
	When assigned with value ‘true’, specifies that this content is content of emergency nature. This attribute can be used for presentation purposes to users.

It is RECOMMENDED that the Terminal processes the reception of the services or content of emergency nature with high priority, and highlights their availability to user. How to order the emergency service or content is out of the scope of the specification.

The default value of this attribute is ‘false’.
	boolean

	
	
	
	
	
	

	baseCID
	A
	NO/
TO
	0..1
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in [BCAST10-ServContProt], section 5.5.1].

In case this element is present the terminal SHALL use this element to identify the corresponding asset within an OMA DRM 2.0 Rights Object, instead of the baseCID(s) of the ‘Service’ fragment(s) this ‘Content’ fragment is associated with. 

In case this ‘Content’ fragment contains a reference to a ‘Service’ fragment this element MAY be present when:

- this ‘Content’ fragment is referenced by a ‘PurchaseItem’ fragment or when 
- a ‘PurchaseItem’ fragment references a ‘Schedule’ fragment that references this ‘Content’ fragment,

to identify the corresponding asset within an OMA DRM 2.0 Rights Object, in case the network supports the DRM profile.

In case this ‘Content’ fragment does not contain a reference to a ‘Service’ fragment this element SHALL be present when:

- this ‘Content’ fragment is referenced by a ‘PurchaseItem’ fragment or when 
- a ‘PurchaseItem’ fragment references a ‘Schedule’ fragment that references this ‘Content’ fragment

to identify the corresponding asset within an OMA DRM 2.0 Rights Object, in case the network supports the DRM profile.

The network and terminal SHALL support this element in case the DRM Profile is supported [BCAST10-ServContProt].

Note: for uniqueness of the baseCID see Appendix H.
	string

	ServiceReference
	E1
	NM/

TM
	0..N
	Reference to the ‘Service’ fragment(s) to which the ‘Content’ fragment belongs.

Contains the following attributes:

idRef

weight
	

	idRef
	A
	NM/

TM
	1
	Identification of the ‘Service’ fragment which this ‘Content’ fragment is associated with.
	anyURI

	weight
	A
	NM/

TM
	0..1
	Intended order of display of this ‘Content’ fragment relative to other ‘Content’ fragments belonging to the same service as presented to the end user.  The order of display is by increasing Weight value (i.e., content with lowest Weight is displayed first).

Default: 65535
	unsignedShort



	ProtectionKeyID
	E1
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem'; 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attributes:

type

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID is the 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]. The Key number part SHALL NOT be provided.
The Terminal MAY use the Key Domain ID and Key group part of the ProtectionKeyID to determine whether it already has SEK/PEK applicable to the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed. This is the only expected usage. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK. It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	…
	…
	…
	…
	…
	…


Change 3:  Changes to the Access fragment (section 5.1.2.4)

	…
	…
	…
	…
	…
	…

	KeyManagementSystem
	E1
	NM/

TM
	0..N
	Information of Key Management System(s)(KMS) that can be used to contact the BCAST Permissions Issuer and, in case of the SmartCard Profile whereby GBA is used for SMK derivation, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 

Note that the BCAST Permissions Issuer can support more than one KMS.

If KeyManagementSystem is not instantiated, it means neither Service nor Content Protection is applied¨ to the access method declared by the parent fragment.

Multiple occurrences of ‘KeyManagementSystem’ elements are allowed within this fragment only if all of the ‘KeyManagementSystem’ elements  have different ‘kmsType’ attribute.

Contains the following elements:

ProtectionKeyID

PermissionsIssuerURI

TerminalBindingKeyID

Contains the following attributes:

kmsType

protectionType
	

	kmsType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 

3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	protectionType
	A
	NM/

TM
	1
	Specifies the protection type offered by the KMS.

Values:

0. Content protection only, as defined by the LTKM

(protection_after_reception in STKM = 0x00 or 0x01 [BCAST10-ServContProt]) 

1. Service protection only

(protection_after_reception in STKM = 0x03 [BCAST10-ServContProt]) 

2. Content protection as defined by LTKM, plus playback of protected recording permission

(protection_after_reception in STKM = 0x02 [BCAST10-ServContProt])

3 – 127  Reserved for future use

128 – 255 Reserved for proprietary use

This attribute may also be used for presentation purpose to users, to indicate whether the content item(s), associated with the referenced Schedule by this ‘Access’ fragment, is protected or not.
	unsignedByte 

	PermissionsIssuerURI
	E2
	NM/TM
	1
	The semantics of this element are dependent on the type of the key management system. 

In case of the DRM Profile, the value of this element corresponds to the ‘RightsIssuerURL’ as defined by [DRMDRM-v2.0].

In case of the Smartcard profile, this element represents the address where the terminal performs the following three service provisioning procedures: 

· Registration Procedure 
(section 5.1.6.7 in [BCAST10-Services]),

· LTKM  Request Procedure 
(Section 5.1.6.8 in [BCAST10-Services]) and

· Deregistration Procedure (section 5.1.6.9 in [BCAST10-Services]).

In case the terminal needs to issue service provisioning messages other than three listed above, the terminal SHALL send these requests to the address given by the ‘PurchaseURL’ element of the corresponding ‘PurchaseChannel’ fragment.

For both the Smartcard and the DRM profile, if Adapted PDCF is used, the value of this element gives the value of the ‘RightsIssuerURL’ or ‘KeyIssuerURL’ as specified for the Adapted PDCF file format (section 8.3.2 in [BCAST10-ServContProt]).

In the case of the Smartcard Profile, the hostname part of the URI is the Fully Qualified Domain Name of the BSM.

In the case of (U)SIM Smartcard Profile, the path component of PermissionsIssuerURI SHALL be equal to ‘/keymanagement’, and the terminal SHALL append a ‘requesttype’ parameter to the URI, with a value set to ‘register’, ‘deregister’ or ‘msk-request’ for respectively registration,  deregistration and LTKM request procedure. In this case, the resulting Request-URI SHALL be compliant with respectively sections G.2.1, G.2.2 and G.2.3 of [3GPP TS 33.246 v7]. As specified in [3GPP TS 33.246 v7], the terminal MAY add additional URI parameters to this Request-URI.
	anyURI

	ProtectionKeyID
	E2
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID is the 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]. The Key number part SHALL NOT be provided.

The Terminal MAY use the Key Domain ID and Key group part of the ProtectionKeyID to determine whether it already has SEK/PEK applicable to the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed. This is the only expected usage. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK.  It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	TerminalBindingKeyID
	E2
	NO/

TO
	0..1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service.

If the element is absent, no TerminalBindingKey is used.

Both the network and the terminal with the Smartcard Profile SHALL support this element. It is TM for terminals with the smartcard profile.

This element does not apply to the DRM profile. 

Contains the following attribute:

tbkPermissionsIssuerURI
	unsignedInt

	…
	…
	…
	…
	…
	…


Change 4:  Changes to the PurchaseItem fragment (section 5.1.2.6)

5.1.2.6
Purchase Item

A purchase item groups one or multiple services/contents, or schedules associated with specific services or contents that an end-user can purchase or subscribe to as a whole.

An instance of the ‘PurchaseItem’ fragment SHALL only reference one type of ‘Service’, ‘Schedule’, ‘Content’, or ‘PurchaseItem’ fragments. This constraint is expressed by the using the ‘choice’ element in the Service Guide XML schema.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PurchaseItem
	E
	
	
	‘PurchaseItem’ fragment

Contains the following attributes:

id
version
validFrom
validTo

globalPurchaseItemID

binaryPurchaseItemID

weight

closed

Contains the following elements:

ServiceReference

ScheduleReference

ContentReference

PurchaseItemReference

ProtectionKeyID

Name

Description

StartTime

EndTime

ParentalRating

DependencyReference
ExclusionReference

PrivateExt
	

	id
	A
	NM/
TM
	1
	ID of the ‘PurchaseItem’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no validFrom attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM 
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.

The validFrom time of the PurchaseItem SHALL be no earlier than the latest of the validFrom time(s) of the referenced PurchaseItem(s).
	unsignedInt

	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.

The ‘validTo’ time of the PurchaseItem SHALL be no later than the earliest of the validTo time(s) of the referenced PurchaseItem(s).
	unsignedInt

	globalPurchaseItemID
	A
	NM/TM
	1
	The globally unique identifier identifying the purchase item described by this fragment. The ‘globalPurchaseItemID’ is used when identifying the purchase item during purchase or other purchase item related actions (see [BCAST10-Services]).
	anyURI

	binaryPurchaseItemID
	A
	NO/TO
	0..1
	A 32-bit identifier generated by BSM, identifying the purchase item described by this fragment. The binaryPurchaseitemID is used to relate this purchase item with the corresponding BCRO.

Networks and Broadcast Devices implementing the DRM Profile [BCAST10-ServContProt] SHALL support this attribute.
	unsignedInt 

	weight
	A
	NM/TM
	0..1
	Intended order of display of this purchase item relative to other purchase items as seen by the end user.  The order of display is by increasing weight value (i.e., purchase item with lowest weight is displayed first).

Default: 65535
	unsignedShort

	closed
	A
	NM/TM
	0..1
	If present and value = true, it indicates the Purchase Item is closed to new subscribers. 

If value = false, unspecified.

Default: false.
	boolean

	ServiceReference
	E1
	NM/
TM
	0..N
	References to the ‘Service’ fragments which belong to this PurchaseItem.

Note: a ‘Service’ fragment can be referenced by multiple PurchaseItems.

Contains the following attribute:

idRef
	

	idRef
	A
	NM/
TM
	1
	Identification of the ‘Service’ fragment which this ‘PurchaseItem’ fragment is associated with.
	anyURI

	ScheduleReference
	E1
	NM/
TM
	0..N
	References to the ‘Schedule’ fragments which belong to this PurchaseItem.

Note: a ‘Schedule’ fragment can be referenced by multiple ‘PurchaseItem’ fragments.

Contains the following attribute:

idRef

Contains the following element:

PresentationWindowIDRef
	

	idRef
	A
	NM/TM
	1
	Identification of the ‘Schedule’ fragment which the ‘PurchaseItem’ fragment relates to.
	anyURI

	PresentationWindowIDRef
	E2
	NM/TM
	0..N
	Relation reference to the PresentationWindow to which the ‘PurchaseItem’ fragment belongs. 

The ‘PresentationWindowIDRef’ declared in this element SHALL be the complete collection or a subset of the PresentationWindow ids declared in the ‘Schedule’ fragment, to which the above Schedule ’idRef’ reference belongs.
	unsignedInt

	ContentReference
	E1
	NM/
TM
	0..N
	References to the ‘Content’ fragments which belong to this PurchaseItem.

Contains the following attribute: 

idRef

Note: a ‘Content’ fragment can be referenced by multiple ‘PurchaseItem’ fragments.
	

	idRef
	A
	NM/
TM
	1
	Identification of the ‘Content’ fragment which this ‘PurchaseItem’ fragment is associated with.


	anyURI

	PurchaseItemReference
	E1
	NM/TM
	0..N
	References to the ‘PurchaseItem’ fragments that are included in the purchase or subscription of this PurchaseItem, and thus need not be purchased separately.

Note: a ‘PurchaseItem’ fragment can be referenced by multiple PurchaseItems.

The depth of the ‘PurchaseItem’ tree SHALL NOT be more than three.

‘PurchaseItem’ fragment referencing other ‘PurchaseItem’ fragments SHALL NOT cause contradictory or circular reference chains.

The reference to a PurchaseItem SHALL NOT depend on, nor be excluded by, the subscription to other purchaseable PurchaseItem(s), if the latter PurchaseItem(s) are indeed not subscribed.

Contains the following attribute:

idRef
	


	idRef
	A
	NM/
TM
	1
	Identification of the ‘PurchaseItem’ fragment which this ‘PurchaseItem’ fragment is associated with.
	anyURI

	ProtectionKeyID
	E1
	NO/TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID, possible values: 

0: ProtectionKeyID is the 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]. The Key number part SHALL NOT be provided.
The Terminal MAY use the Key Domain ID and Key group part of the ProtectionKeyID to determine whether it already has SEK/PEK applicable to the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed. This is the only expected usage. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK. It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	…
	…
	…
	…
	…
	…


Change 5:  Changes to the PurchaseData fragment (section 5.1.2.7)

5.1.2.7
Purchase Data

The Purchase Data fragment serves the following purposes:

· To express from which purchase channel a certain purchase item can be purchased

· To express all information about a purchase item that is specific for the purchase channel (which can include the price information)

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PurchaseData
	E
	
	
	‘PurchaseData’ fragment

Contains the following attributes:

id
version
validFrom
validTo


Contains the following elements:

ProtectionKeyID

Description

PriceInfo

PromotionInfo

Extension

PurchaseItemReference

PurchaseChannelReference

PreviewDataReference

TermsOfUse

PrivateExt
	

	id
	A
	NM/
TM 
	1
	ID of the ‘PurchaseData’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

If min and max values are present, these can be used by the terminal to determine whether or not acces to the service / content is possible given the current permissions..

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID is the 5-byte long concatenation of the Key Domain ID with the Key group part of the SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]. The Key number part SHALL NOT be provided.
The Terminal MAY use the Key Domain ID and Key group part of the ProtectionKeyID to determine whether it already has SEK/PEK applicable to the related service. The Terminal MAY use this information to indicate to the user which services can currently be accessed. This is the only expected usage. The Terminal SHALL not use the SEK/PEK ID in the ProtectionKeyID to request a missing SEK. It is possible for the Terminal to request missing SEK based on the information from the secure function after the STKM decryption has been failed.

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	min
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the lowest timestamp (32 bits) of an STKM needed to access the service / content, as used in the Smartcard Profile [BCAST10-ServContProt]
	nonNegativeInteger

	max
	A
	NM/TM
	0..1
	Indicates the higher validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the highest timestamp (32 bits) of an STKM needed to access the service / content, as used in the Smartcard Profile [BCAST10-ServContProt].
	nonNegativeInteger

	…
	…
	…
	…
	…
	…
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