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1 Reason for Change

This CR proposes a Clerical in the Technical Specification for BCAST Service and Content Protection.
(OMA-TS-BCAST_SvcCntProtection-V1_0-20080724-D.doc).

Change:

In the current version of the specification the behaviour in case of a mismatch of command data and data stored on the smartcard in case of LTKM controlled SEK/PEK and SPE deletion (cap. 6.6.75) in not specified. It could lead into interoperability problems. Therefore an error code status word is defined in this case (‘6A88’ – Referenced data not found). This behaviour is analogue to the mechanism used in Annex E.1.3.1.1 for the SPE Deletion Mode.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Accept and incorporate the proposed changes to the Enabler Test Specification for BCAST Interoperability.

5 Detailed Change Proposal

5.1.1.1 LTKM Controlled SEK/PEK and SPE Deletion 

If the Key Validity data in the LTKM is invalid, i.e. the lower bound (“TS low”) is greater than the upper bound (‘TS High”), then the following applies:

· If the TS low = 0xFFFFFFFF and the TS High = 0, then the secure function SHALL delete all instances of the SPE and their associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.
· Otherwise, i.e. if the TS low is not 0xFFFFFFFF or the TS High is not 0, then the secure function SHALL delete the instance (if any) of the SPE having the opposite Key Validity data (High/Low inversed) and its associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.
If no match can be found on the Smartcard for the SEK/PEK ID and SPE value and the Key Validity data defined in the command data, the Smartcard SHALL abandon the function and return the status word '6A88' (Referenced data not found).

The Smartcard SHALL support both aforementioned methods. The BSM SHALL support the first method and MAY support the second. Following the deletion of one or more SPEs (and associated data), the secure function SHALL delete the SEK/PEK (and related data) if no other SPE are associated to the SEK/PEK ID.
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