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1 Reason for Change

Companion CR for OMA-BCAST-2008-0398.
This CR introduces the changes needed in TS SPCP due to the new TerminalBindingFlagInSTKM box.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into the affected TS.

6 Detailed Change Proposal

8.3.2 Recording of ISMACryp Protected Streamed Content using Adapted PDCF File Format
When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKs) for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMABCASTAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.   The elements of the ISMACrypContextAU (as defined in [ISMACRYP11] and [ISMACRYP20]) are mapped to the OMABCASTAUHeader defined in [XBS DRM extensions-v1.0] as follows:

Table 44: Mapping of Elements of ISMACrypContextAU to OMABCASTAUHeader

	ISMACrypContextAU field
	OMABCASTAUHeader field

	AU_is_encrypted
	EncryptedAU

	initial_IV, delta_IV
	IV

	key_indicator 
	KeyIndicator


Note: The IV is computed for each AU from the initial_IV and delta_IV as specified in  [ISMACRYP11] and [ISMACRYP20].

The STKMs are recorded in a STKM track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 45: Mapping of Broadcast Parameters to PDCF Parameters

	Parameter
	Source Location
	Destination Location

	PermissionsIssuerURI
	SG Access Fragment
	RightsIssuerURL in CommonHeadersBox or

KeyIssuerURL in KeyInfoBox

	Service_BCI or Service_CID or Program_BCI or Program_CID
	SG Access Fragment and STKM
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in STKM track

	STKM type indication
	SDP
	sample_type in OMAKeySampleDescriptionEntry

	TerminalBindingKeyID (if TBK is used)
	SG Access Fragment
	entry in TerminalBindingFlagInSTKM and KeyInfoBox

	tbkPermissionsIssuerURI
	SG Access Fragment
	entry in TerminalBindingFlagInSTKM and KeyInfoBox


This applies to both DRM and Smartcard profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 46: CommonHeaders Box Fields for Adapted PDCF
	Field
	Contents DRM Profile
	Content Smartcard Profile

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128__BYTE_CTR (0x03) for ISMACryp encryption with TEKs.
	same

	PaddingScheme
	Determined by the recording device.
	same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same

	ContentIDLength ContentID[]
	N/A
	N/A

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI if KeyIssuerURL not used in KeyInfoBox.
	N/A

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	N/A

	ExtendedHeaders[]
	Empty.
	same


In the definition of these fields, the base64() operation is defined by [RFC2045].
The Table below shows the content of the KeyIDBox fields when using the adapted PDCF. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 47: KeyInfo Box Fields for Adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile

	KeyID Type
	0x00
	0x01

	KeyID
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)

	KeyIssuerURL
	RightsIssuerURI
	PermissionsIssuerURI

	TBK_ID
	N/A
	TerminalBindingKeyID 

	TBKIssuerURL
	N/A
	tbkPermissionsIssuerURI

	STKM[]
	N/A as have STKM track
	same


The following section provides recommendations for how change of rights is handled when recording.
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