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1 Reason for Change

Table 13 (section 7.5.2.1.1) and table 15 (section 7.5.2.1.2) have a conflict. This conflict requires solving.

· Table 13 provides the description of the re-register message. The table states that the message shall contain the “status” field (mandatory).

· Table 15 provides the syntax for the message. The table does not include the status field.

Obviously the status field is needed, and the table 15 needs updating to define the size and location for the field. For a reference, the syntax of the re-registration message in ETSI 102 474 does include the status field.

This CR proposes to add the status field into the table 15, at the location indicated in the table 13.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following changes.

6 Detailed Change Proposal

 7.5.2 Force to Re-Register

In this case the RI is sending a message to the device to get it into registration mode. 

The RI SHALL use the mechanisms described in Section 12.6 to address the message to a device.

The device SHALL filter on the message_tag to identify the message. Then it SHALL filter for the UDN and compare it to the local UDN of the device. If those match the device SHALL start validating the signature and check the RI certificate (chain.). If both (UDN and signature) are valid the device detects this message is really addressed to it, and the device SHALL start to perform the intended action.

If the message is correct, the reception of this message SHALL start the (re-) registration process. The device will be rendered inoperable, but only in relation with the associated RI (context) as described below:

· Accessing an OMA BCAST SERVICE GUIDE for purchase is still allowed, as this will require a registration first.

· The device SHALL be rendered inoperable for any purchase protocol or playback of future content. The device MAY use stored BCROs to play old content for which the device obtained GROs, but SHALL NOT use these BCROs for new content received after the re-registration request until the device is re-registered with the RI.

Depending on the implementation a dialogue will be shown to the user and the offline NDD protocol will be executed, using the RI_ID stored in the RI Context.

 7.5.2.1 re_register_msg() Message

 7.5.2.1.1 Description

Using the 1-pass IRD protocol (refer to 7.5.1) the RI sends a register_msg message, indirectly triggering a (re)registration . The message is specified as follows:

Table 13: Re-register message description

	re_register_msg( )

	Parameter name
	(M)andatory / (O)ptional
	Remark

	message_tag
	M
	

	protocol_version
	M
	

	longform_udn
	M
	

	status
	M
	

	signature_type_flag
	M
	

	certificate_version
	M
	

	ri_certificate_counter
	M
	

	c_length
	M
	

	ri_certificate
	M
	

	ocsp_response_counter
	M
	

	r_length
	M
	

	ocsp_response
	M
	

	signature_block
	M
	


message_tag: this parameter identifies the type of the message. Refer to C.13 for the value of the message_tag.

protocol_version: This parameter indicates the protocol_version of this message. The Device SHALL ignore messages that have a protocol_version number it doesn’t support. Refer to Section C.13 for the value of this parameter.

longform_udn(): the long form of the UDN. Refer to Section 7.2.1.2.1 for details. 

status: The status parameter SHALL indicate one of the values explained in the following table. The device SHALL ignore messages with other error values. 

Table 14: Status values

	status value
	meaning

	Success
	The message contains valid reregistration message and cancels any preceding forced channel usage restrictions.

	ForceInteractiveChannel
	If the device is a Mixed-mode Device the (re)registration will be possible via OOB and/or the interaction channel. By using this status code the RI can indicate to the device that the device SHALL direct subsequent (re)registrations to the RI over the device’s interaction channel only. When the device receives this status code it will also exclusively use the interaction channel for all other messages. When the interaction channel of the device is not able to connect to the RI the Mixed-mode Device MAY revert back to the OOB re-registration dialogue. Please note that a Mixed-mode Device will remain to have full broadcast reception capabilities after receiving this status code.

	ForceOobChannel
	If the device is a Mixed-mode Device the (re)registration will be possible via OOB and/or the interaction channel. By using this status code the RI can indicate to the device that the device SHALL direct subsequent (re)registrations to the RI over the device’s OOB channel. When the device receives this status code it will also exclusively use the OOB channel for all other messages. Please note that a Mixed-mode Device will remain to have full interaction channel capabilities after receiving this status code, but will not use the interaction channel.


Note: Refer to C.7 for the value of the error codes.

signature_type_flag: a flag to signal type of signature algorithm used. Section 7.1.2 for more details.

certificate_version: a numerical representation of the version of the RI certificate. See Section 7.1.2 for more details.

ri_certificate_counter: This parameter indicates the depth of the RI certificate chain. See Section 7.1.2 for more details.

c_length: This parameter indicates the length in bytes of the ri_certificate.

ri_certificate: this parameter SHALL be present. When present, the value of a ri_certificate parameter SHALL be a certificate chain including the RI’s certificate. The chain SHALL NOT include the root certificate. The RI certificate SHALL come first in the list. Each following certificate SHALL directly certify the one preceding it. 

If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the Device can determine (in the case of Broadcast Devices that support DRM Time) that the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good (see [OCSP-MP]), then the Device SHALL verify the complete chain. 
ocsp_response_counter: This parameter indicates the depth of the OCSP response chain. See Section 7.1.2 for more details.

r_length: This parameter indicates the length in bytes of the ocsp_response.

ocsp_response(): this parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device SHALL NOT fail due to the presence of more than one OCSP response element. A Device SHALL check that an OCSP response is present in the received message. If no OCSP response is present in the device_registration_response() message, then the Device SHALL abort the registration protocol.

signature_block: the signature SHALL enable a single source authenticity check on the message. The algorithm used for the signature is RSA-1024 or RSA-2048 or RSA-4096. See Section 7.1.2 for more details.

 7.5.2.1.2 Syntax

Table 15: Re-register message syntax

	fields 
	length
	Type

	Re_register_msg() {
	
	

	/* signature protected part starts here */
	
	

	message_tag
	8
	bslbf

	protocol_version
	4
	bslbf

	reserved _for_future_use
	4
	bslbf

	longform_udn()
	80
	bslbf

	status
	8
	bslbf

	flags {
	
	

	signature_type_flag
	2
	bslbf

	ri_certificate_counter
	3
	bslbf

	ocsp_response_counter
	3
	bslbf

	reserved for future use
	8
	bslbf

	}
	
	

	certificate_version
	8
	bslbf

	for(cnt1=0; cnt1 < ri_certificate_counter ;cnt1++){
	
	

	c_length
	16
	uimsbf

	ri_certificate()
	8*c_length
	bslbf

	}
	
	

	for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
	
	

	r_length
	16
	uimsbf

	ocsp_response()
	8*r_length
	bslbf

	}
	
	

	/* signature protected part ends here */
	
	

	if (signature_type_flag == 0x0){
	
	

	signature_block
	1024
	bslbf

	} else if (signature_type_flag == 0x1)
	
	

	signature_block
	2048
	bslbf

	} else if (signature_type_flag == 0x2)
	
	

	signature_block
	4096
	bslbf

	}
	
	

	}
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