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1 Reason for Change

This CR is a followup for CRs 414 and 415. These CRs mandate that all Service provisioning requests for the Smartcard Profile need to be framed by Registration and Deregistration.

Now, the following situation can occur: A terminal registers for the first time with a BSM in order to be able to run a Service Request afterwards to subscribe for services. However, there are no subscriptions yet for this terminal. In such case, what should the BSM return as the registration response? Currently, the spec says that a list of subscribed items (Pairs of PurchaseItemID+PurchaseDataID) shall be returned in the Registration response. The XML schema for the Registration response (which is defined in the MBMS spec) mandates to return at least one such entry in the response. However, in case of no subscription there are no data to put there. Consequently, the only possible way would be to declare the registration failed. But then, the terminal could never run a Service Request to actually create a subscription, resulting in a deadlock situation.

This CR proposes a solution: in case of no existing subscription, the BSM SHALL return the new reserved ID “oma-bcast-noservices” as the MBMS user Service ID and Code “200 OK” in the Registration and Deregistration responses.

A procedural note: The addressed issue is critical. As this case is not specified, implementations may choose different ways to handle this, compromising IOP. As such, the group is kindly asked to consider this CR despite its very late status. 
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Fix Registration Procedure
5.1.6.7 Registration Procedure

The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].

The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request. 
For the (U)SIM Smartcard Profile terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which one single MBMS User Service ID is indicated in the Registration Request: the value is  “oma-bcast-allservices”. The Registration Response returned by the BSM SHALL indicate the total list of  (PurchaseItem, PurchaseData) for which the terminal is authorized to receive the related LTKMs (including LTKMs to invalidate SEKs/PEKs). More specifically, the response SHALL contain one Response element per MBMS User Service ID, where each MBMS User Service ID identifies a (PurchaseItem, PurchaseData) pair, encoded as the concatenation of GlobalPurchaseItemID and PurchaseDataReference values. Items that are unsubscribed but still valid due to the presence of the “subscribedUntil” attribute in the “Unsubscribe Response” message SHALL be also included in the Registration Response. In case there are no such items available to return, there SHALL be exactly one “Response” element with “serviceID” set to the reserved identifier “oma-bcast-noservices” and “ResponseCode” set to “200 OK”. In this particular registered state, the BSM SHALL NOT send LTKMs,  BSM solicited pull procedure initiation messages and Parental Control messages to the terminal, but MAY send BSM solicited pull messages to trigger re-registrations.
The above procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals SHALL not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed or a deactivation procedure has been initiated by the network as defined in [3GPP TS 23.060]. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. Deactivation procedure can be initiated from the network in the case that there is a limit on the number of active PDP contexts that it can maintain.
The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

· indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is defined in sections 5.1.6.7.1 and 5.1.6.10.1.

The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

· indicate the LTKM delivery mechanisms it plans to use for further LTKM deliveries to the terminal. This mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.1.

The BSM can also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

· deliver the LTKMs the terminal is authorized to receive. This information MAY be included. The underlying mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.3.
· indicate the subscription start and end times of  the PurchaseItem/PurchaseData pairs for which the terminal is authorized to receive the related LTKMs. For time-based subscriptions, this information SHALL be. For pay-per-view, this information MAY be included.

The following is an informative example illustrating the BCAST extensions (printed in boldface) possibly present in a Registration Response:

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegisterResponse

    xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"    

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0">

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:123456789abcdef</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension version="0">
    </Response>

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:fedcba987654321</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension>
    </Response>
   <bcast:RegistrationResponseExtension version="0">

       <LTKMDelivery>

           <Trigger>1</Trigger> <!-- indicates ‘SMS’ -->

           <Type>1</Type>      <!-- indicates ‘HTTP’ -->

       <LTKMDelivery> 

   </bcast:RegistrationResponseExtension>

</mbmsSecurityRegisterResponse>
Change 2:  Fix De-registration
10.1.1.1 Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs.
For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS 33.246], in which one single MBMS User Service ID is indicated in the Deregistration Request: the value is “oma-bcast-allservices”.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.
The BSM SHALL interpret the Deregistration Request as a deregistration to the total list of (Purchase Items, PurchaseData) pairs for which the terminal is authorized to receive the related LTKMs. 

The BSM SHALL include in the Deregistration Response:

· Either one “Response” element, in which the MBMS User Service ID value is “oma-bcast-noservices”, in the case where the terminal is not subscribed to any purchase items 
· Or one “Response” element, in which the MBMS User Service ID value is “oma-bcast-allservices”.
· Or one or more“Response” elements in which each MBMS User Service ID SHALL be identified by the concatenation of  GlobalPurchaseItemID and PurchaseDataReference values. These response elements SHALL contain the total list of MBMS User Service IDs for which the terminal is authorized to receive the related LTKMs.
In the latter case, the BSM MAY include in the deregistration response one or several DeregistrationResponseServiceExtensions, in order to:

· deliver LTKMs corresponding to the services that the terminal has deregistered to. This mechanism is defined in sections 5.1.6.9.1 and 5.1.6.10.3. The LTKMs contained in the deregistration response MAY be used to invalidate SEKs/PEKs, e.g. by carrying invalid Key Validity Data.
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