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1 Overview

This liaison statement is sent to DVB CBMS in reply to the LS received on 18 Jun 2008 to

· provide answers to the questions they have asked related to the Smartcard Profile and thank them for their questions

· point DVB CBMS to recently agreed change requests in relation to the Smartcard Profile in order to ease their work to integrate the Smartcard Profile into IPDC

· inform DVB CBMS about the status of BCAST 1.0

2 Proposal

Dear DVB CBMS colleagues,

We thank you for your liaison statement of 18 June 2008 in which you requested guidance on aspects of the Smartcard Profile for the purpose of adapting it into your IPDC specification.

Response to guidance request regarding the Smartcard Profile

We are pleased to inform you that we have now completed the analysis of the questions you have provided us and are able to provide you with answers:

1. According to our understanding, both TS SPCP and TS Services mention the use of HTTPS and HTTP Digest for message authentication. Could you please clarify in which case each method is used in context of OMA BCAST Smartcard Profile?

You will find detailed information on this matter in section 6.11.2 of our Service Protection and Content Protection specification. HTTPS (with the BCAST Client ID) may be used in sequence to the HTTP Digest procedure, either requested by the server (see figure 6) or initiated by the terminal (see figure 7). Whether the BCAST Client ID is used depends on the provisions of the terminal and the BSM. Note that in case the BSM requests a Client ID from a terminal that does not have such ID, the terminal is recommended to send a response with an empty User-Agent field.

2. DeviceID is present in Pricing Info, Service, Token Purchase, Account and Unsubscribe Requests.

For Type attribute in DeviceID element, what is the meaning of DVB DeviceID?

Can a DVB-H capable BCAST terminal have a deviceID Type set to e.g. 3GPP DeviceID (IMEI)? 

OMA BCAST has identified that there is no DeviceID available for DVB devices. The possibility to use a DVB DeviceID has been removed from the specification (see change request OMA-BCAST-2008-0328R01). It is possible that a DVB-H capable BCAST terminal use a DeviceID type set to e.g. IMEI. This happens when the interaction channel used by the terminal is provided by a 2G or 3G protocol stack.

3. In the PricingInfo response, which PurchaseItem each PurchaseData fragment relates to?

The PurchaseData fragment in the Pricing Information Response is normally associated with a PurchaseItem. In order to enforce this, the PricingInfoResponse message has been modified to make the <PurchaseDataFragment> an E2 element of the <PurchaseItem> element (see OMA-BCAST-2008-0372R02).

4. In the PricingInfo response, both PurchaseItems and TermsOfUse are at the same level. In BCAST Service Guide TermsOfUse seem to indirectly relate to PurchaseItem fragments.

Can you clarify the relationship between TermsOfUse and PurchaseItem and PurchaseData fragments?

In the Service Guide, the TermsOfUse declared in a PurchaseData fragment applies to the said fragment and by extension to the PurchaseItem fragment that it points to. The <TermsOfUse> element in the PricingInfoResponse message is not intended to be directly applicable to a PurchaseItem. It is intended to provide updated terms of use information related to the PurchaseData fragment referenced in the ServiceRequest or PricingInformationRequest, referenced via the <PurchaseDataReference> element. In order to enforce this, <TermsOfUse> has been made a child of <PurchaseDataReference> (see OMA-BCAST-2008-0372R02)

5. The cardinality of TermsOfUse in the Service Guide (0..N) is different to the one in PricingInfo response (0..1), meaning that it would not possible to return multiple TermsOfUse for different languages. Can you please clarify? 

This has been corrected in the PricingInfoResponse message where cardinality of <TermsOfUse> is now 0..N (see OMA-BCAST-2008-0372R02).

6. Element Country in TermsOfUse in PricingInfo Response is defined according ISO3166-1 but Country in TermsOfUse in the Service Guide is defined according to ITU-MNC. Can you indicate whether there is any inconsistency?

This was previously corrected (see OMA-BCAST-2008-0245) and future versions will not have this inconsistency anymore. The <Country> element is defined according to ITU-MCC as done in the Service Guide.

7. In Service Request, what TermsOfUse the Id of UserConsentAnswer relates to, considering that there is no TermsOfUse element in PurchaseItem fragment?

The <id> attribute under <userConsentAnswer> relates to TermsOfUse that are applicable for subscription. Such TermsOfUse are:

· declared in the PurchaseData fragment in the Service Guide, or

· declared in the PurchaseChannel fragment in the Service Guide, or

· provided with the PricingInfoResponse message in error cases or following a PricingInfoRequest message

The default way to declare terms of use in BCAST is the Service Guide.

Other places where TermsOfUse can be declared are not applicable to the subscription phase and as such are not of concern for the Service Request. See OMA-BCAST-2008-0376R02 and OMA-BCAST-2008-0377.

8. What is the expected BSM behaviour when user’s answer to TermsOfUse is semantically “no” in the Service Request?

In such situation, the BSM behaviour is flexible, for example:

· as part of the Service Request message flow, the BSM could respond to a ServiceRequest message with a PricingInfoResponse message providing different TermsOfUse or alternative pricing options

· the BSM could also answer with an error code ‘31’ to express the fact that the user must agree the TermsOfUse

These examples are not limitative and other kind of behaviour could be applied.

9. In the Service element of Service Request, what is the semantics of the Notification attribute with regards to Notification delivery over broadcast bearer?

The possibility to subscribe to Notification as part of the Service Request has been clarified as follows. The <notification> attribute is used to subscribe to service-specific Notifications that are delivered over the interaction channel. As of BCAST 1.0, it is assumed that service-specific Notifications sent over the broadcast channel do not require subscription. See OMA-BCAST-2008-0370R02 for details.

10. Several places have been identified where the ProtectionKeyID is instantiated in the Service Guide. Since ProtectionKeyID elements in the Service Guide must not be used for requesting SEKs/PEKs, can you clarify the intended use?

The <ProtectionKeyID> element in the Service Guide has been given clarifications. It is intended to provide the terminal with the Key Domain ID and Key group part of keys needed to access a declared service of content item. Using this information the terminal can query the smartcard and determine whether keys are readily available. See OMA-BCAST-0374R03 for details.

11. In context of Service Request, how LTKMs requested via ProtectionKeyID relate to PurchaseItem elements and PurchaseDataReference elements?

The Service Request was initially intended to allow requesting LTKMs for playback of recorded content. This approach has however been abandoned in favour of the LTKM Request. The <ProtectionKeyID> and its parent <SmartcardProfileSpecificPart> have been removed from the ServiceRequest message. Note however that it is still possible to deliver LTKMs via the ServiceResponse message, in case the HTTP-based mode of LTKM delivery is used instead of the UDP-based mode. See OMA-BCAST-0375R02 for details.

12. How the status codes related to LTKMs requested via ProtectionKeyID are represented in the Service Response?

Since the possibility to request LTKMs via the ServiceRequest message has been removed, there is no need for status code in the ServiceResponse message for this functionality anymore.

13. In Service Request, are ProtectionKeyID values coming from the Service Guide or from the recorded STKMs?

Since the possibility to request LTKMs via the ServiceRequest message has been removed, OMA BCAST considers this question to be obsolete. Answering from a broader standpoint, ProtectionKeyID values used to request LTKMs for playback of recorded content are not expected to come from the Service guide but rather from recorded STKMs.

14. Data types of the ProtectionKeyID element in the Service Guide (base64binary) in the Service Request (unsigned long) do not match.

Attention has been given to ensure the same data type (base64Binary) is used throughout the specification.

15. In the TokenPurchase Request, which value should be used for the PermissionIssuerURI? How the terminal can determine that the BSM does not grant tokens?

In order to address this question it has been decided that, for the Smartcard Profile, the BSM is the entity that grants token. In deployments where this is not the case, it is expected that the BSM will proxy the request to the appropriate entity within the network. Consequently, it is not necessary for the terminal to fill the <PermissionsIssuerURI> element in the TokenPurchaseRequest message.

16. In the Access fragment, when BDS type is “IPDC over DVB-H”, could MBMS USBD be used to provide session descriptions?

The MBMS USBD is intended to provide session description and allow SEK/PEK acquisition for the Smartcard Profile in the cases where 3GPP MBMS is the underlying bearer. For the IPDC over DVB-H bearer, regular SDP files coupled with the <PermissionsIssuerURI> element in the Access fragment must be used. Use of MBMS USBD to provide the entry point to the BSM for SEK/PEK acquisition has been specifically disabled for the IPDC over DVB-H bearer (see OMA-BCAST-2008-0378).

Additional changes related to the Smartcard Profile

In addition, we would like to attract your attention to a number of changes impacting the Smartcard Profile that you may want to take into consideration for the purpose of integrating the Smartcard Profile into IPDC:

· possibility to declare more than one STKM stream per service provider for the same content (see OMA-BCAST-2008-0319R03)

· use of special URIs for the MBMS User Service ID in Registration and Deregistration messages: oma-bcast-allservices and oma-bcast-noservices. See OMA-BCAST-2008-0168R01, OMA-BCAST-2008-0346R02, and OMA-BCAST-2008-0489.

· extension of the bcastversion SDP attribute to media level (see OMA-BCAST-2008-0453).

· signalling, in the Service Guide, the requirement that the Secure Channel (ETSI SAC) must be supported by terminal and smartcard in order to access a given service (see OMA-BCAST-2008-0348R03).

· redesign of the PurchaseData fragment for token- and count-based packages (see OMA-BCAST-2007-0796R09 and OMA-BCAST-2008-0500R02).

· inclusion of a <SubscriptionType> element under <PurchaseDataReference> in the PricingInfoResponse message (see OMA-BCAST-2008-0254R03).

· redesign of the TokenPurchaseRequest and TokenPurchaseResponse messages (see OMA-BCAST-2008-0342R06, OMA-BCAST-2008-0343R05).

· changes to the AccountRequest and AccountResponse messages to allow returning OMA BCAST PurchaseItem and OMA BCAST PurchaseData fragments (see OMA-BCAST-2008-0367R03). 

· Delivery of Parental Control Messages over HTTP via the Registration response (see OMA-BCAST-2008-0450R03), in case the HTTP-based mode of LTKM delivery is used instead of the UDP-based mode.

· Removal of the Smartcard Profile Trigger (see OMA-BCAST-2008-0352R01) and re-work of the web-based Service Provisioning functionality.

While the previous pointers to change requests have been provided for your convenience, we recommend that DVB CBMS always use the latest version of the BCAST 1.0 specifications.

Status of the OMA BCAST 1.0 specification

Last but not least, OMA BCAST is pleased to inform you that we are in the process of completing the BCAST 1.0 specification, which will be soon submitted for approval. The final draft version of the BCAST 1.0 Enabler Release Package can be found at the following location: http://www.openmobilealliance.org/ftp/Public_documents/BCAST/Permanent_documents/OMA-ERP-BCAST-V1_0-20081121??-D.zip.

3 Requested Action(s)

OMA BCAST kindly asks DVB to take notice of the guidance and pointers provided in this Liaison Statement.

4 Conclusion

We would like to thank you for your interest in the OMA BCAST Smartcard Profile as well as for your questions. The latter have helped us identify aspects of the Smartcard Profile requiring corrections.

We are looking forward to continued information exchange and collaboration.

With best regards,

OMA BCAST 

(Mobile Broadcast Services working group)
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