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11.1.21 TRANSACT DATA 

11.1.21.1
General functional description

This command transports large amounts of data on APDU based communication with different data formats. 
This command is either a case 2 or case 3 command depending on P1 b3 as described below.
P1 defines the data transfer session number and is also used for requesting retransmission and for session abort. The session number allows up to three transfer sessions to be interleaved. 

The P2 parameter contains the number of remaining data blocks going from terminal to the UICC in this transaction.

If the UICC successfully receives an encrypted block that is not the last block then the UICC may respond with SW1 SW2 indicating normal ending of the command. The UICC may also indicate that it wants to return data related to this or another data transfer session with status words SW1 SW2 'Data transaction ongoing'.

If the UICC successfully receives the last block then SW1 SW2 shall indicate 'Data transaction ongoing'.

If the UICC has been requested to send a block to the terminal, b3 in P1 is set to '0', and this is not the last block to be retrieved to the terminal, then SW1 SW2 shall indicate 'More data available'.

Both the terminal and the UICC can abort the data transfer transaction.

A data transfer session is ongoing until it is aborted by the UICC or terminal or completed in normal circumstances.

If the UICC indicates a proactive command the terminal can send a command like STATUS that allows SW1 SW2 to be '91 XX' in a different session. The interrupted transaction is resumed afterwards.

11.1.21.2
Command parameters and data
If in P1 b3=0
	Code
	Value

	CLA
	As specified in clause 10.1.1

	INS
	As specified in clause 10.1.2

	P1
	See table 11.30

	P2
	See table 11.31

	Lc
	Not present

	Data
	As specified in table 11.32

	Le
	Length of response data


If in P1 b3=1
	Code
	Value

	CLA
	As specified in clause 10.1.1

	INS
	As specified in clause 10.1.2

	P1
	See table 11.30

	P2
	See table 11.31

	Lc
	Length of data

	Data
	As specified in table 11.32

	Le
	Not present


Command data:

-
Secure channel number coding (P1):

Table 11.30: Coding of P1 – Session control

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	X
	X
	-
	-
	-
	-
	-
	-
	Session number.

	-
	-
	0
	0
	0
	-
	-
	-
	RFU

	-
	-
	-
	-
	-
	X
	-
	-
	Command Data control

1: Command contains data

0: No command data

	-
	-
	-
	-
	-
	-
	X
	-
	Abort session

0 - Continue session

1 - Abort session

	-
	-
	-
	-
	-
	-
	-
	X
	Retransmit latest response

0 - next data block

1 - Retransmit latest response

	Note: When b3=1 b1 has no meaning and shall be set to 0


-
Block Management coding (P2):

Table 11.31: Coding of P2 – Block Management

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	X
	X
	X
	X
	X
	X
	X
	X
	Remaining data blocks from terminal to UICC


If P2 is different from 0 then the APDU shall contain data. Once P2 has reached zero the terminal shall not start sending more data in the same session as long as the UICC is producing response data.

-
Data coding:
The data transmitted is encapsulated in a BER-TLV data object structure and is formatted as follows:

Table 11.32: Coding of transmitted data

	Byte(s)
	Description
	Length

	1 to T
	BER-TLV Tag
	1 ≤ T ≤ 3

	T+1 to T+L
	BER-TLV Length
	1 ≤ L ≤ 2

	T+L+1 to T+L+X
	BER-TLV Value
	X


The length of the TLV objects shall be coded one or two bytes:

	Number of bytes
	First byte
	Following bytes
	Encoded length value

	1
	'00' to '7F'
	none
	0 to 127

	2
	'81'
	'80' to 'FF'
	128 to 255


Defined tags: 

'80':
Secure channel data tag

All other values are RFU. 
Coding of Secure channel data tag:

-
The secure channel data tag encapsulates blocks of  the encrypted data BER-TLV as specified in TS 102 484 [20].

The same tag vaule shall be used within one transfer session. All data within subsequent TRANSACT DATA commands within the same session shall use the same tag as the first TRANSACT DATA command in the session. 

Response status words:

-
The normal response to the 'TRANSACT DATA' APDU is 92 XX: Data transaction ongoing. The encoding of SW2 can be seen in table 11.33:

Table 11.33: SW2 of 92 XX

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	-
	-
	-
	-
	-
	RFU

	-
	-
	-
	X
	-
	-
	-
	-
	Retransmit control

0 – Send next block

1 – Re-send previous block

	-
	-
	-
	-
	X
	-
	-
	-
	Proactive message:

0 – No proactive message

1 – Proactive message pending

	-
	-
	-
	-
	-
	X
	X
	-
	Session number – The session number from P1 the pending data block is a response to.

	-
	-
	-
	-
	-
	-
	-
	X
	Data available control

0 – No more pending data blocks. Session complete

1 – More data blocks pending. Terminal must send another 'TRANSACT DATA' APDU to retrieve that data.


The session is aborted by the UICC if status words '6A 84' – Not enough memory space is returned.

Response data:

-
The UICC may indicate that it wants to respond with data to each command APDU as long as this is part of the same session. This means that not all data to the UICC has to be sent before the UICC can start responding with data.

Response data shall be encoded within TLV objects with the same tag as the one used in the data in the TRANSACT DATA APDU.
Table 11.34: Transact Secure APDU data response

	Byte(s)
	Description
	Length

	1 to T
	BER-TLV Tag
	1 ≤ T ≤ 3

	T+1 to T+L
	BER-TLV Length
	1 ≤ L ≤ 2

	T+L+1 to T+L+X
	BER-TLV Value
	X
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