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1 Reason for Change

The current specifications do not prevent a BSM to make use of the same SEK over multiple services. This has the essential benefit to limit the number of LTKMs to distribute (as one LTKM could therefore cover a bundle of channels rather than a single channel).

The change below is a fix to the current management scheme of timestamp with regards to replay protection mechanism that interferes inadvertently with the bundling of services.

If this fix is not included in the first release of BCAST, this will limit the ability of BCAST to be used in big scale deployments as each channel will have to be protected with a specific service key. As a result the number of LTKMs to be distributed will come unmanageable.
2 Impact on Backward Compatibility

N/A since BCAST has not yet been released
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested to accept the changes proposed.

6 Detailed Change Proposal

Change 1:  Introduction of a channel identifier in STKMs to allow the SIM to distinguish channels
6.7.2 EXT BCAST for STKMs
To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload SHALL be included in the STKM. This payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.  

The terminal SHALL support the processing of the all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor.  If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria (if it is transmitted in the EXT BCAST for STKM).  Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] ignore the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.
Table 22: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): The subtype is equal to 2 and the SubType specific data SHALL contain Smartcard Profile STKM Management Data defined below.
Table 23: Format of Smartcard Profile STKM Management Data
	Smartcard Profile STKM Management Data
	Length (in bits)
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	uimsbf

	
global_service_id
	32
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


5.2.1.1 Coding and Semantics of Attributes
Section ‎7 introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile. Any Smartcard Profile specific attributes are introduced below.
global_service_id – This field indicates the service that the STKM is protecting. 

terminal_binding_flag – indicates whether or not terminal binding is required for the Smartcard Profile. 0 indicates it is not required, 1 indicates it is required.

Change 2:  STKM Replay Detection behavioral change
5.2.1.2 STKM Replay Detection in the Secure Function 

Following a successful STKM message validation check, the secure function SHALL perform the STKM replay detection check by comparing the received Time Stamp field (TS), i.e. the STKM TS, with the stored STKM replay detection counter value of the associated SEK/PEK. The conditions for success and failure are defined in the table below:
	Success
	If the received TS is greater than the stored STKM replay detection counter value, the replay detection check ends in success.

	Failure
	If the received TS is equal or lower than the stored STKM replay detection counter value, the replay detection check ends in failure.


Note: Less than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than or equal relation is undefined in the sense of RFC 1982 [RFC1982], the message should be considered as being replayed and shall be discarded.

Note: A single STKM replay detection counter is used per service (identified by distinct global_service_id in STKMs).
Change 3:   Clarification of deletion policy
5.2.1.3 Deletion of Expired LIVE Security Policy Extensions and SEK/PEK

The following text assumes that the STKM Message Validation check (see Section ‎6.7.3.3) has been passed. The processing to support the following functions is implementation specific. 

The secure function SHALL delete all stored data related to an instance of a LIVE SPE (including the SPE value itself) if the TS value contained in the received STKM is greater than the "TS high" value of the KV data associated to that instance of the SPE. Such action corresponds to the identification and deletion of expired LIVE SPEs 
Before the secure function deletes an instance of SPE 0x0C, if the keep_credit_flag associated to that instance of SPE 0x0C is set to LTK_FLAG_TRUE, the secure function SHALL add the value of the associated TEK counter to the to the value of the kept TEK counter associated to the SEK/PEK key group of the SEK associated to the instance of the SPE 0x0C being deleted.

When the secure function processes an STKM, if the STKM is protected by a SEK/PEK belonging to the same SEK/PEK Key Group as one or more SEKs/PEKs stored in the secure function, the secure function SHALL delete all stored data related to instances of LIVE SPEs associated to the older SEKs/PEKs. The secure function SHALL use the Key Number part of the SEK/PEK IDs to determine which SEK/PEKs are older than the SEK/PEK used to protect the current STKM.

Information relating to PLAYBACK security policy extensions SHALL NOT be deleted.  

If any of the processes described above results in there being no valid SPEs associated to a SEK/PEK, the secure function SHALL delete the SEK/PEK and all associated data.
If there are no more SEK/PEK and SPE associated to a Key Group the Secure Function SHALL NOT delete the SEK/PEK ID Key Group part and associated data as purse could be associated to this Key Group. Only the terminal MAY delete the Key Group and associated data.

Change 4:  Corresponding illustration fix
5.2.1.4 Illustration of Parameters Used (Informative)

This section provides diagrams to illustrate the different parameters used when processing STKMs to determine whether or not the STKM being presented to the secure function corresponds to a LIVE or PLAYBACK situation.

Figure 4 illustrates a scenario in which two LTKMs have been sent to the secure function with the same KV data (SPE TS low and TS high). For the purposes of this example the SPEs in the two LTKMs were 0x04 and 0x05 but they could be any combination of LIVE and PLAYBACK SPEs with overlapping KVs.  The STKM anti-replay counter, associated to the service protected by the STKM, is within the KV data range of both SPEs, i.e. the secure function has previously processed one or more STKMs corresponding to this SEK/PEK. The figure shows that any STKM processed by the secure function, within the KVs of the two SPEs, will be treated as part of a PLAYBACK if its TS is less than or equal to the STKM anti-replay counter and as LIVE if its TS is great than the STKM anti-replay counter. 

[image: image1.emf]STKM anti-replaycounter

SPE 0x05 KV validity

TS low

TS high

Any STKM with a TS here does not 

trigger a freshness failure and allows 

use of LIVE SPEs

Any STKM with a TS here triggers a 

freshness failure and allows use of 

PLAYBACK SPEs

SPE 0x04 KV validity

TS low TS high

LIVE PLAYBACK


Figure 4 – Illustration of LIVE vs PLAYBACK Relative to the STKM Anti-Replay Counter

Figure 5 illustrates the use of a PLAYBACK SPE that uses the current_TS_counter to detect whether or not the STKM is part of an existing playback or whether the STKM is part of a new playback. The example uses SPE 0x07 in which the detection of a new playback results in the playback counter being decremented, however, the current_TS_counter is used in a similar way for SPE 0x09 but the detection of a new playback results in the user_purse being decremented by the associated cost_value.
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Figure 5 – Illustration of PLAYBACK and use of Current_TS_Counter to Detect Local Playback
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