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1 Reason for Change

In the Prague meeting the BCAST and DRM group made a decision regarding the next version of the SRM and BCAST specification. It was agreed that the SRM extensions for BCAST services and SRM 1.1 specifications will be developed in parallel. The parts of the specification that is required for SRM extensions for BCAST services that is reuseable for other than BCAST services, i.e. generic, should be covered in the general SRM 1.1 specification. These parts are described in Input contribution OMA-BCAST-v1_1-2008-0092-INP_SRM_v1_1_requirements_for_broadcast_usescases.zip. Subsequently, the SRM extensions for BCAST can be based on the assumption that SRM 1.1 will fulfill these requirements. 
This CR proposes the changes to the requirements document of BCAST 1.1, to clarify which requirements should be fulfilled by the SRM extensions for BCAST specification. The change proposes to add the SRM under the description of the secure storage entity. Furthermore, one requirement is added that prescribes to store the BCAST Service Key in the SRM and that it shall not be exposed outside the SRM. The reason for the requirement to store the service key securely on the SRM, among the various important keys – like authentication keys – , is that in case of a compromised system, the service key is the key that is most likely to be illegally distributed. Therefore, the highest requirement for secure storage is for the Service Key. 
2 Impact on Backward Compatibility

N/a
3 Impact on Other Specifications

N/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes.
6 Detailed Change Proposal

Change 1:  OMA-RD-BCAST_V1_1-20080701-D – Chapter 2.1
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3.2 Definitions

	…
	

	Mobile Broadcast Network Operator
	The Mobile Broadcast Network Operator distributes Broadcast Services to the Subscriber.

	Mobile Broadcast Service Provider
	The Mobile Broadcast Service Provider provides Broadcast Services to the Subscriber.

The Mobile Broadcast Service Provider may use the facilities of a Mobile Broadcast Network Operator to distribute the Mobile Broadcast Services to the Subscriber.

	Notification
	The function that allows a Subscriber to receive notices about Broadcast Services that match the End User’s specified preferences.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal 
Data and includes a SRM Agent (e.g. Secure Memory Card, Smart Card) [SRM v1.0]

	Service Aggregator
	An entity that receives broadcast content from one or more Content Providers and acts as a single Content Provider in presenting those broadcast contents to the Mobile Broadcast Service Enabler using the appropriate defined interfaces.

	Service Bundle
	The Mobile Broadcast Service Provider may choose to combine otherwise unrelated services (possibly originating from different Content Providers and/or Service Aggregators) into a single package, the “Service Bundle”, which is presented to the Subscribers for subscription as a whole. A certain service may be part of more than one bundle.

	…
	


3.3 Abbreviations

	…
	

	SMS
	Short Message Service

	SRM
	Secure Removable Media

	SW
	Software

	T-DMB 
	Terrestrial Digital Multimedia Broadcasting 

	…
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6.1.5 Secure storage requirements

Here is a short definition of the secure storage entity introduced by SEC-STO-01.

Secure storage entity definition

The secure storage entity may be implemented on either the (U)SIM /(R)UIM, on the terminal or on a Secure Removable Media. 

It shall be implemented in a protected environment within the device to prevent any threats (either from the network or the device) towards sensitive information. This enables the most sensitive security constraints on the system to be concentrated within the secure storage entity, which would also allow an easier security evaluation of the implementation of the BCAST solution.  

The Mobile Broadcast enabler introduces several layers of cryptographic keys with the higher layers being the most sensitive. Other sensitive data (for instance rights objects) may also be qualified as sensitive information. Storage and access to these sensitive data should be protected regarding confidentiality, access control and integrity aspects. 

Regarding the actual architecture, only the Traffic Encryption Key among cryptographic keys is needed to be transmitted outside the secure storage entity within the device on request from the service decryption block. Other sensitive data should not be exposed to unprotected part of the device.

Security constraints related to the secure storage entity are referred in the requirements SEC-STO-01, SEC-STO-02 and SEC-STO-03.

	Label
	Description
	Enabler Release

	SEC-STO-01

secure storage entity
	The Mobile Broadcast solution SHALL employ a security solution to guarantee the access control, the confidentiality and the integrity of data and processing functions identified as sensitive within the device. 

These features SHALL be provided by a function referred as a secure storage entity.
	BCAST 1.0

	SEC-STO-02
Key Storage

	The Mobile Broadcast solution SHALL allow only the Traffic Encryption Key among cryptographic keys to be transmitted outside the secure storage entity within the device.

Higher cryptographic keys SHALL NOT be exposed within the device during their processing/handling.
	BCAST 1.0

	SEC-STO-03

Interface description
	In case of a smart-card based or Secure Removable Media based implementation, the Mobile Broadcast solution SHALL precisely reference and describe functionally the interfaces between the secure storage entity and other entities of the Broadcast system 
	BCAST 1.1

	SEC-STO-04 Service and Program Key Storage
	In case of a Secure Removable Media based implementation, the Mobile Broadcast solution SHALL ensure that the Service Encryption Key or Program Encryption Key is not exposed outside the Secure Removable Media.
	BCAST 1.1


SEC-STO-01: refers to the introduction of a secure storage entity within the device to ensure security features regarding data and processing functions handling such data.

SEC-STO-02: refers to the fact that the sensitive cryptographic keys and related processing functions are not exposed to the unprotected part of the device.
SEC-STO-03: refers to interfaces between the secure storage entity introduced by SEC-STO-01 and other entities of BCAST system (in case of smartcard based implementation).
SEC-STO-04: refers to the fact that the most sensitive cryptographic key for the Mobile Broadcast Service and related processing functions is not exposed outside the SRM.















NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

