Doc# OMA-BCAST-v1_1-2008-0150R03-CR_Access_Criteria_in_PDCF[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-v1_1-2008-0150R03-CR_Access_Criteria_in_PDCF
Change Request



Change Request

	Title:
	Access Criteria in PDCF
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST, DRM

	Doc to Change:
	OMA-TS-DRM_XBS-V1_1-20080704

	Submission Date:
	05 Feb 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com 

	Replaces:
	n/a


1 Reason for Change

OMA BCAST SPCP specification allows recording of streamed content in PDCF file format (see section 8.3.1). However, PDCF does not support storing of access criteria associated with that content (access criteria descriptors are conveyed within STKMs). Thus such restrictions as parental rating and location based restriction cannot be enforced during content playback.
This change request proposes new OMADRMAccessControlDescriptors box in OMADRMCommonHeadersBox ExtendedHeaders. Multiple access criteria descriptor types are supported including OMA BCAST 1.0 parental_rating and location_based_restriction descriptors. In addition, TimeOffset parameter is defined which specifies exact access criteria checkpoint within media content.
New subsection is added to incorporate this change.
R01: Adds integrity protection to OMADRMAccessCriteriaDescriptors box (to address comment from Gemalto).
R02:
· Adds clarification that this box is not applicable in adapted PDCF
· Changes section to 13.1.2
· Removes integrity protection from OMADRMAccessCriteriaDescriptors box, since it does not protect against removal of access criteria from PDCF
· Adds integrity protection to terminal created DCF/PDCFby defining OMADRMIntegrityProtection box (including clarification on the processing of recorded contents)
R03:

Included clarification that terminal must not remove integrity protection box from PDCF.

Included clarification on terminal created DCF/PDCF.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is asked to review and accept proposed change.
6 Detailed Change Proposal

Change 1:  Access Criteria Descriptor in PDCF
13.1 Access Criteria Descriptors Box
If STKM stream associated with the recorded content conveys one or more access criteria descriptors, the ExtendedHeaders of OMADRMCommonHeaderBox in DCF or PDCF file MUST include one instance of the OMADRMAccessCriteriaDescriptors Box. This box is an extension to OMA DRM v2.0 DCF for use in scope of BCAST SPCP DRM profile and defined as follows:
aligned(8) class OMADRMAccessCriteriaDescriptors extends FullBox('oacd', 0, 0) {


unsigned int(8)
DescriptorsNumber; 






for (i=0; i < DescriptorsNumber; i++) {



unsigned int(8)
DescriptorType;




unsigned int(8)
DescriptorLength;



unsigned int(32)
TimeOffset;



byte

DescriptorPayload[DescriptorLength];


}
}

The DescriptorsNumber value specifies the number of access criteria descriptors presented in this box. Access criteria descriptors are conveyed within STKM (transmitted using Layer 3 of the 4-layer model for BCAST Service Protection and Content Protection architecture). 
The DescriptorType value specifies a type of descriptor (see Table xx below).

The DescriptorLength is the length of access control data (in bytes).
The TimeOffser value specifies when to apply access control. This is a time offset calculated in seconds starting from the beginning of media file.
The DescriptorPayload is the binary access control data (e.g. parental_rating descriptor presented from STKM).
Note: This box is not present in adapted PDCF file format specified in section 13.3.
Table xx: DescriptorType

	Type
	Description

	0
	OMA BCAST 1.0 parental_rating Access Control Descriptor

	1
	OMA BCAST 1.0 location_based_restriction Access Control Descriptor

	2-255
	Reserved


13.1.2 Recording Protection Box
13.1.3 For integrity protection of headers sensitive data and content within a terminal created superdistributable DCF/PDCF, Mutable DRM Information box (‘mdri’) MUST include one instance of the OMADRMRecordingProtection Box. This box is an extension to OMA DRM v2.0 DCF for use in scope of BCAST SPCP DRM profile only and defined as follows:
aligned(8) class OMADRMRecordingProtection extends FullBox('recp', 0, 0) {
unsigned int(96) MAC;

}

The MAC is the Message Authentication Code calculated over DCF/PDCF contents as defined in section 5.3 of [DRMCF-v2.0]. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using SEK/PEK.
GRO associated with the recorded asset MUST always contain save permission. If save permission is included, and OMADRMIntegrityProtection box is not present in relevant DCF/PDCF, terminal MUST NOT decrypt the content.
Terminal MUST NOT modify or drop OMADRMRecordingProtection Box from Mutable DRM Information box.
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