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1 Reason for Change

In Cancun, BCAST has agreed to rename BDS from “Broadcast Distribution System” to “BCAST Distribution system” and to update the definition accordingly in order to cater for the decision to support also unicast delivery.
The following changes are necessary (see agreed document OMA-BCAST-v1_1-2008-0155R01-INP_Updated_Definition_for_BDS):

1. Replace all occurrences of “Broadcast Distribution System” by “BCAST Distribution System” in all OMA BCAST Technical Specifications, RD, AD and ERELD.

2. Replace acronym definition of “BDS”  from “Broadcast Distribution System” to “BCAST Distribution System” in all OMA BCAST Technical Specifications, RD, AD and ERELD
3. Align definition of term “BCAST Distribution System” to be
“
A system typically but not necessarily containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to deliver the IP flows in the network via unicast.
“

4. Consequently, convert the “Broadcast Network” box in the Architecture Diagram to an OPTIONAL entity, i.e. with dotted line style.

5. Update the Definition of BDS Service Distribution/Adaptation as follows: 
Responsible for the coordination and delivery of BCAST services to the BDS for delivery to the terminal, including file and stream distribution, and Service Guide distribution.  It may also include key distribution, broadcast subscription management, and accounting functionalities. BDS Service Distribution/Adaptation may not exist in certain BDSs.  In that case it would be considered a “Null Function”.  It works with the Interaction Network to perform service discovery, BDS-specific service protection and handles other interaction functions.  It also works with the BDS for content delivery to the terminal.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to BCAST for agreement.
6 Detailed Change Proposal

Change 1:  Starting on next page
3.1 Definitions

	Adapted PDCF
	The PDCF file format from [DRMCF-v2], including adaptations as specified in this document.

	BCAST Distribution System
	A system typically but not necessarily containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to deliver the IP flows in the network via unicast.

	Broadcast Device
	A device that provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using does not support an interactive communication channel. and cannot communicate with other entities except using the broadcast channel. 

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “"implement”" the interaction channel in various ways (e.g. telephone, web portal, service desk). Note further that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Broadcast Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over broadcast channel. Encoding of the BCRO is specified in Section 8 of this specification [XBS DRM extensions-v1.0].

	Data Carousel
	System used in broadcast environments for transmitting a set of data in a repeating pattern, allowing data to be pushed from a broadcaster to multiple receivers. This mechanism allows a device to reconstitute the transmitted set of data tuning anytime tot the channel during at least the carousel period.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Inferred Encryption Key
	Refers to the key used for encrypting or decrypting the CEK/SEK/PEK. The Inferred Encryption Key is derived from the UGK, the DEK, the UDK or the BDK. The Inferred Encryption Key is only used for BCROs.

	Interactive Device
	A device that provides functionality for receiving unprotected or protected broadcast services over the broadcast channel and interaction channel, using an interactive communication channel and that can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer. Note that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Mixed-mode Device
	A Device that is both a Broadcast Device and an Interactive Device, i.e. a device that supports an interactive communication channel and also provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using an interactive communication channel.

	Mixed-mode-operation
	The operation of a Rights Issuer that can handle both Interactive Devices and Broadcast Devices.

	Mobile Broadcast Service Provider
	The Mobile Broadcast Service Provider provides Broadcast Services to the End-User.

The Mobile Broadcast Service Provider may use the facilities of a Mobile Broadcast Network Operator to distribute the Mobile Broadcast Services to the End-User.

	Rights Issuer Service
	Service that carries Broadcast Rights Objects, registration data and other messages from a Rights Issuer over a Broadcast Channel.

	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over interaction channel. Encoding of the RO is specified in [DRMDRM-v2.0].


3.2 Abbreviations

	AES
	Advanced Encryption Standard

	ARC
	Action Request Code

	BAK
	BCRO Authentication Key

	BCD
	Binary Coded Decimal

	BCI
	Binary Content Identifier

	BCRO
	Broadcast Rights Object

	BDK
	Broadcast Domain Key

	BDS
	BCAST Distribution System

	BSD/A
	BCAST Service Distribution/Adaptation Center

	BSM
	BCAST Subscription Management

	CA
	Certification Authority

	CIEK
	Content Item Encryption Key

	CRL
	Certificate Revocation List

	DEK
	Deduced Encryption Key

	DK
	Device Key

	DRD
	Device Registration Data

	DRM
	Digital Rights Management

	DVB
	Digital Video Broadcasting

	ECT
	Efficient Coding Table

	ESP
	Encapsulating Security Payload

	FSGK
	Flexible Subscriber Group Key

	GRO
	Generalised Rights Object

	HMAC
	Hashed Message Authentication Code

	ID
	Identification

	IEK
	Inferred Encryption Key

	IPsec
	IP Security

	IV
	Initialization Vector

	LBDF
	Longform Broadcast Domain Filter (a.k.a. longform_domain_id)

	MAC
	Message Authentication Code

	MJD
	Modified Julian Date

	MTU
	Maximum Transmission Unit

	NDD
	Notification of Detailed Data

	NK
	Node Key

	NSD
	Notification of Short Data

	OBEX
	Object Exchange

	OCSP
	Online Certificate Status Protocol

	OFT
	One-way Function Tree

	OMA
	Open Mobile Alliance

	OOB
	Out Of Band

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDR
	Push Device Registration

	PEAK
	Program Encryption / Authentication Key

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PKCS
	Public Key Cryptography Standard

	PKI
	Public Key Infrastructure

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	PSI
	Program Specific Information

	RI
	Rights Issuer

	RIAK
	Right Issuer Authentication Key

	RO
	Rights Object

	ROT
	Root Of Trust

	RSA
	Rivest-Shamir-Adelman public key algorithm

	RTP
	Real Time Protocol

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SBDF
	Shortform Broadcast Domain Filter (a.k.a. shortform_domain_id)

	SEAK
	Service Encryption / Authentication Key

	SGK
	Subscriber Group Key

	SHA-1
	Secure Hash Algorithm

	SI
	Service Information

	SK
	Session Key

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TDK
	Token Delivery Key

	TEK
	Traffic Encryption Key

	TKM
	Traffic Key Message

	UDF
	Unique Device Filter

	UDK
	Unique Device Key

	UDN
	Unique Device Number

	UDP
	User Datagram Protocol

	UGK
	Unique Group Key

	UTC
	Universal Time Clock


B.1 SCR for XBS Clients

Note: Section numbers in the Reference column include only those sub-sections that are not specifically referenced in other Items.

Note: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (BCAST Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements.
B.2 SCR for XBS Servers

Note: Section numbers in the Reference column include only those sub-sections that are not specifically referenced in other Items.

Note: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (BCAST Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements.
C.1.5.2.2 Message Modification

An attacker may modify any message sent between a DRM agent and an RI.

· BCROs are integrity protected using a symmetric key. Thus, if an outside entity modifies messages, the DRM agent can easily detect message modification.

· An insider attack is plausible since the symmetric key is available to DRM agents. Considering the case of the compromised DRM entity, such entities may be able to modify BCROs and send to other uncompromised DRM agents. However, broadcasting by BCAST Devices is considered very difficult in some BCAST distribution systems, e.g., DVB. BCRO security relies on assumptions on transmission capabilities as opposed to cryptographic techniques as in case of DRMv2.0 ROs.
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