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1 Reason for Change

In Cancun, BCAST has agreed to rename BDS from “Broadcast Distribution System” to “BCAST Distribution system” and to update the definition accordingly in order to cater for the decision to support also unicast delivery.
The following changes are necessary (see agreed document OMA-BCAST-v1_1-2008-0155R01-INP_Updated_Definition_for_BDS):

1. Replace all occurrences of “Broadcast Distribution System” by “BCAST Distribution System” in all OMA BCAST Technical Specifications, RD, AD and ERELD.

2. Replace acronym definition of “BDS”  from “Broadcast Distribution System” to “BCAST Distribution System” in all OMA BCAST Technical Specifications, RD, AD and ERELD
3. Align definition of term “BCAST Distribution System” to be
“
A system typically but not necessarily containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to deliver the IP flows in the network via unicast.
“

4. Consequently, convert the “Broadcast Network” box in the Architecture Diagram to an OPTIONAL entity, i.e. with dotted line style.

5. Update the Definition of BDS Service Distribution/Adaptation as follows: 
Responsible for the coordination and delivery of BCAST services to the BDS for delivery to the terminal, including file and stream distribution, and Service Guide distribution.  It may also include key distribution, broadcast subscription management, and accounting functionalities. BDS Service Distribution/Adaptation may not exist in certain BDSs.  In that case it would be considered a “Null Function”.  It works with the Interaction Network to perform service discovery, BDS-specific service protection and handles other interaction functions.  It also works with the BDS for content delivery to the terminal.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to BCAST for agreement.
6 Detailed Change Proposal

Change 1:  Starting on next page
2.1 Normative References

The version and release numbers specified for the 3GPP and 3GPP2 references in this section are the minimum version and release numbers that can be used. The references are not meant to be restricted to these versions and releases; subsequent versions and releases can also be used because they are required to be backward compatible.  For example, the minimum version of 3GPP TS 33.222 is the release 6 but the use of the release 7 is acceptable as well.

	[BCAST10-BCMCS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP2/BCMCS”, Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-DVBH-IPDC-Adaptation]
	“BCAST Distribution System Adaptation – IPDC over DVB-H”, Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-MBMS-Adaptation]
	“BCAST Distribution System Adaptation – 3GPP/MBMS”, Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/


3.2 Definitions
	(U)SIM
	A SIM or a USIM application residing in the memory of the UICC.

	Application IDentifier (AID)
	Data element that identifies an application in a Smartcard.

	BCAST Distribution System
	A system typically but not necessarily containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to deliver the IP flows in the network via unicast.

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material or consumption rules, the latter in the form of permissions and constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as specified in [XBS DRM extensions-v1.0], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the EXT BCAST payload included in the LTKM, and may indicate the number of times the SEK/PEK can be used to replay content.

	BCAST Smartcard
	Smartcard that supports one of the following sets of applications:

· 3GPP USIM with support for BCAST processing, as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table (EF_UST defined in [3GPP TS 31.102 v6]); 

· 3GPP USIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, where EF_DIR is defined in [ETSI TS 102 221];

· 3GPP2 (R-) UIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing;

· 3GPP2 CSIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, and where EF_DIR is defined in [ETSI TS 102 221].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Broadcast Rights Object
	This is a Rights Object used by DRM Profile of the Service and Content Protection for rights delivered over the broadcast channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	BSIM
	BCAST application residing on the UICC.

	Content Encryption
	The cipher algorithm is applied on the data before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associated with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	CSIM
	Acronym for ‘cdma2000 Subscriber Identify Module’ corresponding to an application defined in [3GPP2 C.S0065-0] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM Profile is described in Section ‎5.

	Generalized Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Broadcast Permissions Issuer.

	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions or other attributes that are linked to items of content or services.

	MBMS only Smartcard
	Smartcard that does not support any of the combination of applications required to be classified as a BCAST Smartcard but does support the processing defined for MBMS [3GPP TS 33.246 v7], as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table (EFUST defined in [3GPP TS 31.102 v6]).

	MIKEY (Multimedia Internet KEYing)
	IETF defined key management protocol to support multimedia security protocols, as defined in [RFC3830]

	Program
	A logical portion of a service or content with a distinct start and end time. In the case the program is not free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent service (e.g. subscription service).

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection for rights delivered over the interactive channel. Encoding of the RO is specified in [DRMDRM-v2.0], and some extensions are specified in [XBS DRM extensions-v1.0].

	R-UIM
	Acronym for ‘Removable User Identity Module’ corresponding to a non-UICC platform based standalone module as defined in [3GPP2 C.S0023-C] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the Smartcard or the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only.  In the absence of any subsequent Content Protection, content is freely available (thus unencrypted) once it is securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011 v4] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard
	 A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based secure function platform which may contain one or more of the following applications: a 3GPP USIM, or 3GPP2 CSIM.  Note that the set of applications/modules residing on the Smartcard are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by the definition below for “Smartcard Profile”. 

	Smartcard Profile
	Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key management, as well as permission and token handling for the Service and Content Protection solution for BCAST Terminals.  In particular, subscriber key establishment and both short and long term key management are based on GBA mechanisms and a Smartcard with (U)SIM as defined by 3GPP, or based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM or a UIM as defined by 3GPP2.

The Smartcard Profile is described in Section ‎6.

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP TS 31.101 v6] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, BSIM, or CSIM).

	UIM
	Acronym for ‘User Identity Module’, representing a standard device or functionality which provides secure procedures in support of registration, authentication, and privacy functions in mobile telecommunications.  In the context of BCAST, the UIM refers specifically to the non-removable version of this standard device or functionality which is employed by (some) mobile terminals which operate according to 3GPP2 specifications. In addition, Smartcard Profile based service and content protection functionality can be provided on UIM-equipped BCAST Terminals.

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102 v6] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	ADF
	Application Dedicated File

	AES
	Advanced Encryption Standard

	AID
	Application Identifier

	AU
	Access Unit

	AVC
	Advanced Video Codec

	BCD
	Binary Coded Decimal

	BCI
	Binary Content ID

	BCMCS
	Broadcast and Multicast Services

	BCRO
	Broadcast Rights Object

	BDS
	BCAST Distribution System

	BDS-SD
	BDS Service Distribution

	BM-SC
	Broadcast-Multicast Service Centre

	BSD/A
	BCAST Service Distribution and Adaptation

	BSF
	Bootstrapping Server Functionality

	bslbf
	Bit String, Left Bit First 

	BSM
	BCAST Subscription Management

	CSIM
	cdma2000 subscriber Identify Module

	DCF
	DRM Content Format

	DF
	Dedicated File

	DK
	Device Key

	EF
	Elementary File

	FCP
	File Control Parameters

	GBA
	Generic Bootstrapping Architecture

	GBA_ME
	ME-based GBA

	GBA_U
	GBA with UICC-based enhancements

	GMK
	Group Management Key

	GRO
	Generalized Rights Object

	H-AAA
	Home Authentication, Authorization and Accounting

	HMAC
	Hashed Message Authentication Code

	ICC
	Integrated Circuit(s) Card

	IIN
	Issuer Identifier Number

	IPsec
	IP Security

	ISMA
	Internet Streaming Media Alliance

	KV
	Key Validity

	LI
	Language Indication

	LSB
	Least Significant Bit

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	MBMS
	Multimedia Broadcast Multicast Service

	ME
	Mobile Equipment

	MF
	Master File

	MII
	Major Industry Identifier

	MIKEY
	Multimedia Internet KEYing

	MJD
	Modified Julian Date

	mjdutc
	Modified Julian Date Coordinated Universal Time

	MK
	Master Key

	MKI
	Master Key Index

	MRK
	MBMS Request Key

	MS
	Master Salt

	MSK
	MBMS Service Key

	MTK
	MBMS Transport Key

	MTU
	Maximum Transmission Unit

	MUK
	MBMS User Key

	NAF
	Network Application Function

	NALu
	Network Abstraction Layer Unit

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDCF
	Packetized DCF

	PEAK
	Program Encryption / Authentication Key

	PEK
	Program Encryption Key

	PIX
	Proprietary application Identifier eXtension

	PKI
	Public Key Infrastructure

	PL
	Preferred Languages

	PPT
	Pay Per Time

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	REK
	Rights Encryption Key

	RFC
	Request For Comments

	RIAK
	Right Issuer Authentication Key

	RID
	Registered application provider IDentifier

	RK
	Registration Key

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RTP
	Real-time Transport Protocol

	R-UIM
	Removable User Identity Module

	SA
	Security Association

	SAC
	Secure Authenticated Channel

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SCK
	SmartCard Key

	SDP
	Session Description Protocol

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SG
	Service Guide

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SK
	Short-term Key (appears in 3GPP2 BCMCS specifications)

	SKI
	Symmetric Key Infrastructure

	SM
	Subscription Manager

	SMK
	Subscriber Management Key

	SPE
	Security Policy Extension

	SPI
	Security Parameters Index

	SRK
	Subscriber Request Key

	SRTP
	Secure Real-time Transport Protocol

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TBK
	Terminal Binding Key

	TEK
	Traffic Encryption Key

	TK
	Temporary Key

	TKM
	Traffic Key Message

	TOI
	Transport Object Identifier

	TS
	TimeStamp

	UDN
	Unique Device Number

	UE
	User Equipment

	UICC
	Universal Integrated Circuit(s) Card

	UIM
	User Interface Module

	uimsbf
	Unsigned Integer Most Significant Bit First

	URI
	Uniform Resource Indicator

	USIM
	Universal Subscriber Identity Module 

	UTC
	Universal Time, Co-ordinated

	XBS
	Extensions for Broadcast Support


4.1 Version 1.0

In BCAST ERP 1.0, Service Protection and Content Protection may be handled by two different security mechanisms.  The complete protection system consists of Service or Content Protection.  The possible key management systems and encryption are as defined in this document. There are two possibilities:
· DRM Profile: OMA DRM based solution for managing the keys.  This is described in Section ‎5.  The DRM Profile is derived from, and almost identical to, DVB-H 18Crypt.
· For file download delivered over the broadcast channel, the Service or Content Protection is as per OMA DRM 2.0 specifications or using DCF or IPsec as specified in this specification.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object.

· For real-time broadcast streaming using RTP, Service or Content Protection is applied using the relevant broadcast extensions and appropriate encryption (IPsec, SRTP, ISMACryp). Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects and STKMs.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted.

· Smartcard Profile: Smartcard based solutions for managing the keys.  These are described in Section ‎6.
· For file download delivered over the broadcast channel, the Service or Content Protection uses DCF or IPsec as specified in this specification. In this case normal usage rules are as defined in the LTKMs and STKMs.

· For real-time broadcast streaming using RTP, Service or Content Protection is applied using the appropriate encryption (IPsec, SRTP or ISMACryp). Post delivery usage rules associated with the service or specific program content MAY be delivered in LTKMs and STKMs.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted.

In addition to the key management, the encryption solution can operate on one of the following ways:
· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard.

· The content level, i.e. by encrypting Access Units before packetization occurs (ISMACryp).
For Service or Content Protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  On the other hand, content encryption is provided at the content level by using ISMACryp, allowing the solution to be completely independent of formats used on the transport level.  Service or Content Protection may include message authentication/integrity protection and detecting replay attacks.

A service provider may use content level encryption instead of transport level encryption for streaming to provide Service Protection and support Content Protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of providing optional Content Protection.
An OMA BCAST Terminal MAY implement Service Protection and MAY implement Content Protection, as shown in Table 1.

Table 1: Service Protection and Content Protection in OMA BCAST Terminals

	
	BCAST Terminal

	Service Protection
	OPTIONAL

	Content Protection
	OPTIONAL


For BCAST Terminals with Service Protection:

Table 2 summarises the possible scenarios.  At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST Terminal with a cellular radio interface and a Smartcard SHALL implement the Smartcard Profile. The DRM Profile is OPTIONAL. Hence terminals MAY implement both profiles.

· A BCAST Terminal with a cellular radio interface and no Smartcard SHALL implement the DRM Profile (the Smartcard Profile is not applicable).

· A BCAST Terminal that does not have a cellular radio interface SHALL implement the DRM Profile (the Smartcard Profile is not applicable based on current technology).
Table 2: OMA BCAST Terminal Profile Support for Service Protection
	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or without Smartcard
	MANDATORY
	N/A

	Terminal with cellular radio interface and Smartcard 
	OPTIONAL
	MANDATORY


For BCAST Terminals with Content Protection:

Table 3 summarises the possible scenarios.  At least one profile SHALL be implemented. Both profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a Smartcard MAY implement the Smartcard Profile or MAY implement the DRM Profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement both profiles.

· A BCAST terminal with a cellular radio interface and no Smartcard SHALL implement the DRM Profile (the Smartcard Profile is not applicable).

· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM Profile (the Smartcard Profile is not applicable).
Note that ‘Terminal Implementation’ of a content protection profile means that the Terminal is capable of it, but does not necessarily mandate its use.  Decision to use (or not to use) an implemented content protection profile is made at the time of service deployment.
Table 3: OMA BCAST Terminal Profile Support for Content Protection

	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or without Smartcard
	MANDATORY
	N/A

	Terminal with cellular radio interface and Smartcard
	OPTIONAL
	OPTIONAL


Adaptations of the described service and content protection mechanisms to underlying BCAST Distribution Systems (BDSs) are possible and are described in Section ‎15 and in the respective adaptation specifications, e.g. [BCAST10-MBMS-Adaptation], [BCAST10-BCMCS-Adaptation], and [BCAST10-DVBH-IPDC-Adaptation].
Appendix B. Static Conformance Requirements (Normative)

The notation used in this appendix is specified in [IOPPROC].

Note: BCAST adaptation specifications, such as [BCAST10-BCMCS-Adaptation], [BCAST10-DVBH-IPDC-Adaptation], and [BCAST10-MBMS-Adaptation], in which it is specified how the BCAST 1.0 enabler is implemented over a specific BDS (BCAST Distribution System), may overrule or adapt requirements from this SCR or provide additional requirements.
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