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1 Reason for Change

There has been great confusion over how a location filtering function would be implemented in BCAST 1.0.  This has made it difficult to get group consensus on how to extend the location filtering functions in BCAST 1.1.  This CR explains the location broadcast functionality, for both BCAST 1.0 and as extended the latest version of OMA-TS-BCAST-Services-V1_1-2008-052CR_SG_Support_Location_Broadcast_Enhancements.  These two CRs are to be considered together.
The changes to existing text (Section 5.8.1) are:

· Rename Section 5.8 from "Availability of Location Information" to "Location Function".  This naming is consistent with the naming of section 5.14, "Notification Function".

· We found that four bullets in 5.8 were repeated twice, so we deleted the second set of four bullets.  
· The BCAST audience members asked for more description to convince them of the correct functioning of the location filtering.  So we have deleted a bullet in 5.9 that says, "correct functioning is out of scope of BCAST."

· Earlier, there was an assumption that a location server could be queried to determine terminal location.  This is likely to overload an interaction network.  Therefore, we explain that "cell ID" and "GPS" locations are fundamental, and the other types of location may be derived, possibly using a table lookup on the terminal or OMA MLP.  We think this makes the proposal more concrete and provides information on how it can be implemented efficiently.

The new sections 5.8.2 - 5.8.5:

· Describe the notion of a location log, which is stored on the terminal, in encrypted format.

· Describe how terminal location is periodically measured and logged, using the cellular functions that monitor cell and paging area(s).

· Describe the 3-step process for location-targeted advertising content: receiving a location-targeted advertisement notification (in the service guide), downloading the location-targeted advertisement, and playing it back within the presentation window.

· Outline a set of restrictions on the location function that should be enforced by BCAST 1.1.  These restrictions will make it possible for terminals from different manufacturers to implement the feature simply, while also assuring service providers that the location-targeting function will work consistently across different brands of handsets.

Changes in the R01 Revision

· Rename 5.8.1 to be 5.8, and sweep the other sections into a new Appendix F of TS-Services. (samsung, nokia, kpn)  Maintain 5.8 section renaming ("Location Function") to be consistent with notification.
2 Impact on Backward Compatibility

None.  
3 Impact on Other Specifications

This CR is to be agreed or rejected in tandem with the sibling CR,

OMA-TS-BCAST-Services-V1_1-2008-052CR_SG_Support_Location_Broadcast_Enhancements
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement.

6 Detailed Change Proposal

Change 1: Revised Section 5.8, see introduction for explanation of the changes.
F.1 Location Function


F.1.3 
The BCAST Enabler MAY use Location Information for various purposes in conjunction with other functions of BCAST, such as File and Stream Distribution and Service Guide. Location Information MAY be used to enable location based filtering of services; location based targeting of services; service blackout regions; and so on.  A terminal-based service/content blackout function suppresses content in a certain geographic region, for example, to generate ticket sales for a local sporting event, or to avoid influencing an election before the polling places have closed.  A sporting-event blackout (i.e. no transmission near a stadium) is enabled by setting the polarity attribute to FALSE in the BroadcastArea element.  The following rules define the availability of Location Information to the BCAST Enabler and the dependencies the BCAST Enabler has with respect to Location Information:

· The BCAST system MAY utilize Location Information in OMA MLP format [OMA MLP].

· The BCAST system MAY utilize Location Information in BDS-specific cell target area (for example the cell identifier of 3GPP, 3GPP2, DVB-H, etc. system) format.
· The BCAST system MAY utilize Location Information in other formats, such as country-code, zip code, name-area, etc. Location MAY be derived by using cell target area or explicit location measurement (e.g. using GPS) and may employ a lookup table stored on the terminal in order to convert between different representations (e.g. to convert a cell ID into a zip code).  Location MAY be derived by querying an MLP server or a SUPL server to determine location in one of these formats.

· The BCAST system SHALL NOT expect all the BCAST terminals to have capability to utilize Location Information in any particular allowed format.
· 
· 
· 
· 
· 

If a terminal does not support location filtering, and a location filter is received, and the polarity is absent or TRUE (meaning "show this content if the user is/was in this particular area"), then  the content SHALL be displayed and the terminal behaves as if the expression is TRUE.  If the terminal does not implement location filtering and the polarity is FALSE (i.e. blackout), then the content SHALL NOT be displayed and the terminal behaves as if the expression is FALSE.
Appendix F describes a recommended implementation of the location function for handsets wanting to implement minimal location function capabilities.
Change 2: New section in Appendix F that deals with location.

Appendix F. Walk-through of Location Implementation 
(Informative)
This section describes how BCAST terminals might implement location-specific unicast/broadcast and blackout.  Sections F.1-F.4 outline a simple way to implement location processing.  The simple functionality is a minimal subset of location functionality.  The terminal may implement location functionality in BCAST 1.0 and BCAST 1.1.  A terminal supporting BCAST 1.1 should implement at least the functionality of this appendix if the location functionality is supported.
In modern cellular systems most antennas support 3 or more sectors.  Normally, each sector has a unique ID, however in some cases the cell is not divided into 3 sectors.  The BCAST Location Function only talks about cell ID.  Therefore, in this appendix only the term cell ID will be used, meaning the identifier that is being broadcast by the present sector or cell where the handset is located.

F.2 Storage of Location Information
The targeted location function of the Service Guide Content and Service fragments allows expressions to be evaluated using a location history log.  A BCAST 1.0 compatible terminal may be able to filter content based on its location at the time of content download, according to a simple rule defined in the content or service fragments.  A BCAST 1.1 compatible terminal MAY further be able to filter content based on its location history, via an extended rule defined in content or service fragments.  To support the BCAST 1.1 feature the terminal should implement a location history log.  A location history log should be an "opt-in" function, i.e. the user must give permission for the terminal to store a history log.

The support of a location history log is implementation dependent but should fulfill the following minimum requirements. 
· Show location history for the last 6 months in the normal case

· Record location at intervals of 15 minutes, preferably synchronized to quarter hour boundaries

· Record location in the form of cell ID (and optionally other forms)

· Record time with an accuracy and  granularity of 1 minute or less in a form suitable for time zone conversion (e.g. UTC)

· Store the log in encrypted form and/or in protected memory

If a location history log is supported, the terminal SHOULD use a secure encryption protocol such as AES-128-CBC to store the history log.  The log could be composed of tuples, consisting of (cell ID, cell arrival time) at least. Note that the cell ID is at most 7 bytes in the present specification, and a timestamp with "seconds granularity" is at most 4 bytes, so log entries need not be larger than 11 bytes per entry.

The terminal SHOULD store the history log in encrypted blocks.  To save power, the terminal could store the most recent (partial) block as cleartext.  When a full block of cleartext is available, the terminal could encrypt and store the block as ciphertext.  The keys to encrypt the log SHOULD be stored in a secure location, i.e. together with other security keys held on the terminal.

If a history log is supported, the terminal should provide storage for 6 months of location data, with 15-minute granularity.  This is the amount of storage that should be provided for an average user, assuming an average number of movements are performed every day.  
The location expressions typically require the terminal to inspect a range of entries in the location history log.  If the speed of this inspection process is an issue, then the following optimization could be adopted.  After a new copy of the service guide arrives, the first operation to search the history log MAY cause the entire log to be decrypted into RAM protected by the operating system kernel.  Subsequent history operations would then not require decryption, and the RAM log version could be discarded after all location expressions in the service guide had been processed.

F.3 Acquisition of Location Information
Cellular terminals periodically measure the cell ID of their serving cells as part of normal operation.  Typically, every five seconds the terminal wakes up, turns on the receiver, and looks at the received ID for the current cell.  If the cell ID changes, then the terminal may register its new location to receive paging messages.  Paging regions may cover several sectors or cells and so not every change of cell ID results in a new paging registration.  All of this functionality is present in cellular terminals.

The BCAST location logging function should wake up every fifteen minutes and measure the cell ID, and record a log entry if the cell ID has changed.  The BCAST logging function MAY wake up together with the five-second wakeup loop (i.e. once every 180 wakeups.)  The location logging function should not log changes every five seconds, as this is likely to produce excessive flash-memory writes, and increase power consumption.

F.4 Location Filtering Life Cycle
The life cycle for a location-filtered advertisement download and rendering is depicted in Figure X.  Note that this example is specific to cachecast delivery and presentation of advertisement content.  There are 3 major events.  First, the terminal receives the service guide, and notices that there is a location filter expression attached to a particular piece of content, or inherited from the associated service.  The terminal looks at the filteringTime attribute to decide when to evaluate the location filter expression.  If the filteringTime attribute is "immediate", then the location expression is evaluated, and a content download decision is made, and this decision is associated with the content in the service guide.  If the filteringTime attribute is "some time in the future" (i.e. at content distribution time, or during the presentation window), then the expression is presumed to be "indeterminate" (i.e. meaning the content should be downloaded), until the filteringTime has arrived.


[image: image1]
Figure 1.  Life Cycle for Location-Filtered Ad Download and Rendering.

During the distribution window, if the expression has not yet been evaluated, a similar check ("can this expression be evaluated now?") is made.  If the filteringTime is "during the distribution window", the expression is evaluated and a download decision is made, otherwise, the result is "indeterminate" the default behaviour is to download the content.  During the presentation window, if the filteringTime expression has not yet been evaluated, it is evaluated and the cached content is either played out or is discarded.
F.5 Restrictions on Location Filtering
The service guide should not contain location expressions containing time periods in the future, i.e. the StartTime of the LocationRequirement1 element should not be greater than the time for evaluation, specified by the filteringTime attribute of the BroadcastArea element.  The behaviour of the terminal that receives expressions with later StartTime values is undefined.  We note that in many cases, the service provider may be able to convert queries about the future (e.g. "In the shopping mall with some lev_conf next weekend") into queries about the past (e.g. "In the shopping mall with high lev_conf in past weekends.")
The LocationFilter element of the service guide should not be repeated to a depth of more than 8 total elements of the LocationFilter type.  This allows at most 255 LocationFilter elements to be sent in any single location constraint, which limits the resources needed on the terminal to process these constraints.
The terminal should not display content in the service guide that might be filtered at a later time.  This means that if there is content with a location filter, while the results are "indeterminate", the terminal should not display the associated content in the service guide.
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