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1 Reason for Change

This CR proposes a protocol which allows RI to request Terminal to delete Rights Objects. This protocol is to be used in conjunction with subscription pause procedure.
R01:

· Makes user interaction for RO deletion normative
· Mandates inclusion of <signature> element into ROAP-RODeleteTrigger by the RI and signature verification by the Device

· Removes Device Nonce from ROAP-RODeleteReport
· Corrects section numbers
R02:

· Corrects typo

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 It is recommended that this CR be discussed and agreed.
6 Detailed Change Proposal

Change 1:  Add the following section 9.4
7.8 ROAP RO Deletion Protocol
This section defines extension to DRM ROAP protocol enabling RI controlled Rights Object deletion by Device. This protocol is only applicable to Devices that implement interaction channel. The protocol is illustrated in the Figure N:
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Figure N
: ROAP RO Deletion protocol
1. The protocol is initiated by ROAP-RODeleteTrigger trigger sent by the RI to the Device. 
2. The Device attempts to delete ROs as specified in ROAP-RODeleteTrigger and sends ROAP-RODeleteReport message to the RI reporting a status of RO deletion. 
a. The Device SHALL consult the user per each RO to be deleted. The Device SHALL delete the RO only if the user gives explicit consent.
7.8.1 ROAP-RODeleteTrigger

The purpose a ROAP-RODeleteTrigger trigger is to identify ROs and initiate their deletion on the Device.

The extensibility mechanism of the ROAP schema required to add this trigger is defined in Appendix C.3.4. ROAP-RODeleteTrigger  SHALL be signalled as an <extendedTrigger> element with the type attribute set to "roDeletion". The elements in this trigger have the following meaning:

The <riID> MUST uniquely identify the Rights Issuer.
The <riAlias> element SHALL be processed according to [DRM-v2].

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. The RI SHALL include this element in ROAP-RODeleteTrigger.
The <roapURL> MUST be used by the DRM Agent when unitiating ROAP transaction. When a <roapTrigger> element with the type attribute set to “roDeletion”, the PDU MUST be a ROAP-RODeleteReport PDU.
The RI MUST include a <signature> element and the Device MUST verify this signature. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger.
The <ds:Reference> element of the <ds:SignedInfo> child element of the trigger <signature> SHALL reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute.
The RO deletion trigger is defined using complex type RODeleteTrigger which is shown below:
<complexType name=”RODeleteTrigger”>

<annotation>

<documentation xml:lang=”en”>

Triger sent from RI to Device to request RO deletion.

</documentation>

</annotation>

<complexContent>

<extension base=”BasicROAPTrigger”>
<sequence>
<element name=”transactionRestore” type=”boolean”/>

<sequence maxOccurs=”unbounded”>

<element name=”roID” type=”ID”/>

<element name=”roAlias” type=”roap:String80” minOccurs=”0”/>
</sequence>

<any minOccurs=”0” maxOccurs=”unbounded” processContents=”lax”/>
</sequence>
<attribute name=”type” type=”string” use=”required” fixed=”roDeletion”/>
</extension>

</complexContent>

</complexType>

<transactionRestore> is a binary flag indicating that device shall first check availability of each RO identified by <roID> elements before actually deleting them. If this flag is set to “1” and one or more ROs are missing, device SHALL not delete any of the listed ROs.

<roID> identifies RO to be deleted. Note that, RI MUST not attempt to delete an RO that was issued by another RI. The Device MUST check the RO was issued by the RI sending the ROAP-RODeleteTrigger. In the case RO is issued by another RI, the Device MUST ignore the RODeleteTrigger.
<roAlias> contains a string value that is used to communicate necessary information to user.
7.8.2 ROAP-RODeleteReport
A Device SHALL report deletion status of ROs identified in the RODeleteTrigger. This is an extension of the existing ROAP Request type. ROAP Request type for ROAP-RODeleteReport request SHALL contain triggerNonce attribute defined in [DRM-v2].
	ROAP-RODeleteReport 

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	
	

	Status
	M

	Delete Time
	M

	RO Delete Info
	O

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Figure NN: RO Delete Report message description
Device ID: identifies the reporting Device.

RI ID: identifies the authorising RI.


Status: indicates 

· succesfull removal of all ROs identified in the RORemoveTrigger when set to “1”.
· failure to remove one ore more ROs identified in the RORemoveTrigger when set to “0”.

Delete Time: the DRM Time measured by the Device at the moment of RO Deletion.

RO Delete Info: identifies ROs that cannot be deleted. The DRM Agent SHALL include this element if Status field is set to “0”. 
certificateChain: this parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.
Extensions: are not defined for ROAP-RORemoveComplete message.
Signature: a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenRequest message.
7.8.2.1 Message syntax

<element name=”roDelete” type=”roap:RODeleteComplete”/>
<complexType name =”roDelete”>

<annotation>

<documentation xml:lang=”en”>

Message sent from Device to RI to acknowledge RO deletion.

</documentation>

</annotation>

<complexContent>

<extension base=”roap:Request”>

<sequence>

<element name=”transactionID” type=”roap:String64”/>

<element name=”deviceID” type=”roap:Identifier”/>

<element name=”riID” type=”roap:Identifier”/>

<element name=”triggerNonce” type=”roap:nonce”/>


<element name=”status” type=”boolean”/>

<element name=”deleteTime” type=”dateTime”/>

<element name=”roDeleteInfo” type=”roDeleteInfo”/ minOccurs=”0”>

<element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Extensions" minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>

</extension>

</complexContent>
</complexType>

<complexType name=”roDeleteInfo”>

<sequence maxOccurs=”unbounded”>

<element name=”roID” type=”ID”/>

</sequence>
</complexType>
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